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ATTACHMENT Q

Questions and Answers Template

Solicitation Number: GSC-QF0B-16-32968

PARAGRAPH # PARAGRAPH TITLE QUESTION GOVERNMENT RESPONSE

1 B.5.2 Direct Labor Rates

Offeror's must map proposed labor categories to Alliant labor 

categories.  Are the proposed categories capped by the offeror's 

Alliant rates?

No, the offeror's proposed rates are not capped by the Alliant 

labor category rates. 

2 C.2 Scope

The scope includes work locations at Camp Pendleton, CA and 

Kansas City, MO.  What functions and what elements of the 

MCNOSC workforce currently operate in those two locations?

DCOS currently maintains an Incident Management and 

Network Sensor Support presence on site at Camp Pendleton 

acting as a warm site. Please see TOR updates in sections 

C.4.2.1.1 and C.4.3.2 regarding support required in Camp 

Pendleton, CA. Please also see F.4 regarding Kanasas City, 

MO instructions.

3 C.3.1 MCNOSC Policies and Guidance

Are the three references that were not provided with the TOR 

(DoD Instruction O-8530.02, DoD Directive O-8530.01, and 

DoD O-8530.01-M) available in a reading room or some other 

venue?

DoDI 8530 is included as an attachment in this amendment.

4 C.4.1.9 Subtask 9--Transition In

The paragraph states the updated Transition-In Plan is due within 

five working days of task order start.  Section F, Deliverable 03, 

states the plan is due within five working days of task order 

award.  Please confirm the due date for the updated Transition-In 

Section F, Deliverable 03 has been updated. 

5 C.4.2.1.1
Cyber Watch & Incident Response 

Support

The MCNOSC currently operates within an existing Cyber 

Watch and Incident Response structure.  In order to minimize 

service disruption within the MCNOSC organization, as required 

by para C.4.1.9, will the Government identify current staffing 

levels of the Cyber Watch and Incident Response functions so 

offerors can conform proposed solutions and accommodate 

transition activities to the existing structure?

  The Government will not provide any historial data. 

 It is the Government's intent to have the offorer's propose the 

necessary staffing to support the requirement.  

6 C.4.2.1.2 Advanced Incident Handling

The MCNOSC currently performs 24X7 Advanced Incident 

Handling functions within an existing structure.  In order to 

minimize service disruption within the MCNOSC organization, 

as required by para C.4.1.9, will the Government identify current 

staffing levels for the Advanced Incident Handling function so 

offerors can conform proposed solutions and accommodate 

transition activities to the existing structure? 

Please refer to Question 5.

7 C.4.2.2 Hunt Team

The paragraph identifies an average of 10 operations per year at a 

length of 4 to 6 weeks.  Were the 10 operations conducted on a 

24X7 basis or were the  operations performed primarily during 

the course of normal duty days during the 4 to 6 week periods?

No, the Hunt Team performs all operations during the 

standard hours of operation (shift schedule) provided in F.5, 

All tasks requiring 24x7 support are specified in the TOR. 

Please refer to the TOR requirements for 24x7 support.

8 C.4.2.3 Hunt Team

Does the Government require Hunt Team operations on a 24X7 

basis?

No, the Hunt Team performs all operations during the 

standard hours of operation (shift schedule) provided in F.5, 

All tasks requiring 24x7 support are specified in the TOR. 

Please refer to the TOR requirements for 24x7 support.

Note to Offerors: Please provide the specific paragraph reference using the Section/Sub-Section numbers in the solicitation.
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PARAGRAPH # PARAGRAPH TITLE QUESTION GOVERNMENT RESPONSE

9 C.4.2.2.f Hunt Team

Has the process of "…directly [managing] Hunt operations … 

from inception to final after action reporting" historically 

occurred within the 4 to 6 week periods identified earlier in para 

C.4.4.2?
Yes, that 4-6 week period encompasses the whole operation.

10 C.4.2.2.f Hunt Team

What resources, in terms of labor categories and/or FTE, has the 

MCNOSC historically invested in "…directly [managing] Hunt 

operations … from inception to final after action reporting?" Please refer to Question 5.

11 C.4.2.3.1 Malware and Forensics Support

The paragraph states the MCNOSC Team completed more than 

132 forensics investigations, and analyzed more than 371 

malicious files in calendar year 2014.  However, there is no 

information identifying the scale of the investigations or files 

reviewed in terms of time or manpower.  How much time and 

manpower--either in total or by individual investigation/ 

analytical effort--was expended to conduct the investigations and 

analyze the malicious files?

The Government will not provide historical staffing levels as 

the historical funding and requirements are not an exact 

representation of the request made in this TOR. 

12 C.4.2.3.2 Exploit Analysis

What is the historical level of effort associated with the Exploit 

Analysis function?

Please refer to Question 5.

13
C.4.3,.1, C.4.3.2, 

C.4.3.3, C.4.3.4

Task 3 - Sensor Grid Support (and 

several following subtasks)

The Contractor is directed to support the "Host Assessment Team 

(HAT)" several times throughout Task 3; however the Host 

Assessment Team itself is not defined or identified in the TOR.  

What is the nature, composition, and scope of responsibility of 

the HAT?

Please see TOR updates to section C.4.3.4. Task C.4.3.4 is 

now titled Host Assessment and the subtask has been 

removed.

14 C.4.3.1 Host Based Security
What lead-time should offerors expect if/when the Government 

decides to exercise this optional task?

The Government anticipates notifying the contractor at least 1 

- 2 months in advance of exercising the optional tasks. 

15 C.4.3.1 Host Based Security

If exercised, what is the anticipated duration of this optional task? The duration of the optional task is undetermined at this time. 

Please refer to section L.5 for the overall cost range for all 

optional tasks. For the purpose of pricing, the Government 

assumes a full 12 months of support per contract period.

16 C.4.3.2 Network Sensor Support

What is the historical staffing level associated with the 24X7 

Network Sensor Support coverage? The Government will not provide historical staffing levels as 

the historical funding and requirements are not an exact 

representation of the request made in this TOR. 
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PARAGRAPH # PARAGRAPH TITLE QUESTION GOVERNMENT RESPONSE

17 C.4.3.2 Network Sensor Support

Does Network Sensor Support coverage also occur at Camp 

Pendleton?
Yes, there is NSS on-site support at Camp Pendleton. Please 

see TOR updates in sections C.4.2.1.1 and C.4.3.2 regarding 

support required in Camp Pendleton, CA.

18 C.4.3.3
Signature Management & 

Development

What is the historical staffing level associated with the Signature 

Management & Development function?
Please refer to Question 5.

19 C.4.3.3.e
Signature Management & 

Development

Are the test environment and resources (facility and hardware) 

identified in this paragraph shared with or common to the test 

environments identified in paragraphs C.4.3.1.f and C.4.3.3.k?

The majority of the test environments described in C.4.3.3.E, 

C.4.3.1.F and C.4.3.3.K are the same.  There are other labs 

maintained by the MCNOSC where testing is done.

20 C.4.3.4 Information Assurance

What is the historical staffing level associated with the 

Information Assurance function?
Please refer to Question 5.

21 C.4.4.3 Red Team (MCIART)

The paragraph identifies 10 to 15 "full scale" and 15 short-

duration "small scale" operations per year.  The scale referenced 

is not clear in terms of staff requirements, duration, FTE, 

workload or other measures.  Please clarify and/or quantify the 

scale of the operations.

The support referenced consists of the development of custom 

malware in support of targeted operations that range from two 

weeks in duration to operations that last approximately four to 

six weeks in duration.  These operations evaluate and assess 

the security posture of individual units both in garrison and 

deployed (small scale operations) as well as assessments of 

the Marine Corps Enterprise Network (large scale 

operations). Please see updates to the TOR in section C.4.4.3.

22 C.4.5.a Training

The Training Management Plan is part of the optional task.  

Section F.6 (deliverable 09) requires the Training Management 

Plan 15 workdays after the Kick Off meeting.  Paragraph C.4.1.8 

requires the Training Management Plan to be submitted as part of 

the Staffing Plan.  Please confirm whether the Training 

Management Plan requirement is part of the optional task, or will 

be performed as part of the mandatory labor CLIN and if 

mandatory, under which task it should be reported.

Section F, Deliverable 09 has been updated. The Training 

Management Plan is due within 15 workdays after exercising 

task 5. 

23 F.4 Places of Performance

The RFP mentions that relocation requirements will be provided 

at a later time. Should offerors assume cost associated with the 

relocation are included within the travel and/or ODC Not to 

Exceed (NTE) number?

No, the Government does not anticipate relocating anyone, 

however, if so,   than the Government would consider those 

costs with the ODC CLIN.

Page 3 of 20



PARAGRAPH # PARAGRAPH TITLE QUESTION GOVERNMENT RESPONSE

24 F.4 Places of Performance

What functions of the MCNOSC project must be performed at 

Camp Pendleton? and what is the historical staffing to perform 

those functions at Camp Pendleton?
Please see TOR updates in sections C.4.2.1.1 and C.4.3.2 

regarding required support in Camp Pendleton, CA. However, 

the Government will not provide historical staffing levels as 

the historical funding and requirements are not an exact 

representation of the request made in this TOR. 

25 F.4 Places of Performance

What is the historical staffing  performing  functions at Camp 

Pendleton?
Please refer to Question 5.

26 F.5 & L.5
MCNOSC Hours of Operation and 

Coverage

These paragraphs reference personnel under an alternate work 

schedule; however, no paragraph clearly designates any personnel 

or positions for the alternate work schedule.  Which positions are 

expected to work the alternate schedule?

The alternate work schedule referenced in F.5 are the shifts 

required of personnel designated to  support 24x7 operations. 

Personnel supporting 24x7 operations will be required to 

work under the Alternate Work Schedule. The Government 

will require the offeror to indicate personnel supporting the 

Alternate Work Schedule in the Project Staffing Plan 

Template (see updated Attachment O) 

27 F.5
MCNOSC Hours of Operations and 

Coverage

The paragraph states, "The Contractor shall ensure the minimum 

staffing required to maintain operational effectiveness is met in 

the Incident Management and Sensor Grid Support Functions."  

However, no insight into "minimum staffing" is provided.  

Recognizing the Government does not intend to direct offeror 

solutions the absence of insight into the existing organization or 

into minimum acceptable staffing levels is puzzling, especially 

considering the Government's explicit requirement to minimize 

operational disruption.  The draft TOR issued on 24 Nov 2015 

contained a very informative and useful table outlining minimum 

staffing for MCNOSC functions that permitted offerors insight 

into the MCNOSC organizational structure necessary to perform 

tasks.  The information could be used to help offerors minimize 

adverse impact on the organization during transition.  Will the 

Government provide planning information, similar to the 

minimum staffing requirement table appearing in Section F.5 

(Work Schedule/ Coverage) of the November 2015 draft TOR?  

Due to changes to the requirement, the historical data 

provided on November 24 is no longer valid. As such, please 

refer to the response found in Question 5.

28 F.5
MCNOSC Hours of Operations and 

Coverage

Alternatively, please confirm that the minimum staffing 

requirements appearing in the November 24 draft TOR reflect the 

minimum required staffing for MCNOSC activities.  

No, the draft TOR does not reflect the current 

requirement/TOR. The Government will not provide 

historical staffing levels as the historical funding and 

requirements are not an exact representation of the request 
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PARAGRAPH # PARAGRAPH TITLE QUESTION GOVERNMENT RESPONSE

29 H.2 Key Personnel Substitution

H.2 requires replacement personnel to have qualifications "equal 

to, or greater than, those of the personnel being substituted". 

Personnel should be acceptable as long as they meet the labor 

category requirements. Recommend rewording to state, 

"Substitute personnel qualifications shall meet or exceed the labor 

category requirements for the position of the personnel being 

The Government requirement stands.

30 H.5.1 Security Clearances

The paragraph requires at least 50% of the Hunt Team and 50% 

of the Malware/ Forensics Support Personnel to hold TS/SSBI 

clearances on award.  How many positions constitute 50% of the 

applicable positions?

The Government will not provide historical staffing levels as 

the historical funding and requirements are not an exact 

representation of the request made in this TOR. 

31 H.14 Training Facility Requirements

Paragraph refers to Attachment U, Training Equipment List.  Will 

the Government provide Attachment U?

Attachment U has been provided as a part of this amendment. 

This requirement will not be necessary until Task 5 is 

exercised. 

32 H.14 Training Facility Requirements

The paragraph states the 16 laptops for training support will be 

contractor property. Are costs associated with obtaining the 

laptops reimbursable?  Are the costs associated with obtaining the 

laptops included within the ODC NTE number? 

The Government will reimburse the contractor for providing 

an operational facility, readily available for training needs via 

Task 5, if exercised.  The Government considers the laptop 

availability and any other logistical needs to be a part of the 

service and cost of the operational facility, which will be 

reimbursed via the ODC CLIN.  The current plug number 

includes the cost of the operational training facility, and 

assumes a full 12 months of availability."  

33 H.14 Training Facility Requirements

Accurate cost information for the training facility is sensitive to a 

factors such as when the facility is required and duration of the 

requirement.  Given the uncertainty of the requirement, is the cost 

of the training facility--if and when the optional task is exercised--

included within the ODC NTE number?

Yes, costs assicated with providing the facility will be 

reimbursed via ODCs. 

34 J.1 List of Attachments

Attachment U, Training Equipment List, was not included in the 

TOR or in Amendment 1.  Will the Government make 

Attachment U available?

Attachment U has been provided as a part of this amendment. 

This requirement will not be necessary until Task 5 is 

exercised. 
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PARAGRAPH # PARAGRAPH TITLE QUESTION GOVERNMENT RESPONSE

35 L.1
Solicitation Provisions Incorporated 

by Reference

FAR 52.222-46 Evaluation of Compensation for Professional 

Employees states, "Additionally, proposals envisioning 

compensation levels lower than those of predecessor contractors 

for the same work will be evaluated on the basis of maintaining 

program continuity, uninterrupted high-quality work, and 

availability of required competent professional service employees. 

Offerors are cautioned that lowered compensation for essentially 

the same professional work may indicate lack of sound 

management judgment and lack of understanding of the 

requirement...Failure to comply with these provisions may 

constitute sufficient cause to justify rejection of a proposal."

Incorporating this clause into the solicitation heavily favors the 

incumbent contractor who knows the salaries of its employees 

working under the incumbent contract. It appears the 

Government has mitigated the risk of lowered compensation 

levels by establishing a range for mandatory and optional labor 

and by providing a NTE value for surge support. Recommend 

removing this FAR clause from the solicitation as the 

Government has mitigated the risk. If the Government decides to 

keep this FAR clause in the solicitation, we request that the 

current and historic salary levels of incumbent personnel be 

provided so offerors can provide realistic rates and pricing in 

accordance with the clause and Government's expectations.

This Clause will be removed.

36 L.5 General Information

The paragraph states that offerors "…shall use ODC CLINs to 

provide approximately 20 third-party training seats annually …" 

Are the costs of all anticipated third-party training seats included 

within the ODC NTE number?

Yes, all costs associated with the purchasing of training seats 

are included within the ODC CLINs. 

37 L.5 General Information

Does the Government anticipate using the training facility, 

identified in paragraph H.14 as an optional task area to 

accommodate the third-party training events? 

No, the Government does not anticipate using the 

Contractor's Training Facility to accommodate third-party 

training events.

38 L.6.2 Proposal Part II

The paragraph states the CO will schedule the oral presentation 

after all proposals have been received.  For planning purposes, 

how soon after proposal submission should offerors expect to 

make the oral presentation?

The Government anticipates Oral Presentations to be 

scheduled immediately following the due date of proposals 

and will be conducted as early as April 1, 2016. 

39 L.8.3 Draft Transition-In Plan

The paragraph requires a draft Transition-In Plan featuring "… an 

approach that provides for a seamless transition  from the 

incumbent to the new contractor."  The paragraph later requires 

the plan to "... discuss the expected roles and responsibilities of 

the incumbent contractor and information expected from the 

incumbent."  Will the Government provide information about any 

existing Transition-Out Plans so offerors can construct the 

seamless approach?

The standard Transition-Out Plan includes the information 

detailed in section C.4.1.10. Specifics will be provided upon 

award. 

40 L.8.3 Draft Transition-In Plan

Recognizing the MCNOSC has undergone organizational 

changes since the Industry Day when the organization was 

described to potential offerors--and again referring to the 

requirement for an approach for seamless transition--will the 

Government provide an organizational chart or some other 

information outlining the existing incumbent contractor support 

The MCNOSC organizational structure provided at the 

industry day is still current. However, the Government will 

not provide historical staffing levels as the historical funding 

and requirements are not an exact representation of the 

request made in this TOR.
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PARAGRAPH # PARAGRAPH TITLE QUESTION GOVERNMENT RESPONSE

41 L.8.6.c
Key Personnel Qualification Matrix 

(Letter of Commitment)

As written, the letter of commitment requirement  indicates the 

proposed key person must be employed by the offeror at the time 

of proposal submission.  Some proposed key personnel, who 

intend to join the offeror's team if the contract is awarded, may 

currently be employed elsewhere.  Will the Government revise 

the Letter of Commitment language to say, "...including a 

statement that the proposed Key Person named intends to accept 

employment by the offeror team and is available ..."

See updates in section L.8.6.

42 L.10.1
Oral Technical Proposal 

Presentation Constraints

The paragraph instructs offerors to "…provide 6 appropriately 

bound hard copies of the presentation materials (including slides, 

transparencies)."  Later in Section L, Paragraph L.10.2 states "No 

other media [presumably referring to the presentation slides] may 

be used." What other presentation materials besides 

slides/transparencies does paragraph L.10.1 permit.

No other media besides presentation slides shall be permitted.

43 L.10.1
Oral Technical Proposal 

Presentation Constraints

 Again referring to the requirement to "…provide 6 appropriately 

bound hard copies of the presentation materials (including slides, 

transparencies)." Are these six bound copies in addition to the 

bound copy of the presentation slides delivered with Proposal 

Parts I and II, or are these six additional copies provided at the 

time of the presentation?

The six bound copies shall be delivered with Part II of the 

proposal. No additional copies are required on the day of the 

presentation.

44 L.10.2
Oral Technical Proposal 

Presentation Media

This paragraph limits font size on slides to 12 point.  Earlier 

instructions (paragraph L.6, Submission of Offers) limits font size 

on slides to 10 points ("Charts/Graphics test must maintain a font 

minimum of 10 point, including in the Part III slides ...").   What 

is the correct font size limitation for slides in Proposal Part III?

The standard font size for slides is limited to 12 point font 

size with the exception of Charts/Graphics which is limited to 

10 point font size.

45 Cover Letter
Part III: Oral Technical Proposal 

Presentation

Can the Government please confirm that Part III: Oral Technical 

Proposal Presentation refers to part of the acquisition in which 

down selected offerors are to present their oral presentation and 

that no other hardcopy deliverable is required as the presentation  

hardcopies will be delivered in PART II: Written Technical 

Proposal?

The hard copies of the presentation are due with the Part II 

submission (separately bound). The Government will not be 

conducting a down select.

46 B.4 CLIN X003 Surge Support

Please confirm that the CLIN X003 NTE amounts are inclusive 

of fixed fee on Surge Support labor cost.

Please see updates to section B.4 and Section L.5.  Surge 

Support is no longer a plug number.  The Government has 

provided the anticipated workload for CLIN X003, as a 

percentage of the estimated workload for CLIN X001.  

Offerors shall provide labor categories, hours and rates on a 

CPFF basis for CLIN X003 as a part of the proposal.

47 C.3.1 MCNOSC Policies and Guidance

The performance work statement (PWS) references several DoD 

standards and directives, all of which are not readily available. 

Please provide a copy of DoD Directive O-8530.01, "Computer 

Network Defense (CND)," January 8, 2001, as special access is 

required to obtain this document.

DODI 8530.01 (DTD 20160307) reissues DoDD O-8530.1 as 

a DoDI and incorporates and cancels DoDI O-8530.2.

48 C.4.1.4
Subtask 4 - Prepare a Project 

Management Plan (PMP)

Subitem C.4.1.4.b states that the PMP should contain detailed 

Standard Operating Procedures (SOPs) for all tasks. Please 

confirm that for the proposal submission we should only discuss 

how we create and maintain SOPs for each task.

The PMP is due following the award of the task order. The 

written and oral technical proposal and presentation shall be 

submitted in accordance with the proposal instructions in 

Section L.

49 E.1
Section E - Inspection and 

Acceptance

Can the government please confirm that E.1 is Reserved and has 

not been inadvertently left out of the solicitation?
Confirmed

50 F.5
MCNOSC Hours of Operation and 

Coverage

Are contractors in any task area required to work 3rd shift that 

runs from midnight to 7:00 am?

 No, please refer to section F.5 for standard hours

 of operation and work schedules. 
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51
Section H.1, and Section 

L.10.1

Key Personnel & Oral Technical 

Proposal Presentation Constraints

In Section L.10.1. the government states only those persons 

assigned to the TO as Key Personnel, as described in Section H.1, 

will be allowed to participate in the Oral Technical Proposal 

Presentation.  Section H.1 lists the "minimum personnel who 

shall be designated as Key."  Will contractor designated Key 

Personnel, beyond the five explicitly identified by the 

government, be allowed to speak at and participate in the Orals 

Yes.

52 H.14 Training Facility Requirements
Please confirm that the CLIN X005 ODCs amounts are inclusive 

of contractor's training facility cost.

In the event the Training Faciliy is requested, all contractor 

training facility costs will be reimbursed via ODCs.

53 H.14
Training Facility Requirements 

(Optional)

This section states the training facility shall be equipped with a 

minimum of 16 laptops and then it references Attachment U for 

Training Equipment List.  Please provide Attachment U.

Attachment U has been provided as a part of this amendment. 

This requirement will not be necessary until Task 5 is 

exercised. 

54
H.6.2, Section J 

Attachment G

Non-Disclosure Requirements, 

Corporate Non-Disclosure 

Agreement

Please confirm an NDA is not required with the proposal 

submission unless a certain condition is met, i.e. "Contractor acts 

on behalf of or provides advice with respect to any phase of an 

agency procurement…?"

Confirmed 

55 L.2.f General Instructions

Can the government please provide an estimate of time for when 

down selected offerors will be asked to present the orals technical 

proposal presentation so that offerors may plan accordingly? 

The Government anticipates Oral Presentations to be 

scheduled immediately following the due date of proposals 

and will be conducted as early as April 1, 2016. 

56 L.6.2.f & L.8.6

L.6.2 Proposal Part II & L.8.6 Key 

Personnel Qualification Matrix 

(TAB R)

Please confirm that the Letter of Commitment for each Key 

Person is not included in the 5 pages allocated for each key 

person's qualification matrix?

Confirmed

57
L.6.2.h,  L.8.8, L.8.9 & 

L.6.2.i

L.6.2.h Technical Assumptions (if 

any, no page limit) (TAB T); L.8.8 

Section 508 Compliance Statement 

(TAB T); L.8.9  Technical 

Assumptions (TAB U); and L.6.2.i 

Copy of Oral Technical Proposal 

Presentation Slides (separately 

bound) (TAB U)

L.6.2.h states that TAB T is the Technical Assumptions section 

while L.8.8 states that TAB T is Section 508 Compliance 

Statement.  Section L.8.9 states that TAB  U is  the Technical 

Assumptions. Finally L.6.2.i states that TAB U is a copy of the 

Oral Technical Proposal Presentation Slides. Please clarify what 

is under Tabs T and U.

TAB T is deginated for the Section 508 Compliance 

Statement. TAB U is designated for the Technical 

Assumptions. The Oral Technical Proposal Presentation 

Slides shall be seperately bound as Part III.

58 L.6.2.i & L.6

L.6.2.i. Copy of Oral Technical 

Proposal Presentation Slides 

(separately bound) (TAB U) and L.6 

Submission of Offers

L.6.2.i states that the oral presentations slides should be included 

in Volume II of the proposal as TAB U.  However, L.6 states that 

the Oral Presentation should be included as separately bound 

volume, i.e., Part III.  L.6 also further states, "The oral technical 

proposal presentation slides, Part III, shall be separately bound 

from Parts I and II." Please clarify that the oral presentation slide 

deck should only be included in Part III as a separately bound 

volume.

The Oral Technical Proposal Presentation Slides shall be 

separately bound and submitted with Part II. 

59 L.7 (last sentence)
Submission of the Written 

Cost/Price Proposal (Part I)

Please clarify that the cost detail (narrative, indirect rates, direct 

labor rates and fixed fee) is only required from 

subcontractors/team members that are expected to be awarded a 

cost type subcontract and not T&M subcontractors?

Confirmed 

60 L.7.1 (h)
Cost/Price Supporting 

Documentation.

Please clarify that the Prime only (and not team 

members/subcontractors) is required to submit the Total 

Compensation Plan and classification plan required in Tab H and 

Tab C. 

This information is required only under Tab H and only from 

the Prime.
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PARAGRAPH # PARAGRAPH TITLE QUESTION GOVERNMENT RESPONSE

61 L.7.1 (i)
Subcontractor Supporting 

Documentation.

Subcontractors may submit proprietary data directly to the 

Contracting Officer or through the prime contractor in a separate, 

sealed envelope.  Please confirm that this submission should also 

be one original, one paper and an electronic copy. And, if so,  

please specify the media for the electronic copy (e.g. CD).

Confirmed. The electronic copy can be submitted as a CD 

and/or DVD

62 L.7.1.h
Cost/Price Supporting 

Documentation (Tab H)

TOR L.7.1.h states that "Additionally, under Tab C, the offeror 

shall submit the cost narrative, the compensation plan, and the 

classification plan." Please clarify whether the above-mentioned 

documents are required in Tab C or Tab H.

L.1.7.1 has been corrected state the documents are required in 

Tab H.

63 M.1.b Method of Award

This section implies the government may consider verbal 

communications as proposal revisions without allowing proposal 

revisions. This could potentially disadvantage offerors if the 

government misinterprets a verbal response and provides no 

recourse for further clarification. Would the government consider 

removing this statement? Or allowing offerors to submit proposal 

revisions?

This answer doesn't really answer the question. 

Suggestion:  The implication stated in the question is not 

accurate. M.1 b establishes the Government's perogative to 

ask clarifying questions that allow for achieving clarity about 

the proposal, if that is necessary. The responses received will 

be limited to clarifications and will not be considered 

proposal revisions, will not allow for proposal revisions and 

will not be considered to be discussions. In accordance with 

M.1 a., the Government reserves the right to award based on 

initial proposals received.. 

64 General Not Applicable

Due to the amount of detail required in the response, the number 

of attachments for review, and the parallel preparation activities 

of both the Written Technical and the Oral Technical 

presentation sections, we respectfully ask for an extension of the 

proposal submission date from March 31, 2016 to April 21, 2016 

to provide enough time for offers to submit compliant and 

compelling proposals.

No, an extension will not be granted.

65 C.2 & F.4 Scope & Place(s) of Performance

Paragraph C.2 provides two secondary sites - Camp Pendleton, 

CA and Kansas City, MO.  Paragraph F.4 states that "the 

secondary site for this work will be performed at Camp 

Pendleton, CA. During the duration of this task order, the 

secondary site is anticipated to move to Kansas City, MO, at 

which time the Government will provide the Contractor with 

specific relocation requirements."  Please clarify if the secondary 

sites are supported simultaneously or if offerors should assume 

the secondary site is Camp Pendleton, CA until further notice.  

Please also clarify if offerors for estimating purposes should 

assume a specific move date to Kansas City, MO or if for 

estimating purposes should offerors assume the move does not 

occur.  Can offerors assume that any ODCs required for the move 

are included in the Government provided estimate?

For estimation purposes, the offeror shall assume the 

secondary site is Camp Pendleton, CA. The relocation date is 

unknown at this time. The Government will negotiate any 

relocation requirements at the appropriate time. 

66 F.4 (p. F-1)

PLACE(S) 

OF 

PERFORMANCE

Could you please provide historical information regarding the 

number of trips per month and the associated average duration to 

include travel time?

No, the Government has provided an NTE CLIN for the 

purposes of travel. 

67 C.4.1.9 SUBTASK 9 – TRANSITION-IN

Attachment W – Cyber Incident Response Scenario states that 

there was a 60 day transition period. Paragraph C.4.1.9 states that 

all transition activities will be completed 30 calendar days after 

the start date of the order. Please clarify.

Please refer to Attachment W for updates. 
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68

L.6.1.c

L.7.1.c

Current Forward Pricing 

Agreements (TAB C)

Current Forward Pricing 

Agreements or Recommendations 

Tab C titles conflict. Which one is correct? Please see changes in section L.7.1.c.

69

L.6.1.d

L.7.1.d

Management Systems (Adequate 

Cost Accounting and Purchasing 

System) (TAB D)

Management Systems (Approved 

Cost Accounting and Purchasing 

System) (Tab D).

Tab D titles conflict. Which one is correct? Please see changes in section L.7.1.d.

70

L.6.2.h

L.8.8

Technical Assumptions (if any, no 

page limit) (TAB T)

SECTION 508 COMPLIANCE 

STATEMENT (TAB T)

Tab T titles conflict. Which one is correct? Please see changes in section L.6.2 and L.8.8

71

L.6.2.i

L.8.9

Copy of Oral Technical Proposal 

Presentation Slides (separately 

bound) (TAB U)

TECHNICAL ASSUMPTIONS 

(TAB U)

Tab U titles conflict. Which one is correct? Please see changes in section L.6.2 and L.8.9

72
L.2 and others within L 

and M
General Instructions

Please provide Standard Form 33 that offerors are to complete.
Provided via Amendment 2

73 C.4.1.4.h Subtask 4 - PMP

Please provide additional information regarding the Integrated 

Master Schedule (IMS) requirements since a significant portion 

of this effort will be responding to incidents that can not be 

predicted or remove this requirement from the PMP.

The Government does not expect the Contractor to plan for 

unscheduled events or incidents. 

74 C.4.1.9 Subtask 9 - Transition-In

Section L states that the Draft Transition-In Plan include an 

approach that provides for a seamless transition from the 

incumbent to the new contractor and that the Plan identify the 

roles and responsibilities of the offeror including proposed 

schedule(s) and milestones to ensure no disruption of service. 

The Plan shall also identify and discuss the expected roles and 

responsibilities of the incumbent contractor and information 

expected from the incumbent. This information is highly 

dependent on the incumbent contractor's Transition-out plan.  

Please provide a copy of the incumbent contractor's Transition-

The standard Transition-Out Plan includes the information 

detailed in section C.4.1.10. Specifics will be provided upon 

award. 

75
Section B and C.4.1.9 

and Section L.8.3
Transition-In

Please clarify if Transition-In is to be included as part of the Base 

Period CLIN or is the government going to include a Transition-

In CLIN in Section B.  Additionally, should the staffing plan 

show a ramp up for the Transition-In period?

The offeror shall assume Transition is included in CLIN 

0001. The Government does not prescribe a staffing approach 

to transitioning.

76 Section M.3 Cost/Price Evaluation

It is requested that other than cost realism and reasonableness that 

the Transition-In costs not be included as part of the total 

evaluated price in order to prevent the incumbent contractor from 

having a competitive advantage.

Transition will be included in the total evaluated price. 

77 Sections E, F and G

Please confirm that the missing sections such as E.1, F.1, F.2, 

G.1, G.2, G.3, etc., are intended to be omited in the RFQ and are 

the applicable provisions in the Alliant contract.

Confirmed
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78 Section F.4 Places of Performance

Please confirm that at the time of required travel for OCONUS 

locations that cost in accordance with the Department of State 

Table of Allowances are allowable and included in the 

Government estimate for ODCs.

Confirmed

79 Section G.9.6.1.1.l Cost Plus Fixed Fee CLINs

It is requested that this section be revised to read "current 

approved provisional billing rates" since this clause pertains to to 

invoicing vs. proposal pricing.

Please updates to Section G.9.6.1.1.l

80 Section J.1 List of All Attachments

Please provide Attachment U Training Equipment List 

(Specifications) and advise if the contractor is to provide this 

equipment and is included in the ODC plug numbers in Section 

B.

Attachment U has been provided as a part of this amendment. 

This requirement will not be necessary until Task 5 is 

exercised. All training facility costs including equipment are 

included in the ODC plug number.

81 Section L.3 Submission of Questions

It is requested that offerors be provided the opportunity to submit 

any additional questions  within 2 business days after issuance of 

answers to the questions submitted by March 8th so long as the 

additional question(s) pertain to clarifying a response provided by 

the Government.

Submission of additional questions will not be allowed.

82 Section L.6 Submission of Offers
Does "such as" include a compliance matrix and list of figures in 

addition to the items listed?
Yes.

83
Section L.6.1.c, L.7.b 

and L.7.1.c

Due to timing of offeror's fiscal year relative to this RFQ, offerors 

may not yet have a FPRA or FPRR from their cognizant 

DCMA/DCAA office.  Therefore, it is requested that these 

sections be revised to allow for submission of either the FPRA, 

FPRR or Forward Pricing Rate Proposal dependent on each 

offeror's circumstance in order for an offeror to be compliant with 

the solicitation.

Section L.7.b language has been revised as such,  "If the 

offeror has any applicable approved Forward Pricing Rate 

Agreements (FPRA) and/or DCAA Forward Pricing Rate 

Recommendations, adequate proof of this information shall 

be provided.  If the FPRA or FPPR does not currently exist, 

then the Government will accept a Forward Pricing Rate 

Proposal (FPRP). However, please also provide the last FPRA 

or FPRR along with the FPRP." 

84 L.7.1.a Cost/Price Tabs - Tab A OCI Please confirm this is completion of Section H.6.1.c of the RFQ. Confirmed

86 C.4.3.1.i

SUBTASK 1 –HOST BASED 

SECURITY (OPTIONAL TASK) - 

Host Assessment Team (HAT) 

Support

Please see updates to Section C.4.3.4. 

87 C.4.3.2.l

SUBTASK 2 – NETWORK 

SENSOR SUPPORT - Host 

Assessment Team (HAT) Support

Please see updates to Section C.4.3.4. 

88 C.4.3.3.n

SUBTASK 3 – SIGNATURE 

MANAGEMENT AND 

DEVELOPMENT - Host 

Assessment Team (HAT) Support

Please see updates to Section C.4.3.4. 

89 C.4.3.4.e

SUBTASK 4 – INFORMATION 

ASSURANCE - Host Assessment 

Team (HAT) Support

Please see updates to Section C.4.3.4. Task C.4.3.4 is now 

titled Host Assessment and the subtask has been removed.

90 C.4.5.ePersonnel Training Certification Requirements: (Table 1)
The key identifies Host Assessment Team (HAT); however, there 

are no HAT courses identified in the table.  Is this an oversight?
See the updated Training Table (Task 5). 

91 General Q&A Response Timing

We assume that questions will be answered in a timely manner by 

15 March.  If responses are delayed we would request a day for 

day extension for each additional day of delay beyond the 15th.

No, an extension "day for day" will not be granted.

92 H.1.1, H.1.3
Program Manager, Sensor Grid 

Technical Lead

Is the Enterprise Level of 50,000 users as a Desired Qualification 

for some Key Personnel adjustable to a lower threshold - such as 

10,000 or 15,000 users as a more appropriate enterprise network 

qualifier?  

The requirement remains as stated.

Is the Host Assessment Team (HAT) part of DCOS?  In what 

section does it belong?  Are there particular requirements to 

support the HAT?
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93 H.1.4

Security Information and Event 

Manager (SIEM) Subject Matter 

Expert

Is the experience leveraging McAfee’s NitroSecurity (or 

Enterprise Security Manager) requirement adjustable to include 

any Enterprise Security Manager (e.g., HP ArcSight Enterprise 

Security Manager)?

The requirement remains as stated.

94 C.4.5.e, H.1.5

Personnel Training Certification 

Requirements: (Table 1), Red Team 

developer Subject Matter Expert

Confirm IAT Level certification required for Red Team 

Developer Key Personnel? 

For Red Team Developer Key Personnel it is desired that the 

position is filled by an IAT Lvl III (see H.1.5) but the 

minimum required is IAT Lvl II (see Table 1 under C.4.5).

95 C.4.5.e

Personnel Training Certification 

Requirements: (Table 1), Signature 

Management

Please confirm IAT Level certification required for Signature 

Management Personnel? IAT Level III (see Table 1 under C.4.5).

96 Attachment S Interrogator

Is the Interrogator IDS based on well known intrusion detection 

systems (e.g., Snort or Bro)? If not, is interrogators a signature or 

anomaly based IDS?

The Interrogator is a government off the shelf product 

maintained by the Army Research Lab (ARL).  This tool 

provides full packet capture for Cyber Watch Analysts.  

97 F.5
MCNOSC Hours of Operation and 

Coverage

Is the government going to provide an updated suggested staffing 

model based on revised PWS? 

No staffing levels will be provided. Please see the response to 

question 27.

98 H.14 Training Facility Requirements
Is the government going to provide attachment U (Training 

Equipment List)?
Yes

99 H.14 Training Facility Requirements

If laptops are contractor property is the government willing to 

reimburse for audio and visual support of the training facility?

The Government will reimburse the contractor via the ODC 

CLIN for the capability to utilize an operational training 

facility to support offsite training needs via Task 5.  

100 C.4.4.3 Red Team (MCIART)

Red Team is not designated as an optional task but staffing 

requirements were not provided in section F.5 Work 

Schedule/Coverage of the TOR. If Sub Task 3 Red Team is not 

optional could the Government provide Red Team staffing 

requirements?

The Government will not provide historical staffing levels as 

the historical funding and requirements are not an exact 

representation of the request made in this TOR. 

101 B.2 Contract Access Fee

Will the Government confirm that Offerors are not to populate 

the CLINs (x006) associated with the CAF amount and that these 

amounts will be entered at contract award?

Please include the access fee in the total proposed cost.

102 C.4.2.1.1.c

Monitor External data sources to 

maintain visibility of net defesne 

threat conditions and emerging 

threats to the MCEN

Provide the number of data sources monitored and the 

incumbents current commentment (in hours per week) to this 

task? 

There are approximately 15 data sources across the enterprise 

across multiple classification domains but we project this 

number to increase as new technologies and solutions are 

added.  The section provides 24x7x365 operations (see 

section F.5 for the Alternate Work Schedule).

103 C.4.2.1.1.x Deployable CND toolkit
Confirm the specified fly-away team support is included in the 

travel estimate provided in section F.4?
Confirmed.

104 C.4.2..3.2.b Exploit Analyst shall statements. Was the shall statement (b) ommitted on purpose or overlooked? Please see changes in section C.4.2.3.2

105 C.4.3.2.g

Provide network defense system 

implementation, installation and 

configuration support to USMC 

installations and forces operating in 

deployed environments.

As the USMC is an expeditionary force whose mission is to be 

quick to react to unpredictable circumstances, please indicate all 

of the necessary resources to meet this requirement are included 

in the C.4.6 Surge Support Task?

Yes

106 C.4.3.4.e

Support the Host Assessment Team 

(HAT) in a weekly analysis of 

systems on the MCEN to identify 

vulnerabilities, anomalous host 

behavior, compromised network 

hardware and advanced malware.

Please provide the number of systems analyzed and the 

incumbent's current comment (in hours per week) to this task? The HAT currently scans approximately 270 systems across 

multiple classification domains. However, the Government 

will not provide historical staffing levels as the historical 

funding and requirements are not an exact representation of 

the request made in this TOR. 
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107 L.5

All courses purchased for 

government and military personnel 

must be accredited and maintain 

accreditation through the American 

National Standards Institute. 

Government approval is required 

before final registration of all third-

party training.

Please indicate the security and experience requirements for any 

instructor teaching courses as part of delivering services under 

this TOR?
All courses are to be approved by the Government before 

purchase. Any specific requirements will be communicated at 

that time.

108 L.7
Submission of Part I Cost/Price 

Proposal Can the Government clarify which subsections (a-e) are apllicable 

to the subcontractors as part of the sealed package? 

Subsections of Section L.7, a through d, are applicable to the 

subcontractors as part of the sealed package. All prime 

offerors are responsible for ensuring that all subcontracts 

include the same type of cost detail.

109 H.1.1 Program Manager Education 
Can years of cyber defense experience substitute for a Bachelor 

Degree in Computer Science or related IT field? 
No

110 H.1.1 Program Manager Experience
Can years of DoD and US Government experiece in cyber 

defense be combined for total years of experience?  
No

111
B.4, CLINs 0003, 1003 

& 2003
Surge Support (C.4.6)

These CLINs are shown as Cost Reimbursable (CR).  As labor 

CLINs, request they be changed to Cost Plus Fixed Fee (CPFF) 

consistent with the other mandatory and optional labor.

 Please see updates to section B.4, L.5.,and section L.7.1.g

112 B.4.1.1, B.4.1.2, B.4.1.3
Cost Reimbursement Surge, Travel 

and ODC CLINs

Please confirm that Surge Support, CLIN x003, is fee bearing 

CPFF labor in execution.
Please see updates to section B.4 and section L.7.1.g

113 B.5.1 Indirect/Material Handling Rate
Please remove the second bullet, since the basic contract does not 

specify a rate.

The second  bullet has been revised to state the following: 

"The basic contract must allow for reimbursement of these 

costs in order for material handling to be allowed on this task 

order."

114 C.4.6
Task 6 - Surge Support (Optional 

Task)

This task requires delivery of a Surge Support Plan.  However, 

there is no corresponding deliverable in Section F. Please confirm 

that the Surge Support Plan will be a deliverable under the 

contract.

Please see Section F, Deliverable 24. 

115 F.4 Place(s) of Performance If it is determined during contract execution that certain 

OCONUS locations are too dangerous to deploy employees (i.e., 

Government support is not adequate in those areas), will the 

Government grant discretion and the right to postpone and/or turn 

down assignments without the Contractor being considered in 

default for having done so? If not, how will the Government 

address this situation?

The government will expect that the contractor can support 

operations only from government secured facilities at the sites 

listed in F.4.  Any assignment to a hazardous duty location are 

given primarily to military and government civilian personnel 

for onsite support.  Contractor would provide remote support.  

In the rare event that onsite support is needed at a hazardous 

duty location, all activities would be executed under the 

protection of US forces. 
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116 F.4 Place(s) of Performance

If at any time during the period of performance, the Contractor in 

its good faith judgment, believes that the security provided by the 

Government is not adequate, the Contractor would give notice of 

its concerns regarding the adequacy of security to the 

Government. Please confirm that in such a situation the 

government customer shall act upon such notification within a 

reasonable time and with due consideration for any exigent 

circumstances; and that if, after a reasonable time after receiving 

such notice from the Contractor, the adequacy of the security 

remains uncorrected,  Contractor, after determining in good faith 

that additional actions are required, can take steps to ensure the 

safety of its personnel, including temporary withdrawal of its 

personnel from the area(s) of concern, until such time as the 

Government corrects the security and the Contractor will not be 

in default for having done so.

The government will abide by the agreement set in the 

contract.  The government does consider safety of all 

personnel (Military, Civilian, Contractor) paramount to the 

success of our mission.

117 F.4 Place(s) of Performance

Please confirm that for OCONUS to hazardous duty locations, 

contractor employees will be embedded with US military forces at 

all times while in hazardous duty locations, included in the US 

Government Emergency and Evacuation plans, and the US 

Government will provide:

     1.      all transportation to and from CONUS to the final 

destination

     2.      all transportation within OCONUS to be provided by US 

Government Forces

     3.      force protection and security commensurate with 

DOD/DOD civilian personnel at work places, living quarters, and 

during all intra-theater movements including Emergency 

Evacuations. i.e., Military Transport and/or armored vehicles.

Confirmed.
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118 F.4 Place(s) of Performance

Please confirm that Contractor and Subcontractor personnel will 

not be armed nor be required to provide security for themselves 

or for the contractor's workforce, and that no Contractor or 

Subcontractor personnel will be required to take up arms or 

perform any act that could cause the status of personnel to 

become any status other than a noncombatant under international 

law, including, but not limited to, the Geneva Convention and 

Laws of the Hague.

Should contractor personnel be required to carry self-defense 

weapons, please confirm that the U.S. Government will provide:

1. weapons training to any Contractor personnel being issued a 

weapon which is consistent with the level of training provided to 

US DOD civilians.

2. weapons and ammunition as GFE to be used for self-protection 

only

3. cost reimbursement for any costs, licenses, or registrations 

required as a result of issuance of weapons.

Confirmed. Please reference FAR 52.225-19, Contractor 

Personnel in a Designated Operational Area or Supporting a 

Diplomatic or Consular Mission Outside the United States, as 

listed under section I.1 FAR 52.252-2 CLAUSES 

INCORPORATED BY REFERENCE (FEB 1998).

119 F.4 Place(s) of Performance

Please confirm that the Contractor shall be authorized to 

temporarily import and export protective personnel equipment 

(e.g., body armor) in support of this contract and pursuant to 22 

CFR 126.4 (a). Contractor will be prepared to temporarily import 

from, and temporarily export to, the following countries: 

AFGHANISTAN, IRAQ, GERMANY, KOREA, AND JAPAN.

The Contractor shall follow the U. S. Government's 

import/export laws, rules and regulations. This task order will 

not/does not authorize the Contractor to make any 

import/export (s) which is otherwise prohibited by virtue of 

other administrative provisions or by any statute.

120 F.4 Place(s) of Performance

Please confirm that if the disclosure, transfer or exchange of 

export-controlled hardware, data, services or technology is 

required, no disclosure, transfer or, exchange is permitted unless 

and until a competent US Government Department or Agency 

issues an export license, Agreement, authorization or other 

approval.

Confirmed. ITAR license will be required.
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121 F.4 Place(s) of Performance

Please confirm that if a Contractor incurs foreign taxes, duties or 

similar charges ("Taxes") during their performance under the 

effort, the US Government will provide Contractors with an 

equitable adjustment for any Taxes as well as any incidental 

compliance expenses that they incur as a direct result of this 

effort and will be reimbursed based on actual incurred costs.

Please reference FAR 52.229-8, Taxes - Foreign Cost 

Reimbursement Contracts, as listed under section I.1 FAR 

52.252-2 CLAUSES INCORPORATED BY REFERENCE 

(FEB 1998).

122 F.6
Task Order Schedule and Milestone 

Dates

The TOR References for Deliverables 03, 25 and 37 appear to be 

incorrect.  Please confirm that the following are the correct TOR 

references:

03, Updated Transition-In Plan, TOR Reference C.4.1.9

25, Transition-Out Plan, TOR Reference C.4.1.10

37, Network Security Posture Report, TOR Reference C.4.2.1.2.

Please see changes in Section F.6

123 H.9 Purchasing Systems
Please confirm that the H.9 purchasing system requirement 

applies only to the Offeror and not to subcontractors.
Confirmed

124 L.6 Submission of Offers

Section L.6 states that all electronic files shall be in Microsoft 

Word or Excel formats. Please confirm that it is acceptable to 

deliver the Oral Technical Presentation Slides in Microsoft 

PowerPoint format.

Confirmed

125 L.6 Submission of Offers

The referenced paragraph gives font size specifications for text 

and charts/graphics. For tables, our experience shows that a 

proportionally-spaced font of not less than 10 point makes for 

better readability. Please confirm that a proportionally-spaced 

font of not less than 10 point is allowed for tables.

Confirmed

126 L.6 Submission of Offers

The referenced paragraph states: "Charts/Graphics text must 

maintain a font minimum of 10 point, including in the Part III 

slides, and 11” x 17” paper may be used in staffing plan charts 

when providing tables and charts." To facilitate evaluation, we 

would like to keep the staffing plan table (Part II, Tab Q) sized so 

the table fits within the 17" width of the paper. Solicitation 

Attachment O provides a staffing plan table template in which 8 

point fonts are used. We request the Government allow the use of 

8 point fonts in Part II Tab Q so that the table remains within the 

17-inch width of the document when printed.

Request is acceptable.

127 L.6 and L.10.2

L.6: Submission of Offers; L.10.2: 

Oral Technical Proposal 

Presentation Media

Section L.6 states that minimum font in the Part III slides is 10 

point. Section L.10.2 states that the slides shall not contain any 

fonts smaller than a proportionally spaced font (such as TNR) of 

at least 12 point. Please confirm that 10-point font is acceptable 

for charts/graphics in slides.

Confirmed
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128
L.6.2 and L.8.8, L.8.9, 

and L.8.10

L.6.2: Proposal Part II; L.8.8: 

Section 508 Compliance Statement 

(Tab T); L.8.9: Technical 

Assumptions (Tab U); L.8.10: Oral 

Technical Proposal Presentation 

(Part III)

Section L.6.2 indicates that Tab T is Technical Assumptions and 

that Tab U is a copy of the Oral Technical Proposal Presentation 

Slides, separately bound. In contrast, Sections L.8.8, L.8.9, and 

L.10 indicate that Tab T is Section 508 Compliance Statement, 

Tab U is Technical Assumptions, and the Oral Technical 

Proposal Presentation Slides should be delivered as Part III, 

separately bound. Please confirm that L.6.2 is in error and that the 

proposal should be outlined and delivered as described in 

Sections L.8.8, L.8.9, and L.10.

Confirmed - updates made via Amendment.

129 L.7
Submission of the Written 

Cost/Price Proposal (Part I)

The final statement of this section is "All prime offerors are 

responsible for ensuring that all subcontracts include the same 

type of cost detail as required above." Please confirm that the 

level of detail required only applies to cost-type subcontracts.

Confirmed

130 L.7.1.h Cost/Price Proposal Tabs Please confirm that the reference to Tab C should be to Tab H. Confirmed

131 L.7.1.h, Attachment R

Cost/Price Supporting 

Documentation (H)  / Cost 

Workbook

Please confirm that there are no separate instructions for 

completion of the Excel Workbook and that the only instructions 

are the notes written in the cells of the workbook.

Confirmed. Please see updated Attachment R.

132 L.7.1.i
Submission of the Written 

Cost/Price Proposal (Part I)

Reference the applicability of sealed envelopes and subcontracts 

detailed information based on the type of subcontract: please 

confirm that sealed packages (cost backup data from subs) are 

only required for cost-type subcontracts.

Confirmed

133 L.8.6.c
Key Personnel Qualification Matrix 

(Tab R)

Please confirm that the requirement "that the proposed Key 

Person named is employed" means that proposed key personnel 

must be employed by the Offeror or one of its proposed 

subcontractors at time of proposal submittal.

See updates in section L.8.6.

134 L.10.5.1 Cyber Incident Scenario (Topic 1)
Please confirm that the reference to Section F should be to 

Section J.
See updated in section L.10.5.1

135 M.4 and M.7 (missing)
There are no subsections M.4 and M.7 in section M. Please 

confirm that sections M.4 and M.7 do not exist.
Confirmed

136 Attachment R Cost Workbook

Task 3 contains mandatory and optional subtasks.  The optional 

subtask, 3.1, has its own tab for reporting. Should the tab for task 

3 be inclusive of 3.1 or exclusive of 3.1?

Exclusive. CLIN x001 and x002 are separately addressed.

137 Attachment R
Cost Workbook, all CLIN 

worksheets

Please confirm that the column L "Total Estimated Cost" entries, 

which are inclusive of fixed fee, should represent offerors total 

price for each line item and not the total cost.

Confirmed. Please refer to the instructions, "Insert Total 

Extended Value plus Fixed Fee Amount for a Total Estimated 

Cost for this Task Area".

138 Attachment R Cost Workbook

For CLINs 0002, 1002, 2002 Task 3.1 tabs, please confirm that 

cell G9 should be the total hours for subtask 3.1, and not the total 

for task 4.  Please also confirm on these tabs that cell H4 should 

be the total hours for subtask 3.1 and not for all of task 5.  

Similarly, on CLIN 0002, 1002, 2002 Task 5 tabs please confirm 

that cell G9 should reference the total hours for Task 5 and not 

Task 4.

Confirmed

139 Attachment R
Cost Workbook, all CLIN 

worksheets

For subcontractors and other teammates, direct labor rates are not 

known to the prime contractor as rates proposed are fully loaded 

between subcontractor and prime contractor.  Please confirm that 

for teammates, column “E” which is titled “Proposed Direct 

Labor Rate” would represent where the subcontractor’s fully 

loaded rate is to be entered.

In the case of subcontractors, Column E would be marked as 

N/A. Fully burdened rates for subcontractors would be 

entered in Column G. 
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140

L.6 and L.10.2

SUBMISSION OF OFFERS

Section L.6 states, "Printed pages must maintain 1” margins, 12 

point Times New Roman font, and be single spaced. 

Charts/Graphics embedded in proposal will count toward page 

limitations. Charts/Graphics text must maintain a font minimum 

of 10 point, including in the Part III slides". 

Section L.10.2 states, "The slides shall not contain any fonts 

smaller than a proportionally spaced font (such as Times New 

Roman) of at least 12 point."

Question: Will the Government allow 10 point font in the Oral 

slides for graphics, Charts, and Tables?

Confirmed

141

L.6 and L.10.2

SUBMISSION OF OFFERS

Section L.6 states, "Printed pages must maintain 1” margins, 12 

point Times New Roman font, and be single spaced. 

Charts/Graphics embedded in proposal will count toward page 

limitations. Charts/Graphics text must maintain a font minimum 

of 10 point, including in the Part III slides". 

Question: Will the Government allow 10 point font in proposal 

tables?

Confirmed

142

L.6 and L.10.2

SUBMISSION OF OFFERS

Section L.6 states, "Printed pages must maintain 1” margins, 12 

point Times New Roman font, and be single spaced. 

Charts/Graphics embedded in proposal will count toward page 

limitations. Charts/Graphics text must maintain a font minimum 

of 10 point, including in the Part III slides". 

Question: Will the government remove  the 1" margin 

requirement for the oral slides?

NO

143
Revised+Cover+Letter.pdf

Revised Cover Letter
Question: Will the Government please confirm that the proposal 

is due on March 31, 2016 at 11 A.M. EST?
Confirmed

144

Revised+Cover+Letter.pdf

Revised Cover Letter

Question: Given the extensive amount of content required for a 

compliant proposal, will the government consider extending the 

due date for TOR responses to April 15th, 2016? 

NO

145

C.4

Tasks Question: Will the government provide historical contractor 

manning levels by task/subtask and by primary/secondary site?

The Government will not provide historical staffing levels as 

the historical funding and requirements are not an exact 

representation of the request made in this TOR. 

146

C.4.2.1.1

Cyber Watch and Incident Response 

Support

Section C.4.2.1.1 provides historical event and incident data only 

for calendar year 2014. Question: Will the government provide 

historical event and incident data for calendar year 2015 so all 

offerors have access to more recent metrics?

NO

147

C.4.2.1.1

Cyber Watch and Incident Response 

Support

Question: Will the government provide the minimum contractor 

staffing levels required per shift to support Cyber Watch and 

Incident Response Support?

Please refer to Question 5.

148

C.4.2.1.2

Advanced Incident Handling

Question: Will the government provide the minimum contractor 

staffing levels required per shift to support Advanced Incident 

Handling?

Please refer to Question 5.

149

C.4.3.2

Subtask 2- Network Sensor Support

Section C.4.3.2 states the contractor will provide 24x7x365 

Network Sensor Support Coverage. Question: Is 24x7x365 

contractor support coverage required on government site or can 

onsite support be provided during standard hours with 24x7x365 

on-call contractor support provided during non-standard hours?

All work is to be performed on Government site.
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150

C.4.3.2

Subtask 2- Network Sensor Support

Question: If 24x365x7 contractor support is required onsite, will 

the government provide the minimum contractor staffing levels 

required per shift to support Network Sensor Support?

Please refer to Question 5.

151

C.4.5

Task 5- Training (Optional Task)

Paragraph "b" on page C-17 states the contractor should "provide 

courseware maintenance and course materials" in support of the 

core tasks of the SOW. Question: Does courseware in each of the 

identified areas already exist and only needs to be maintained by 

the incoming contractor, or does this courseware need to be 

developed?

The Contractor shall maintain existing courseware.

152

F.5

MCNOSC Hours of Operation and 

Coverage

Section F.5 states "The Contractor shall ensure the minimum 

staffing required to maintain operational effectiveness is met in 

the Incident Management and Sensor Grid Support Functions". 

Question: Will the government quantify the minimum staffing 

levels required in each these areas?

Please refer to Question 5.

153

B.4.1.1 - B.4.1.3

Mandatory CPFF Labor CLIN

Since there are multiple rates involved in arriving at the Cost 

Component of the CLIN does the Government want the 

Contractor to provide the total sum of hours proposed for the 

CLIN?

Yes, total sum of hours proposed for the CLIN.

154
B.4.1.1 - B.4.1.3

CLIN 0006 Contract Access Fee
Please confirm that the Contractor is not to provide the access fee 

or include it in the total proposed cost.
Yes, please include the access fee in the total proposed cost.

155
L.8.6

Key Personnel Qualifications Matrix
Please confirm that the Letter of Commitment does not count 

towards the 5 page limit.
Confirm, it does not count.

156
L.8.6

Key Personnel Qualifications Matrix
Please confirm that the Letter of Commitment is to be provided 

with the KPQM
Please include in TAB R.

157
L.6

Submission of Offers
Please confirm that the Oral Technical Proposal Presentation 

should be provided in Powerpoint format. Confirmed

159

C.4.2.1.1 

CYBER WATCH AND INCIDENT 

RESPONSE SUPPORT 

(page C-6), it states, "The Contractor shall be responsible for 

supporting the transition of network defense configurations as 

informed by resolved incidents in order to prevent future 

occurrences.”  Can the government elaborate as to the type of 

network defense configurations we would need to support 

(e.g. Firewall settings, IDS configurations, etc.)?
The types of network defense configurations included, but are 

not limited to, Firewall, Network and Host Based IPS, SMTP 

filter, Blackhole DNS, Bluecoat and Router ACL changes as 

needed.
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160

C.4.2.1.1 

CYBER WATCH AND INCIDENT 

RESPONSE SUPPORT

(page C-6), it states, "The Contractor shall be responsible for 

supporting the transition of network defense configurations as 

informed by resolved incidents in order to prevent future 

occurrences.”.  Can the government specify if the MCNOSC uses 

an enterprise configuration management tool and if so, what is 

the tool?

There isn't a single enterprise tool MCNOSC utilizes to track 

configuration changes across the enterprise but the contractor 

must be prepared to support developing configuration 

changes in order to mitigate identified incidents/intrusions on 

the enterprise network. 

161

C.4.2.1.1 

CYBER WATCH AND INCIDENT 

RESPONSE SUPPORT

Bullet b (page C-6) states,  "Receive and analyze network alerts 

and reports from multiple sources and determine possible causes 

of such alerts.”  Can the government elaborate on the sources that 

provide alerts (e.g. SIEM tools, IDS, etc.)?

The government leverages a SIEM to collect information 

from all the required data sources.  These include standard 

cyber defense tools such as HBSS, IPSs, Firewalls and 

BlueCoats.  This also includes the analysis of network traffic 

and events associated with domain services.

162

C.4.2.1.2

CYBER WATCH AND INCIDENT 

RESPONSE SUPPORT

Bullet x (page C-7) states, "Maintain the deployable CND toolkit 

and stand prepared to support the DCOS fly-away team to 

conduct onsite support..”  What comprises the CND toolkit? 
The CND toolkit is comprised of the approved Marine Corps 

Cyber Security Tool Suite which is a collection of commercial 

and government off the shelf software.  The flyaway kit is 

configured with a subset of this tool suite based on the needs 

of the operation.

163

C.4.2.3.1 

MALWARE AND FORENSICS 

SUPPORT 

(page C-9) states, "Additionally, the Contractor shall support the 

transition of network defense configurations as informed by 

resolved incidents in order to prevent future occurrences.”  Can 

the government elaborate as to the type of network defense 

configurations we would need to support (e.g. Firewall settings, 

IDS configurations, etc.)?

The types of network defense configurations included, but are 

not limited to, Firewall, Network and Host Based IPS, SMTP 

filter, Blackhole DNS, Bluecoat and Router ACL changes as 

needed.

164

C.4.3.2 

SUBTASK 2 – NETWORK 

SENSOR SUPPORT 

(page C-12) states, "The Contractor shall ensure system 

availability, and conduct system administration, installation, 

troubleshooting and configuration support for MCEN network 

defense sensors and scanners, including all hardware and 

software used to conduct CNDSP functions throughout the 

MCEN.”  Can the government provide an inventory of the 

current sensors, scanners, hardware and software used to conduct 

CNDSP functions?

Upon award the government can provide a more detailed 

inventory.  Please see task C.4.3 for the number of sensors.

165

C.4.6 

TASK 6 – SURGE SUPPORT 

(page C-19), can the government provide information about the 

typical amount of FTEs requiered for a typical surge engagement.

Specific information regarding Surge requirements will be 

provided at the time of event. Please refere to revised Section 

L.5
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Department of Defense 

INSTRUCTION 
 
 
 

NUMBER 8530.01 

March 7, 2016 

 

DoD CIO 

 

SUBJECT: Cybersecurity Activities Support to DoD Information Network Operations 

 
References: See Enclosure 1 
 

1.  PURPOSE.  In accordance with the authority in DoD Directive (DoDD) 5144.02 (Reference 

(a)), this instruction: 

 

 a.  Reissues DoDD O-8530.1 (Reference (b)) as a DoD Instruction (DoDI) and incorporates 

and cancels DoDI O-8530.2 (Reference (c)) to establish policy and assign responsibilities to 

protect the Department of Defense information network (DoDIN) against unauthorized activity, 

vulnerabilities, or threats.   

 

 b.  Supports the Joint Information Environment (JIE) concepts as outlined in JIE Operations 

Concept of Operations (CONOPS) (Reference (d)). 

 

 c.  Supports the formation of Cyber Mission Forces (CMF), development of the Cyber Force 

Concept of Operations and Employment, evolution of cyber command and control, cyberspace 

operations doctrine in Joint Publication 3-12 (Reference (e)), and evolving cyber threats. 

 

 d.  Supports the Risk Management Framework (RMF) requirements to monitor security 

controls continuously, determine the security impact of changes to the DoDIN and operational 

environment, and conduct remediation actions as described in DoDI 8510.01 (Reference (f). 

 

 e.  Cancels Assistant Secretary of Defense for Command, Control, Communications, and 

Intelligence Memorandum (Reference (g)). 

 

 

2.  APPLICABILITY.  This instruction: 

 

 a.  Applies to OSD, the Military Departments, the Office of the Chairman of the Joint Chiefs 

of Staff (CJCS) and the Joint Staff, the Combatant Commands, the Office of the Inspector 

General of the Department of Defense (IG DoD), the Defense Agencies, the DoD Field 

Activities, and all other organizational entities within the DoD (referred to collectively in this 

instruction as the “DoD Components”). 
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 b.  Applies to the DoDIN.  The DoDIN includes DoD information technology (IT) (e.g., 

DoD-owned or DoD-controlled information systems (ISs), platform information technology 

(PIT) systems, IT products and services) as defined in DoDI 8500.01 (Reference (h)) and control 

systems and industrial control systems (ICSs) as defined in National Institute (NIST) Special 

Publication (SP) 800-82 (Reference (i)) that are owned or operated by or on behalf of 

DoD Components.   

 

 c.  Applies to commercial cloud computing services that are subject to the DoD Cloud 

Computing Security Requirements Guide (Reference (j)), developed by Director, Defense 

Information Systems Agency (DISA).  

 

 d.  Applies to cleared defense contractors who operate pursuant to DoD 5220.22-M 

(Reference (k)) and the  National Industrial Security Program (NISP) in accordance with DoDI 

5220.22 (Reference (l)), to the extent that its requirements are made applicable through 

incorporation into contracts. 

 

 e.  Applies to mission partner systems connected to the DoDIN in accordance with, and to the 

extent set forth in,  a contract, memorandum of agreement (MOA), support agreement, or 

international agreement, subject to and consistent with DoDI 4000.19 (Reference (m) and DoDD 

5530.03 (Reference (n)).   

 

 f.  Does not alter or supersede the existing authorities and policies of the Director of National 

Intelligence regarding the protection of sensitive compartmented information (SCI) as directed 

by Executive Order 12333 (Reference (o)) and other laws and regulations. 

 

 

3.  POLICY.  It is DoD policy that:  

 

 a.  DoD protects (i.e., secures and defends) the DoDIN and DoD information using key 

security principles, such as isolation; containment; redundancy; layers of defense; least privilege; 

situational awareness; and physical or logical segmentation of networks, services, and 

applications to allow mission owners and operators, from the tactical to the DoD level, to have 

confidence in the confidentiality, integrity, and availability of the DoDIN and DoD information 

to make decisions.   

 

 b.  DoD integrates technical and non-technical capabilities to implement DoD information 

network operations (DoDIN operations) and defensive cyberspace operations (DCO) internal 

defensive measures directed by global, regional, and DoD Component authorities to protect the 

DoDIN consistent with References (e), (f), and (h) and DoDI 8410.02 (Reference (p)). 

 

 c.  DoD integrates and employs a number of cybersecurity activities to support DoDIN 

operations and DCO internal defensive measures in response to vulnerabilities and threats as 

described in Reference (e).  These activities include: 

 

  (1)  Vulnerability assessment and analysis. 
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  (2)  Vulnerability management. 

 

  (3)  Malware protection. 

 

  (4)  Continuous monitoring. 

 

  (5)  Cyber incident handling. 

 

  (6)  DoDIN user activity monitoring (UAM) for the DoD Insider Threat Program. 

 

  (7)  Warning intelligence and attack sensing and warning (AS&W). 

 

 d.  DoD IT will be aligned to DoD network operations and security centers (NOSCs).  The 

NOSC and supporting cybersecurity service provider(s) will provide any required cybersecurity 

services to aligned systems.  

 

 e.  DoD designated cybersecurity service providers will be authorized to provide 

cybersecurity services in accordance with DoD O-8530.1-M (Reference (q)).  When 

cybersecurity services are provided, both the cybersecurity service provider and the system 

owner security responsibilities will be clearly documented. 

 

 f.  DoD will help protect the DoDIN through criminal or counterintelligence investigations or 

operations in support of DoDIN operations.   

 

 g.  Compliance with directed cyberspace operations will be a component of individual and 

unit accountability. 

 

 h.  Contracts, MOAs, support agreements, international agreements, or other applicable 

agreements or arrangements governing the interconnection of the DoDIN and mission partners’ 

systems developed in accordance with References (m) and (n) must identify:   

 

  (1)  Specific DoDIN operations responsibilities of DoD and mission partners; 

 

  (2)  The cybersecurity requirements for the connected mission partners’ systems; 

 

  (3)  The protection requirements for DoD data resident on mission partner systems; and  

 

  (4)  Points of contact for mandatory reporting of security incidents. 

 

 i.  Data on the cybersecurity status of the DoDIN and connected mission partner systems will 

be shared across the DoD enterprise in accordance with Reference (h), DoDI 8410.03 (Reference 

(r)), and DoDI 8320.02 (Reference (s)) to maintain DoDIN situational awareness.  DoD will: 

 

  (1)  Use automated capabilities and processes to display DoDIN operations and 

cybersecurity data, and ensure that the required data effectively satisfies the mission objectives. 
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  (2)  Ensure DoDIN operations and cybersecurity data are visible, accessible, and 

understandable, trusted, and interoperable both vertically between superior and subordinate 

organizations and horizontally across peer organizations and mission partners in accordance with 

Reference (s). 

 

 

4.  RELEASABILITY.  Cleared for public release.  This instruction is available on the Internet 

from the DoD Issuances Website at http://www.dtic.mil/whs/directives. 

 

 

5.  EFFECTIVE DATE.  This instruction is effective March 7, 2016. 

 

 

 

 

 

 

  

 

 

 

Enclosures 

 1.  References 

 2.  Responsibilities 

 3.  DoD Component Activities to Protect the DoDIN 

 4.  Cybersecurity Integration Into DoDIN Operations 

Glossary 

 

(b) (6)
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ENCLOSURE 1 

 

REFERENCES 

 

 

(a) DoD Directive 5144.02, “DoD Chief Information Officer (DoD CIO),” November 21, 2014 

(b) DoD Directive O-8530.1, “Computer Network Defense (CND),” January 8, 2001 (hereby 

cancelled) 

(c) DoD Instruction O-8530.2, “Support to Computer Network Defense (CND),” March 9, 

2001 (hereby cancelled) 

(d) Joint Information Environment Operations Sponsor Group, “Joint Information 

Environment Operations Concept of Operations (JIE Operations CONOPS),” Version 2.0, 

September 18 2014
1
 

(e) Joint Publication 3-12, “Cyberspace Operations,” February 5, 2013 

(f) DoD Instruction 8510.01, “Risk Management Framework (RMF) for DoD Information 

Technology (IT),” March 12, 2014 

(g) Assistant Secretary of Defense for Command, Control, Communications, and Intelligence 

Memorandum, “Guidance for Computer Network Defense Response Actions,”  

February 26, 2003 (hereby cancelled)  

(h) DoD Instruction 8500.01, “Cybersecurity,” March 14, 2014 

(i) National Institute of Standards and Technology (NIST) Special Publication 800-82, 

Revision 2, “Guide to Industrial Control Systems (ICS) Security,” May 2015
2
 

(j) Defense of Defense Security Requirements Guide, ”Department of Defense (DoD) Cloud 

Computing Security Requirements Guide, ”Version 1, Release 1, January 12, 2015
3
 

(k) DoD 5220.22-M, “National Industrial Security Program Operating Manual,” February 28, 

2006, as amended 

(l) DoD Instruction 5220.22, “National Industrial Security Program (NISP),” March 18, 2011 

(m) DoD Instruction 4000.19, “Support Agreements,” April 25, 2013 

(n) DoD Directive 5530.3, “International Agreements,” June 11, 1987, as amended 

(o) Executive Order 12333, “United States Intelligence Activities,” December 4, 1981, 

as amended 

(p) DoD Instruction 8410.02, “NetOps for the Global Information Grid (GIG),” 

December 19, 2008  

(q) DoD O-8530.1-M, “Department of Defense Computer Network Defense (CND) Service 

Provider Certification and Accreditation Program,” December 17, 2003 

(r) DoD Instruction 8410.03, “Network Management (NM),” August 29, 2012 

(s) DoD Instruction 8320.02, “Sharing Data, Information, and Information Technology (IT) 

Services in the Department of Defense,” August 5, 2013 

(t) DoD Directive 8000.01, “Management of the Department of Defense Information 

Enterprise” February 10, 2009 

                                                 
1
 JIE CONOPS Version 2.0 can be found on Intelink at:  https://dodcioext.osd.mil/SitePages/Initiative_JIE.aspx  

2
 NIST Special Publications are available at: http://csrc.nist.gov/publications/PubsSPs.html. 

3
 Cloud Computing Security Requirements Guide is available at: 

http://iase.disa.mil/cloud_security/Documents/Forms/Allitems.aspx  
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(u) DoD Chief Information Officer, “The DoD Architectural Framework (DoDAF) 

Specifications, Version 2.02,” August 2010
4
 

(v) DoD Directive 5105.19, “Defense Information Systems Agency (DISA),” July 25, 2006 

(w) DoD Instruction 8330.01, “Interoperability of Information Technology (IT), Including and 

National Security Systems (NSS),” May 21, 2014 

(x) Committee on National Security Systems Policy No. 29, “National Secret Enclave 

Connection Policy,” May 2013 

(y) DoD Directive 5205.16, “The DoD Insider Threat Program,” September 30, 2014 

(z) Presidential Memorandum, “National Insider Threat Policy and Minimum Standards for 

Executive Branch Insider Threat Programs,” November 21, 2012 

(aa) Executive Order 13587, “Structural Reforms to Improve the Security of Classified 

Networks and the Responsible Sharing and Safeguarding of Classified Information,” 

October 7, 2011 

(ab) Committee on National Security Systems Directive (CNSSD) No. 504, “Directive on 

Protecting National Security Systems from Insider Threat,” February 4, 2014
5
 

(ac) Chairman of the Joint Chiefs of Staff Execute Order (EXORD), “Modification (MOD) to 

EXORD To Implement Cyberspace Operations Command and Control (C2),” 

141627ZNovember 2014
6
 

(ad) DoD 8570.01-M, “Information Assurance Workforce Improvement Program,” 

December 19, 2005, as amended 

(ae) DoD Directive 5111.1, “Under Secretary of Defense for Policy (USD(P)),” 

December 8, 1999 

(af) Section 932 of Public Law 113-66, “Authorities, Capabilities, and Oversight of the United 

States Cyber Command,” December 26, 2013 

(ag) Deputy Secretary of Defense Memorandum, “Guidance Regarding Cyberspace Roles, 

Responsibilities, Functions, and Governance within the Department of Defense,” 

June 9, 2014 

(ah) Secretary of Defense Memorandum, “Designation of the DoD Principal Cyber Advisor,” 

July 17, 2014 

(ai) DoD Directive 5143.01, “Under Secretary of Defense for Intelligence (USD(I)),” 

October 24, 2014, as amended 

(aj) Section 142 of Title 10, United States Code 

(ak) DoD Directive 5100.20, “National Security Agency/Central Security Service (NSA/CSS),” 

January 26, 2010 

(al) DoD Instruction O-3115.07, “Signals Intelligence (SIGINT),” September 15, 2008, 

as amended  

(am) Chairman of the Joint Chiefs of Staff Manual 6510.03, “Department of Defense Cyber Red 

Team Certification and Accreditation,” February 28, 2013 

(an) DoD Directive 5105.21, “Defense Intelligence Agency (DIA),” March 18, 2008 

(ao) DoD Directive 5105.42, “Defense Security Service (DSS),” August 3, 2010, as amended 

                                                 
4
 DoDAF is available at:  http://dodcio.defense.gov/Library/DoDArchitectureFramework .aspx 

5
 CNSSD No. 504 can be found on Secret Internet Protocol Router Network (SIPRNET) at: 

http://www.iad.nsa.smil.mil/resources/library/cnss_section/pdf/CNSSD_504.pdf 
6
  CJCS EXORD can be found on Intelink at: 

https://intelshare.intelink.sgov.gov/sites/jointstaff/j3/ddgo/cod/Cyber%20C2%20Documents/Forms/Allitems.aspx 
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(ap) DoD Manual 5220.22, Volume 3, “National Industrial Security Program:  Procedures for 

Government Activities Relating to Foreign Ownership, Control or Influence (FOCI), 

April 17, 2014 

(aq) DoD Directive 5141.02, “Director of Operational Test and Evaluation (DOT&E),” 

February 2, 2009  

(ar) DoD Instruction 5010.41, “Joint Test and Evaluation (JT&E) Program,” 

September 12, 2005 

(as) DoD Directive 5145.01, “General Counsel of the Department of Defense (GC DoD),” 

December 2, 2013, as amended 

(at) DoD Instruction 5025.01, “DoD Issuances Program,” June 6, 2014, as amended 

(au) DoD Directive 5106.01, “Inspector General of the Department of Defense (IG DoD),” 

April 20, 2012, as amended 

(av) Chairman of the Joint Chiefs of Staff Notice 3500.01, “2015-2018 Chairman’s Joint 

Training Guidance,” October 30, 2014 

(aw) Deputy Under Secretary of Defense for Acquisition, Technology and Logistics 

Memorandum, “Real-Property-related Industrial Control System Cybersecurity,” 

March 19, 2014 

(ax) Subchapter III of Chapter 35 of Title 44, United States Code (also known as the “Federal 

Information Security Modernization Act (FISMA) of 2014”) 

(ay) Appendix III to Office of Management and Budget Circular No. A-130, “Security of 

Federal Automated Information Resources,” November 28, 2000, as amended 

(az) DoD Manual 8910.01, Volume 1, “DoD Information Collections Manual:  Procedures for 

DoD Internal Information Collections,” June 30, 2014 

(ba) Chairman of the Joint Chiefs of Staff Manual 3122.01A, “Joint Operation Planning and 

Execution System (JOPES) Volume I, Planning Policies and Procedures,” 

September 29, 2006
7
 

(bb) Chairman of the Joint Chiefs of Staff Manual 3122.02D, “Joint Operation Planning and 

Execution System (JOPES) Volume III, Timed Phased Force and Deployment Data 

Development and Deployment Execution,” March 17, 2011, as amended 

(bc) Joint Publication 3-35, “Deployment and Redeployment Operations,” January 31, 2013 

(bd) DoD Directive 3000.06, “Combat Support Agencies (CSAs),” June 27, 2013 

(be) DoD Manual 5200.01, Volume 3, “DoD Information Security Program:  Protection of 

Classified Information,” February 24, 2012, as amended 

(bf) DoD Manual 5200.01, Volume 4, “DoD Information Security Program:  Controlled 

Unclassified Information (CUI),” February 24, 2012 

(bg) DoD Regulation 5400.11-R, “Department of Defense Privacy Program,” May 14, 2007 

(bh) DISA Circular 300-110-3, “Defense Information System Network (DISN) Security 

Classification Guide (U),” September 27, 2012
8
 

                                                 
7
 CJCS Manuals 3122.01A and 3122.02D are available on Intelink at CJCS/JS Directives Electronic Library 

(SIPRNET) at: 

http://intelshare.intelink.sgov.gov/sites/jointstaff/SJS/IMD/Directives/Shared%20Documents/Forms/CJCS%20Man

uals.aspx. 
8
 DISA Publications and Issuances (CAC Required): 

https://disa.deps.mil/ext/resource/disa_publications_issuances/default.aspx 
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(bi) Joint Worldwide Intelligence Communications Systems (JWICS) Security Classification 

Guide (SCG),” current version
9
 

(bj) DoD Instruction O-3600.02, “Information Operations (IO) Security Classification 

Guidance,” November 28, 2005 

(bk) DoD Directive 5100.03, “Support of the Headquarters of Combatant and Subordinate 

Unified Commands,” February 9, 2011 

(bl) DoD Instruction 3020.41, “Operational Contract Support (OCS),” December 20, 2011 

(bm) DoD Instruction 5000.02, “Operation of the Defense Acquisition System,” January 7, 2015 

(bn) Unified Command Plan, April 6, 2011, as amended
10

 

(bo) Secretary of Defense Memorandum, “Establishment of a Subordinate Unified U.S. Cyber 

Command Under U.S. Strategic Command for Military Cyberspace Operations,” 

June 23, 2009 

(bp) Commander, United States Strategic Command (CDRUSSTRATCOM) OPORD 

“OPERATION GLADIATOR PHOENIX (U),” February 11, 2011
11

 

(bq) Chairman of the Joint Chiefs of Staff Instruction 6510.01F, “Information Assurance (IA) 

and Support to Computer Network Defense (CND),” February 9, 2011 

(br) National Institute of Standards and Technology Special Publication 800-115, “Technical 

Guide to Information Security Testing and Assessment,” September 2008 

(bs) Chairman of the Joint Chiefs of Staff Manual 6510.02, “Information Assurance 

Vulnerability Management (IAVM) Program,” November 5, 2013
12

 

(bt) National Institute of Standards and Technology Special Publication 800-40, Revision 3, 

“Guide to Enterprise Patch Management Technologies,” July 2013 

(bu) National Institute of Standards and Technology Special Publication 800-83, Revision 1, 

“Guide to Malware Incident Prevention and Handling for Desktops and Laptops,”  

July 2013 

(bv) National Institute of Standards and Technology Special Publication 800-137, “Information 

Security Continuous Monitoring for Federal Information Systems and Organizations,” 

September 2011 

(bw) National Institute of Standards and Technology Special Publication 800-37, Revision 1, 

“Guide for Applying the Risk Management Framework to Federal Information Systems:   

A Security Life Cycle Approach,” February 2010 

(bx) National Institute of Standards and Technology Special Publication 800-39, “Managing 

Information Security Risk:  Organization, Mission, and Information System View,” 

March 2011
6
 

(by) Chairman of the Joint Chiefs of Staff Manual 6510.01B, “Cyber Incident Handling 

Program,” July10, 2012 

(bz) Committee on National Security Systems Instruction No. 1010, “24x7 Computer Incident 

Response Capability (CIRC) on National Security Systems,” October 3, 2012 

                                                 
9
 Classification guide can be found on JWICS at:  http://jwics.ic.gov/Security/Documents/JWICS_SCG%20docx.pdf 

10
 Available on to authorized users at: https://intellipedia.intelink.sgov.gov/wiki/Unified_Command_Plan/ 

11
 Available at: 

https://www.cybercom.smil.mil/J3/orders/OPORD11_002/STRATCOM%20OPORD%20Op%20Gladiator%20Phoe

nix.pdf 
12

 CJCS Manual is  available on Intelink at CJCS/JS Directives Electronic Library (SIPRNET) at: 

http://intelshare.intelink.sgov.gov/sites/jointstaff/SJS/IMD/Directives/Shared%20Documents/Forms/CJCS%20Man

uals.aspx 
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(ca) National Institute of Standards and Technology Special Publication 800-61, Revision 2, 

“Computer Security Incident Handling Guide,” August 2012
6
 

(cb) DoD Directive 5240.06, “Counterintelligence Awareness and Reporting (CIAR),” May 17, 

2011, as amended 

(cc) Committee on National Security Systems Policy No. 18, “National Policy on Classified 

Information Spillage,” June 2006
6
 

(cd) Committee on National Security Systems Instruction No. 1001, “National Instruction on 

Classified Information Spillage,” February 2008
6
 

(ce) DoD Instruction 5240.26, “Countering Espionage, International Terrorism, and the 

Counterintelligence (CI) Insider Threat,” May 4, 2012, as amended 

(cf) Joint Publication 2-0, “Joint Intelligence,” October 22, 2013 

(cg) DoD Directive 8140.01, “Cyberspace Workforce Management,” August 11, 2015 

(ch) Defense Information Systems Agency, “Defense Information Systems Network (DISN) 

Connection Process Guide (CPG),” current version 

(ci) DoD 5220.22-R, “Industrial Security Regulation,” December 4, 1985 

(cj) Subpart 4.4 of the Federal Acquisition Regulation 

(ck) DoD Instruction 8582.01, “Security of Unclassified DoD Information on Non-DoD 

Information Systems,” June 6, 2012 

(cl) Defense Federal Acquisition Regulation Supplement 252.204-7012, “Safeguarding of 

Unclassified Controlled Technical Information,” current edition 

(cm) Committee on National Security Systems Instruction No. 4009, “Committee on National 

Security Systems (CNSS) Glossary,” April 6, 2015
13

 

(cn) Joint Publication 1-02, “Department of Defense Dictionary of Military and Associated 

Terms,” current edition 

 

                                                 
13

Available through the Internet at http://www.cnss.gov 
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ENCLOSURE 2 

 

RESPONSIBILITIES 

 

 

1.  DoD CHIEF INFORMATION OFFICER (DoD CIO).  In accordance with Reference (a), the 

DoD CIO: 

 

 a.  Establishes DoD policy and provides guidance and oversight for integrating cybersecurity 

activities to support DoDIN operations and DCO internal defensive measures and to strengthen 

accountability through the cyberspace operations chain of command to protect the DoDIN in 

coordination with the Under Secretary of Defense for Policy (USD(P)), the Principal Cyber 

Advisor (PCA), the Under Secretary of Defense for Intelligence (USD(I)), the CJCS, the 

Director, National Security Agency/Chief, Central Security Service (DIRNSA/CHCSS), and the 

Commander, U. S. Strategic Command (CDRUSSTRATCOM). 

 

 b.  Provides strategic management, guidance, and direction to DoD Component efforts to 

plan, program, budget, develop, and implement the capability to protect the DoDIN in 

coordination with the USD(P) based on the DoD Enterprise Architecture in accordance with 

DoDD 8000.01 (Reference (t)) and the evolving JIE architecture. 

 

 c.  Ensures capabilities are developed and incorporated into the DoD Architectural 

Framework (Reference (u)) in accordance with DoDD 5105.19 (Reference (v)) and DoDI 

8330.01 (Reference (w)) to protect the DoDIN. 

 

 d.  Oversees the development and implementation of DoD cybersecurity architectures and 

capabilities to protect the DoDIN, in coordination with CDRUSSTRATCOM. 

 

 e.  Oversees the DoD Component cybersecurity service provider authorization process and 

DoD Component compliance with criteria established in Reference (q). 

 

 f.  Validates in coordination with Director, DISA, cybersecurity standards established by 

Federal mission partner organizations connected to the DoDIN comply with equivalent 

cybersecurity requirements and to those standards described in Committee on National Security 

Systems Policy (CNSSP) No. 26 Reference (x). 

 

 g.  Oversees process and approves requests for the interconnection of mission partners’ 

systems to the DoDIN through a point-to-point connection or a demilitarized zone (DMZ).   

 

  (1)  Approves the authorized interconnection points to the DoDIN for either a mission 

partner DMZ interconnection (e.g., Federal (FED) DMZ or Releasable (REL) DMZ) or a point-

to-point interconnection. 

 

  (2)  In coordination with DISA, maintains a list of validated non-DoD Federal mission 

partner organizations that meet the equivalency requirements required of DoD cybersecurity 

service providers. 
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  (3)  Provides to mission partners DoD’s requirements for risk tolerance for 

interconnecting mission partners’ systems and the DoDIN. 

 

  (4)  Ensures that the roles and responsibilities for managing and mission partner 

interconnection to the DoDIN, including cybersecurity requirements, are documented in a 

contract, MOA, support agreement, or international agreement document.  These agreements 

must be in accordance with References (m) and (n). 

 

 h.  Coordinates with the USD(I) and the Director, Defense Security Service (DSS), on 

cybersecurity requirements for the NISP. 

 

 i.  Coordinates with the Under Secretary of Defense for Acquisition, Technology, and 

Logistics (USD(AT&L)) and CDRUSSTRATCOM on: 

 

  (1)  Needs and requirements for DoD-wide research and technology investments and 

activities to protect the DoDIN. 

 

  (2)  Development of and, where applicable, the acquisition of automated capabilities for 

DoDIN situational awareness that support DoDIN operations and DCO internal defensive 

measures.  Capabilities will be consistent with the approved Joint Capabilities Integration and 

Development System (JCIDS) document. 

 

 j.  Participates or designates representation on national and Federal Chief Information Officer 

(CIO) cybersecurity related coordination groups, as required. 

 

 k.  Develops policy and strategy, including auditing and UAM standards.  Helps the USD(P), 

the USD(I), and the Under Secretary of Defense for Personnel and Readiness (USD(P&R)) 

develop guidelines and procedures for implementation of standards for the DoD Insider Threat 

Program in accordance with DoDD 5205.16 (Reference (y)), and contained in Presidential 

Memorandum (Reference (z)), Executive Order 13587 (Reference (aa)), and Committee on 

National Security Systems Directive (CNSSD) No. 504 (Reference (ab)). 

 

 l.  Develops metrics that will measure the cybersecurity status of the DoDIN leveraging 

existing standards and guidelines for audit and assessment processes in coordination with 

CDRUSSTRATCOM.  

 

 m.  Reviews the cybersecurity posture of systems authorized to operate outside the DoDIN.  

Such systems will be reviewed, before granting a DoDIN waiver to operate outside the DoDIN, 

to ensure that there is an appropriate level of cybersecurity to protect personnel, information, and 

equipment within the system operating boundary. 

 

 n.  Participates or designates representation on Federal and DoD cybersecurity-related panels 

and boards, as required. 
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2.  DIRECTOR, DISA.  Under the authority, direction, and control of the DoD CIO, and in 

addition to the responsibilities in section 14 of this enclosure, the Director, DISA: 

 

 a.  Protects DoD transport and enterprise services in accordance with Reference (v) in 

coordination with CDRUSSTRATCOM, joint, and DoD Component NOSCs. 

 

 b.  Plans for, mitigates, and executes DoDIN operations and DCO internal defensive 

measures at the DoD global and DoD enterprise level, as directed by CDRUSSTRATCOM. 

 

 c.  Serves as the Commander, Joint Forces Headquarters-DoDIN (JFHQ-DoDIN), a 

subordinate headquarters under the Commander, U. S. Cyber Command (CDRUSCYBERCOM) 

in accordance with CJCS Execute Order (EXORD) (Reference (ac)) that establishes the 

framework for global DoDIN operations. 

 

 d.  Provides DoDIN situational awareness of DISA operated DoD transport and enterprise 

services, including enterprise network data and analytics for supported DoD Components to 

measure the impact of changes in the DoDIN, such as cybersecurity, availability, 

and compliance. 

 

 e.  Provides and maintains a cybersecurity and network defense plan for DoD enterprise 

transport and enterprise services critical nodes.  

 

 f.  Supports CDRUSSTRATCOM compliance and operational readiness inspections of 

the DoDIN. 

 

 g.  Develops, maintains, and implements the general service (GENSER) DoD cybersecurity 

service provider processes in accordance with Reference (q) and in coordination with the DoD 

CIO, the CDRUSSTRATCOM, and the Director, Defense Intelligence Agency (DIA). 

 

  (1)  Maintains the GENSER maturity evaluation criteria found in Reference (q) in 

coordination with the DoD Component cybersecurity service providers, the 

CDRUSSTRATCOM, and the DoD CIO. 

 

  (2)  Functions as the evaluator for GENSER DoD cybersecurity services in accordance 

with Reference (q). 

 

  (3)  Conducts evaluation of DoD Component cybersecurity service providers’ services as 

directed by CDRUSSTRATCOM.  Evaluation documents with a recommendation are provided 

to the CDRUSSTRATCOM to authorize the service provider to offer cybersecurity services for 

GENSER systems. 

 

  (4)  Provides cybersecurity services on a subscription basis to any DoD Component 

organization, Federal department, or Federal agency that does not establish or otherwise 

subscribe to a DoD GENSER cybersecurity service provider. 
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  (5)  Provides cybersecurity guides and best practices guidelines for use by DoD and 

mission partners in coordination with the CDRUSSTRATCOM; the Director, DIA; 

DIRNSA/CHCSS; and the DoD CIO. 

 

  (6)  Verifies DoD cybersecurity service provider qualifications in accordance with DoD 

8570.01-M (Reference (ad)) during evaluations or inspections. 

 

  (7)  Validates Federal mission partner’s capability to provide cybersecurity services and 

capabilities that are equivalent to those specified in Reference (q) in coordination with DoD CIO. 

 

   (a)  Maintains a list of validated mission partner organizations with equivalent 

cybersecurity services and capabilities aligned with mission partner systems connected to 

the DoDIN. 

 

   (b)  Provides cybersecurity services and capabilities to mission partners connected to 

the DoDIN through a DMZ, such as FED DMZ or REL DMZ, on a subscription basis 

when requested. 

 

 h.  Serves as a technical advisor to the DoD CIO for DoD-wide capability requirements to 

protect the DoDIN in coordination with the Director, DIA, DIRNSA/CHCSS, and the 

CDRUSSTRATCOM. 

 

 

3.  USD(AT&L).  The USD(AT&L) provides oversight of the development and acquisition of 

capabilities that protect the DoDIN.  Oversees the development and, where applicable, the 

acquisition of automated capabilities for DoDIN situational awareness that support DoDIN 

operations and DCO internal defensive measures, in coordination with the DoD CIO, 

DIRNSA/CHCSS, and the CDRUSSTRATCOM.  Capabilities will be consistent with the 

approved JCIDS initial capabilities documents. 

 

 

4.  ASSISTANT SECRETARY OF DEFENSE FOR RESEARCH AND ENGINEERING 

(ASD(R&E)).  Under the authority, direction, and control of the USD(AT&L), the ASD(R&E) 

oversees all DoD-wide research and technology investments and activities to: 

 

 a.  Protect the DoDIN. 

 

 b.  Provide developments and results to the Assistant Secretary of Defense for Acquisition in 

support of their acquisition oversight responsibilities. 

 

 

5.  USD(P).  Consistent with the responsibilities assigned in DoDD 5111.1 (Reference (ae)) on 

the formulation of national security and defense policy, the USD(P): 

 

 a.  Supervises cyber activities related to offensive missions, defense of the United States, and 

defense of the DoDIN, including oversight of policy and operational considerations, resources, 
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personnel, acquisition (in consultation with the USD(AT&L)), technology (in consultation with 

the USD(AT&L) and DoD CIO), and on military cyber forces and activities in accordance with 

section 932 of Public Law 113-66 (Reference (af)) and Deputy Secretary of Defense 

Memorandum (Reference (ag)). 

 

 b.  Coordinates with the USD(AT&L), USD(I), and DoD CIO on the development of DoD 

cyberspace operations policy, including DoDIN operations and DCO internal defensive measures 

policy to protect the DoDIN. 

 

 

6.  ASSISTANT SECRETARY OF DEFENSE FOR HOMELAND DEFENSE AND GLOBAL 

SECURITY.  Under the authority, direction, and control of USD(P), and as the PCA designated 

by Secretary of Defense Memorandum (Reference (ah)), will in coordination with relevant 

Principal Staff Advisors, serve as the principle advisor to the Secretary of Defense on cyberspace 

operations and missions and advise the Secretary with respect to matters pertaining to those 

identified in Reference (ag). 

 

 

7.  USD(I).  Consistent with the responsibilities assigned in DoDD 5143.01 (Reference (ai)), 

the USD(I): 

 

 a.  Ensures that Defense intelligence, counterintelligence, and security programs support 

DoD’s requirements to protect the DoDIN; 

 

 b.  Oversees the use of National Intelligence Program and Military Intelligence Program 

resources to support DoD’s efforts to protect the DoDIN.  Ensures the equitable and appropriate 

use of those resources across the Defense Intelligence Enterprise; 

 

 c.  Oversees DoD intelligence activities, including warning intelligence and AS&W support 

to DoDIN operations and DCO internal defensive measures; 

 

 d.  Coordinates with DoD CIO to develop UAM guidelines and procedures to implement the 

requirements specified in References (y), (z), and (aa); 

 

 e.  Provides security advice and support to the DoD CIO and separately to the USD(AT&L) 

when acquisition programs utilizing cleared defense contractors are involved; and 

 

 f.  Oversees policy and management of the NISP and develops and approves Reference (l). 

 

 

8.  DIRNSA/CHCSS.  Under the authority, direction, and control of the USD(I), consistent with 

section 142 of Title 10, United States Code (Reference (aj) in addition to the cybersecurity-

related responsibilities in DoDD 5100.20 (Reference (ak)) and the responsibilities in section 14 

of this enclosure, the DIRNSA/CHCSS: 
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 a.  Conducts DoD-wide capability research and technology development to protect 

the DoDIN. 

 

  (1)  Provides support for capability research to the CDRUSSTRATCOM, the DoD CIO 

cybersecurity architect, and the USD(AT&L). 

 

  (2)  Conducts and manages basic research, applied research, advanced technology 

development, and technology component development and prototyping in order to advance the 

state-of-the-art for capabilities used to protect the DoDIN and conduct DoDIN operations and 

DCO internal defensive measures. 

 

  (3)  Develops proofs-of-concept, prototype systems, and system pilots to enable more 

effective capabilities to protect the DoDIN. 

 

  (4)  Advises and assists in the design of standards and interfaces to integrate 

existing capabilities. 

 

  (5)  Maintains a comprehensive view of all capabilities gaps, shortfalls, and research, 

development, and technology transfer requirements across the DoD. 

 

 b.  Provides and coordinates technical and analytical support to DoD Components, as 

requested by the CDRUSSTRATCOM. 

 

 c.  Provides the CDRUSSTRATCOM, joint, and the DoD Component NOSCs and their 

supporting cybersecurity service providers with warning intelligence and AS&W information in 

accordance with Reference (ak) and DoDI O-3115.07 (Reference (al)).  In support of DoD 

organizations, provides: 

 

  (1)  Detection, alerting, and response capabilities to mitigate threats to the DoDIN. 

 

  (2)  Warning intelligence information through reporting or posting on secure websites. 

 

  (3)  Overall DoD-wide long-term effectiveness trend and pattern analysis to support the 

protection of the DoDIN as informed by situational awareness of DoDIN operations and DCO 

internal defensive measures and the results of DoD assessments, evaluations, inspections, 

and exercises. 

 

  (4)  Monitoring and analysis of vulnerabilities and adversary threat to the DoDIN. 

 

  (5)  Multi-source reporting on threats to the DoDIN. 

 

  (6)  Technology, information, expertise, and other support to the DoD NOSCs and their 

supporting cybersecurity service providers, as required. 
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 d.  Supports the DoD CIO cybersecurity architect and the DoD Components in the 

development of capabilities to protect the DoDIN, within the DoD Enterprise and the 

JIE architectures. 

 

 e.  Evaluates DoD Cyber Red Teams in accordance with Chairman of the Joint Chiefs of 

Staff Manual (CJCSM) 6510.03 (Reference (am)) and CDRUSSTRATCOM direction. 

 

f.  Provides evaluation documents with authorization recommendations to the 

CDRUSSTRATCOM for these teams to conduct operations across DoDIN outside of their DoD 

Component’s authorization boundaries (e.g., DoD-owned or -operated systems). 

 

 g.  Serves as the technical advisor to the DoD CIO on DoD-wide capability requirements to 

protect the DoDIN in coordination with the Director, DISA. 

 

 

9.  DIRECTOR, DIA.  Under the authority, direction, and control of the USD(I), in addition to 

the responsibilities in section 14 of this enclosure and consistent with the responsibilities in 

DoDD 5105.21 (Reference (an)), the Director, DIA: 

 

 a.  Develops, maintains, and implements the DoD special enclave (SE) cybersecurity service 

provider processes in accordance with Reference (q) and in coordination with the DoD CIO; the 

CDRUSSTRATCOM and the Director, DISA. 

 

  (1)  Maintains the SE maturity evaluation criteria found in Reference (q) in coordination 

with the DoD Components with SE cybersecurity providers, CDRUSSTRATCOM, and 

the DoD CIO. 

 

  (2)  Functions as the evaluator of SE DoD cybersecurity services in accordance with 

Reference (q). 

 

  (3)  Conducts evaluation of DoD Component cybersecurity service providers’ services as 

directed by the CDRUSSTRATCOM.  Evaluation documents with a recommendation are 

provided to the Director, DIA designated office to authorize the cybersecurity service provider to 

offer SE cybersecurity services. 

 

  (4)  Provides cybersecurity services on a subscription basis to any DoD Component 

organization that does not establish or otherwise subscribe to a DoD SE cybersecurity 

service provider. 

 

  (5)  Verifies DoD SE cybersecurity service providers’ qualifications in accordance with 

Reference (ad) during evaluations or inspections. 

 

  (6)  Establishes advisory and alert procedures for SE DoD Components and their 

supporting cybersecurity service providers. 
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 b.  Coordinates with the Intelligence Community Chief Information Officer and 

DIRNSA/CHCSS on the design, development, and maintenance of capabilities to protect DoD 

and intelligence community (IC) SEs operated by DoD Components (e.g., Joint Worldwide 

Intelligence Communications System (JWICS)). 

 

 c.  Coordinates the incorporation of IC information network situational awareness 

information into the DoDIN situational awareness capabilities and processes in coordination with 

DIRNSA/CHCSS; and provides DoD SE network situational awareness information to the 

intelligence community. 

 

 d.  Provides DoD-wide threat analysis focused on the DoDIN in support of the United States 

Strategic Command (USSTRATCOM) and the other DoD Components in coordination with 

DIRNSA/CHCSS. 

 

 e.  Provides for the collection, processing, and dissemination of all-source, finished 

intelligence to identify potential threats, provide indications of threat activity, and disseminate 

warnings of threat activities against the DoDIN and IC networks. 

 

 f.  Provides all source analysis of adversary threats and finished intelligence in support of 

DoDIN situational awareness for the CDRUSSTRATCOM, joint and DoD Component NOSCs, 

and their supporting cybersecurity service providers. 

 

 

10.  DIRECTOR, DSS.  Under the authority, direction, and control of the USD(I), in addition to 

the responsibilities in section 14 of this enclosure, and consistent with the responsibilities 

assigned in DoDD 5105.42 (Reference (ao)), the Director, DSS: 

 

 a.  Oversees the NISP, including cleared defense contractor systems processing 

classified information. 

 

 b.  Requires companies operating under a foreign ownership, control, or influence mitigation 

agreement to develop and maintain an Electronic Communications Plan as described in Volume 

3 of DoD Manual (DoDM) 5220.22 (Reference (ap)). 

 

 c.  Provides DoDIN situational awareness and threat alerts to cleared defense contractors on 

threats to their systems. 

 

 d.  Disseminates information to identify potential threats, provide indications of threat 

activity, and disseminate warnings of threat activities against cleared defense contractor systems. 

 

 

11.  DIRECTOR, OPERATIONAL TEST AND EVALUATION (DOT&E).  The DOT&E: 

 

 a.  Oversees the conduct of operational test and evaluation of DoDIN operations and DCO 

internal defensive measures to assess joint interoperability and evaluate joint technical and 
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operational concepts to protect the DoDIN and future JIE consistent with the responsibilities 

assigned in DoDD 5141.02 (Reference (aq)) and DoDI 5010.41 (Reference (ar)). 

 

 b.  Oversees the conduct of cybersecurity assessments during major exercises consistent with 

Reference (aq). 

 

 

12.  GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE (GC DoD).  The GC DoD 

provides legal advice regarding legal issues related to DoDIN operations and DCO internal 

defensive measures, with the exception of those undertaken by the IG DoD in accordance with 

DoDD 5145.01 (Reference (as)). 

 

 

13.  IG DoD.  The IG DoD: 

 

 a.  Develops policy guidance, as appropriate, for law enforcement and criminal investigations 

that relate to cyberspace in accordance with DoDI 5025.01 (Reference (at)) and DoDD 5106.01 

(Reference (au)). 

 

 b.  Through the Director, Defense Criminal Investigation Service, and in accordance with 

Reference (au), provides data to cyber incident DoDIN situational awareness databases, as the IG 

DoD deems appropriate. 

 

 

14.  DoD COMPONENT HEADS.  The DoD Components heads: 

 

 a.  Conduct DoDIN operations and DCO defensive internal measures in accordance with 

CDRUSSTRATCOM and DoD Component orders and directives to protect their respective 

portion of the DoDIN. 

 

 b.  Implement actions to ensure DoDIN readiness, respond to potential adversary operations, 

or disrupt potential adversary presence in the DoDIN.  Examples of actions include:  verifying 

accounts having administrative privileges, reestablishing known good software baselines on 

servers, ensuring use of common access cards and resetting passwords. 

 

 c.  Practice and evaluate DoDIN operations and DCO internal defensive measures during 

exercises (e.g., joint or continuity of operations exercises) to ensure that processes and 

procedures can be evaluated and the effectiveness of pre-planned actions or potential directed 

DCO internal measures in a denied or contested cyber environment can be measured against 

opposing forces (OPFOR) operations and other CMF team requirements as described in CJCS 

Notice 3500.01 (Reference (av)).  This includes testing and evaluating DoD Component ICSs to 

ensure survivability and to preclude a mission disabling event occurring in a cyber contested 

environment as described in Deputy USD(AT&L) memorandum (Reference aw). 

 

 d.  Use organic or external cybersecurity activities and capabilities to protect DoD 

Component owned or operated portion of the DoDIN in accordance with References (f) and (h); 
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subchapter III of chapter 35 of Title 44, U. S. Code, also known as the “Federal Information 

Security Modernization Act (FISMA) of 2014” (Reference (ax)); Appendix III to Office of 

Management and Budget Circular A-130 (Reference (ay)); and federal and DoD issuances 

applicable to these activities. 

 

 e.  Ensure DoD Component systems are aligned to a joint or DoD Component NOSC to 

receive and comply with orders or directives from USSTRATCOM and their DoD Component. 

 

 f.  Oversee the implementation of all directed actions required by USSTRATCOM or its 

Component for their respective owned or operated portion of the DoDIN. 

 

  (1)  Implement directed actions in accordance with CDRUSSTRATCOM orders or other 

directives issued through the CDRUSCYBERCOM or subordinate Commander, JFHQ-DoDIN 

in accordance with Reference (ac).  Examples of an order or directive include an operation order 

(OPORD), fragmentary order, tasking order (TASKORD), EXORD, vulnerability management 

alert, and vulnerability management bulletin.  The collection of information must be approved 

and licensed in accordance with the procedures in Volume 1 of DoDM 8910.01 (Reference (az)).   

 

  (2)  Coordinate with USSTRATCOM or other affected DoD Components actions or 

measures that could affect the DoDIN outside their Component. 

 

 g.  Plan for, coordinate, request, and support deployment of USSTRATCOM CMF. 

 

  (1)  Force deployments in support of joint operations will be in accordance with CJCSM 

3122.01A (Reference (ba)), CJCSM 3122.02D (Reference (bb)), Joint Publication (JP) 3-35 

(Reference (bc)), and DoDD 3000.06 (Reference (bd)). 

 

  (2)  Provide CMF teams support in accordance with the deployment order. 

 

  (3)  Notify DoD counterintelligence and law enforcement agencies responsible for the 

affected portion of the DoDIN of CMF deployment, and any counterintelligence or law 

enforcement support requested. 

 

  (4)  Provide cyber mission forces required access to DoD Component owned or operated 

portions of the DoDIN to support of DoD cyberspace operations in accordance with Secretary of 

Defense and CDRUSSTRATCOM orders and other directives. 

 

 h.  Establish a DoD Component-wide sensor grid and DoDIN situational awareness 

capability to share data on cybersecurity activities and to collaborate with other organizations in 

coordination with the CDRUSSTRATCOM; the Director, DISA; DIRNSA/CHCSS; and with 

review of the Cyber Investment Management Board (CIMB) to support DoDIN operations and 

DCO internal defensive measures. 

 

 i.  Designate DoD Component-owned or -operated portions of the DoDIN as either SE 

or GENSER. 
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 j.  Validate that cybersecurity services provided to DoD Component organizations or offered 

by a DoD Component cybersecurity provider to external organizations have been evaluated in 

accordance with Reference (q) and that CDRUSSTRATCOM has authorized the service provider 

to provide those cybersecurity services. 

 

 k.  Provide information to the DoD CIO, as requested, to support the DoDIN architectures, 

the cybersecurity service provider process, and capability development activities to protect the 

DoDIN. 

 

 l.  Develop intelligence requirements (IRs) to facilitate timely decision making for the 

protection of the DoD Component-owned or -operated portion of the DoDIN.  Submit those IRs 

to supporting intelligence organizations. 

 

 m.  Validate requests by DoD Component organizations to be designated as a DoD cyber red 

team authorized to conduct operations across the DoDIN in accordance with Reference (am), and 

prioritize requests, if required. 

 

 n.  Inform the IG DoD when cybersecurity deficiencies in the DoDIN contribute to a security 

breach or failure and are the result of noncompliance with DoD standards or contractual 

provisions. 

 

 o.  Ensure that all users understand and follow the policy and guidance to protect classified 

and controlled unclassified information and prevent unauthorized disclosures on DoD IT. 

 

  (1)  Classified Information 

 

   (a)  Unauthorized disclosure or data spillage involving classified information will be 

identified as a negligent discharge of classified information incident to be reported and 

investigated in accordance with Volume 3 of DoDM 5200.01 (Reference (be)).  The 

investigation must determine whether the incident was willful, negligent, or inadvertent. 

 

   (b)  Classified information may be processed only on systems approved for such use, 

at the required level of classification and access control, in accordance with Reference (be). 

 

  (2)  Controlled Unclassified Information (CUI) 

 

   (a)  Unauthorized disclosures of CUI will be handled and reported in accordance with 

Volume 4 of DoDM 5200.01(Reference (bf)) or guidance for specific types of CUI provided by 

the DoD Component Head or information owner (e.g., DoD 5400.11-R (Reference (bg)) for 

privacy information). 

 

   (b)  If possible, electronic transmission CUI and privacy information (e.g., data, 

website, or e-mail) will be approved by secure communications systems or systems utilizing 

other protective measures such as encryption to protect confidentiality and integrity of CUI and 

privacy information to avoid unauthorized disclosure. 
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 p.  Ensure personnel creating and compiling vulnerability and technical details on the 

configuration of systems are aware of the need to refer to applicable security classification 

guides, such as DISA Circular 300-110-3 (Reference (bh)), JWICS Security Classification Guide 

(Reference (bi)), and DoDI O-3600.02 (Reference (bj)), for guidance on classifying and 

marking information. 

 

  (1)  Vulnerability information specific to DoD IT systems, and technical details on the 

configuration of DoD IT systems, will be handled, at a minimum, as controlled unclassified 

information or at classification level of the systems in accordance with applicable classification 

guidance such as References (bh), (bi), and (bj). 

 

  (2)  CDRUSSTRATCOM will provide amplifying classification guidance in directives 

and orders for specific threat, vulnerability, or configuration information, and directed DoDIN 

operations or DCO internal measures. 

 

 q.  Ensure all personnel understand cybersecurity best practices and compliance requirements 

and procedures, as appropriate. 

 

  (1)  Establish criteria for inclusion of cybersecurity compliance with individual and unit 

readiness, assessments, and evaluations. 

 

  (2)  Employ sanctions against individuals or units in accordance with the severity of non-

compliance with cybersecurity policies, directives, and orders. 

 

 r.  Ensure all DoDIN acquisitions plan for and integrate cybersecurity requirements into 

system life-cycles. 

 

 s.  Ensures that the requirements of this DoDI are incorporated, as appropriate, into contracts, 

MOAs, international agreements, and other agreements with non-DoD mission partners. 

 

 

15.  SECRETARIES OF THE MILITARY DEPARTMENTS.  In addition to the responsibilities 

in section 14 of this enclosure, the Secretaries of the Military Departments: 

 

 a.  Ensure that their respective Departments’ law enforcement and counterintelligence 

communities share cyberspace incident-related investigative, counterintelligence, and operational 

information with the CDRUSSTRATCOM and with Director, DSS, for cleared defense 

contractors, as authorized.  Military Department law enforcement and counterintelligence 

communities will coordinate with CDRUSSTRATCOM and Director, DSS, as appropriate, 

regarding investigation versus protection cost-benefit decisions to minimize negative impacts to 

investigations and operations. 

 

 b.  Develop Military Department-specific requirements to support the provision of protection 

capabilities within the Military Department portion of the DoDIN, including Service use of 

Federal- or DoD-mandated enterprise capabilities. 
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 c.  Provide cybersecurity services to Combatant Commands and other organizations in 

accordance with support agreements.  Support to Combatant Commands will be in accordance 

with DoDD 5100.03 (Reference (bk)) and DoDI 3020.41 (Reference (bl)). 

 

 

16.  CJCS.  In addition to the responsibilities in section 14 of this enclosure, the CJCS: 

 

 a.  Oversees the development of doctrine, instructions, manuals, and capability documents to 

facilitate the integration of DoDIN operations, DCO internal defensive measures and supporting 

cybersecurity activities and capabilities into joint operations. 

 

 b.  Advises on and assesses joint military requirements for capabilities to protect the DoDIN  

assisted by the Joint Requirements Oversight Council in accordance with DoDI 5000.02 

(Reference (bm)). 

 

 c.  Provides advice, guidance, direction, and assistance for capability interoperability and 

supportability matters for the protection of the DoDIN in accordance with Reference (w) and in 

coordination with DoD Components. 

 

 d.  Ensures that exercise OPFOR conducting cyberspace operations are as realistic as 

possible for the DoDIN with limited constraints on the exercise OPFOR for reasons of safety or 

operational security.  Additional OPFOR capabilities requirements will be reviewed in 

coordination with the CIMB to identify overall costs and to minimize the potential for 

duplication of effort. 

 

 e.  Reviews professional military education curricula to ensure inclusion of relevant topics 

related to DoDIN operations, DCO internal defensive measures, and the supporting activities and 

capabilities to protect the DoDIN, in coordination with the USD(P). 

 

 

17.  CDRUSSTRATCOM.  In addition to the responsibilities in section 14 of this enclosure, the 

CDRUSSTRATCOM: 

 

 a.  Synchronizes planning for cyberspace operations in accordance with the Unified 

Command Plan (Reference (bn)). 

 

 b.  Directs the security, operations, and defense of the DoDIN through the 

CDRUSCYBERCOM in accordance with References (bn), the Secretary of Defense 

Memorandum (Reference (bo)), and OPORD OPERATION GLADIATOR PHOENIX 

(Reference (bp)).  CDRUSSTRATCOM is vested with directive authority for cyberspace 

operations (DACO), delegable to CDRUSCYBERCOM to issue orders and directives to all DoD 

Components for the execution of Global DoDIN operations and DCO internal defensive 

measures to compel unity of action to secure, operate and defend the DoDIN in accordance with 

Reference (ac). 
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 c.  Executes assigned responsibilities to protect the DoDIN in accordance with Reference 

(bn) and CJCS Instruction 6510.01F (Reference (bq)). 

 

 d.  Advocates for the capability requirements of the DoD Components to protect the DoDIN. 

 

 e.  Plans for, coordinates, and deploys cyber mission forces to protect the DoDIN in 

accordance with References (ba), (bb), (bc), (bd), and deployment orders. 

 

 f.  Plans for, directs, and deconflicts DCO internal defensive measures to search actively for 

unauthorized activity and advanced persistent threats within the DoDIN in accordance with 

Reference (bp) and in coordination with DIRNSA/CHCSS; Director, DIA; Director, DISA; and 

other DoD Components. 

 

 g.  Establishes, maintains, and directs standardized tactics, techniques, and procedures in 

which commanders and DoD Component heads ensure network availability, the security and 

defense of mission critical or essential systems, and that integrates approved response options to 

protect warfighter, business, and intelligence functions in cyberspace. 

 

 h.  Provides the DoD CIO; Director, DIA; DIRNSA/CHCSS; and the CJCS, for the purposes 

of including their consideration as components of readiness assessments, with: 

 

  (1)  Summaries of findings from DoDIN vulnerability assessments, intrusion 

assessments, evaluations, inspections, exercises, DoD cyber red team operations, and lessons 

learned from military operations. 

 

  (2)  Associated findings addressing systemic issues, disclosures of sensitive network 

architecture information, exploited vulnerabilities, successful tactics and techniques, and trends 

in poor user security practices.  

 

 i.  Supports the development of cyberspace IRs and provides support to the Combatant 

Commands. 

 

 j.  Establishes requirements and direction for situational awareness for DoDIN operations and 

DCO internal defensive measures including actionable warning intelligence and AS&W 

information on adversary threats. 

 

 k.  Oversees and directs actions by NOSCs and supporting GENSER and SE cybersecurity 

service providers in coordination with the DoD Components. 

 

 l.  Supports the cybersecurity service provider process in accordance with Reference (q). 

 

  (1)  Continuously monitors the performance of GENSER and SE cybersecurity service 

providers and their plans of action and milestones (POA&Ms) from evaluations or inspections to 

ensure compliance with requirements in accordance with Reference (q). 
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  (2)  Authorizes DoD cybersecurity service providers to offer GENSER cybersecurity 

services to DoD Components or DoD mission partners following DISA evaluation. 

 

  (3)  Reviews reciprocity requests and supporting GENSER or SE evaluation 

documentation for joint CDRUSSTRATCOM and Director, DIA authorization for a 

cybersecurity service provider to provide both GENSER and SE cybersecurity services, as 

required, in coordination with the Director, DISA; and the Director, DIA. 

 

 m.  Authorizes DoD cyber red teams to conduct operations across the DoDIN, following 

DIRNSA/CHCSS evaluation. 

 

 n.  Provides procedures for the reporting of DoD cyber red team, blue team, inspection team, 

or CMF team operational network activities conducted as part of an operation, evaluation, 

vulnerability assessment, intrusion assessment, or inspection to the DoD CIO, CJCS, and the 

other DoD Component heads.   

 

 o.  Establishes operational requirements for shared information from an enterprise sensor grid 

for DoDIN situational awareness automated capability in coordination with the CJCS and the 

DoD CIO. 

 

 p.  Coordinates with the USD(AT&L) and DoD CIO on the development and, where 

applicable, the acquisition of automated capabilities for DoDIN situational awareness that 

support DoD information network operations and protection of the DoDIN. 

 

 q.  Verifies that operational requirements are included in the development of the DoDIN 

operations portions of the DoD Enterprise and the JIE architectures. 

 

 r.  Maintains awareness of and deconflicts DoDIN operations and DCO internal defensive 

measures including ongoing or projected assessments, intrusion assessments, evaluations, 

inspections, red team operations, exercises, and operations directed in the DoDIN in coordination 

with the DoD Components. 

 

 s.  Develops joint standardized inspection criteria for cybersecurity activities supporting 

DoDIN operations and DCO internal defensive measures. 

 

 t.  Conducts joint compliance inspections of DoD Component cybersecurity activities in 

accordance with Reference (bp)-assigned cyberspace operations responsibilities. 
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ENCLOSURE 3 

 

DoD COMPONENT ACTIVITIES TO PROTECT THE DoDIN 

 

 

1.   GENERAL 

 

 a.  This enclosure identifies a set of cybersecurity activities that are required for DoDIN 

operations and DCO internal defensive measures to protect the DoDIN.   

 

 b.  These activities include, but are not limited to:   

 

  (1)  Vulnerability Assessment and Analysis. 

 

  (2)  Vulnerability Management. 

 

  (3)  Malware Protection. 

 

  (4)  Information Security Continuous Monitoring (ISCM). 

 

  (5)  Cyber Incident Handling. 

 

  (6)  DoDIN UAM for DoD Insider Threat Program. 

 

  (7)  Warning Intelligence.   

 

 c.  These activities enable DoD Components to implement active or passive actions and 

measures to mitigate or counter vulnerabilities and threats to the DoDIN.  By effectively uniting 

the skills and capabilities of assigned cybersecurity personnel, supporting service providers and 

CMF will enable DoD to protect the DoDIN.   

 

 

2.  VULNERABILITY ASSESSMENT AND ANALYSIS ACTIVITIES.  Vulnerability 

assessment and analysis are vital proactive activities to determine the adequacy of cybersecurity 

measures for DoDIN assets.  Vulnerability assessment and analysis apply a variety of techniques 

(e.g., network discovery, network and host vulnerability scanning, penetration testing) to identify 

vulnerabilities and to assess whether DoDIN assets conform to recommended security policies 

and configurations.  The DoD Vulnerability Assessment and Analysis activities: 

 

 a.  Provide the capability to determine systematically the current adequacy of cybersecurity 

measures for the DoD Component portion of the DoDIN; identify deficiencies; provide data 

from which to predict the effectiveness of proposed cybersecurity measures; and confirm the 

adequacy of such measures after implementation.  Guidance on information security testing and 

assessment can be found in NIST SP 800-115 (Reference (br)). 
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 b.  Employ organic and external capabilities to conduct vulnerability assessments, intrusion 

assessments, insider threat assessments, penetration testing, cyber red team operation 

assessments, or inspections to evaluate the ability of or compliance with DoD Component 

organization defense plans, DoDIN operations’ activities, and cybersecurity service provider 

ability to provide required supporting cybersecurity services. 

 

 c.  Perform network and host vulnerability scanning to verify vulnerability remediation, 

identify open ports, vulnerable software, and misconfigured services on a network, and identifies 

specific host operating system and application misconfigurations and vulnerabilities in 

accordance with Reference (bq) and CJCSM 6510.02 (Reference (bs)). 

 

 d.  Provide the CDRUSSTRATCOM visibility and insight into the cybersecurity status of 

their respective portion of the DoDIN to assess risk to the DoDIN through reports, findings, and 

analyses resulting from vulnerability assessments, intrusion assessments, evaluations, 

inspections, exercises, DoD Cyber Red Team operations, or lessons learned from 

military operations. 

 

 e.  Validate that DoD Component cyber red teams employed externally to the DoD 

Component’s portion of the DoDIN are authorized to conduct those operations in accordance 

with Reference (am). 

 

 f.  Inform the CDRUSSTRATCOM and the DIRNSA/CHCSS of ongoing DoD Component 

cyber red team operations.  If a DoD Component has multiple authorized cyber red teams, a 

single office or organization must be designated as the point of contact for maintaining visibility 

of all the DoD Component cyber red team operations and coordinating activities with 

USSTRATCOM and the DIRNSA/CHCSS. 

 

 

3.  VULNERABILITY MANAGEMENT PROGRAM.  Vulnerability management requires 

preemptive actions by DoD organizations to identify and prevent the exploitation of DoDIN 

vulnerabilities.  Vulnerability management is used by DoD organization to identify, categorize, 

remediate, and mitigate vulnerabilities in DoDIN assets.  The primary objective of vulnerability 

management is to detect and remediate vulnerabilities in a pre-emptive approach based on threat 

and mission operations.  Vulnerabilities will either be mitigated or accepted based on risk 

management (e.g., threat impact is low; correction would affect mission operations).  The DoD 

Vulnerability Management Program: 

 

 a.  Requires a system inventory including hardware equipment, operating systems, and 

software applications and applies DoD required and organization-accepted standard security 

configurations to improve the effectiveness and reduce the time and resources required to 

conduct DoDIN operations and DoD Component or CDRUSSTRATCOM DCO internal 

defensive measures. 

 

 b.  Provides the capability to receive threat, vulnerability, and attack notifications; and take 

directed corrective actions to mitigate potential vulnerabilities or threats to the DoD 
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Component’s portion of the DoDIN in accordance with Reference (bs), and as described in NIST 

SP 800-40, Revision 3 (Reference (bt)). 

 

 c.  Establishes a vulnerability management process and procedures that provide positive 

control to implement actions on the DoD Component-owned or operated portion of the DoDIN 

in accordance with CDRUSSTRATCOM orders or other directives issued through the 

CDRUSCYBERCOM, such as a TASKORD or vulnerability management alert for patching or 

configuration changes. 

 

 d.  Verifies DoD Component organizations and individuals take directed actions, maintain 

POA&Ms and provide compliance status through the relevant DoD Component reporting chain 

to CDRUSCYBERCOM in accordance with Reference (bs) and DoD Component head and 

CDRUSCYBERCOM guidance. 

 

 

4.  MALWARE PROTECTION PROCESS.   Malware protection that is properly implemented 

and maintained helps prevent damaging attack by countering unauthorized changes made to 

software and hardware by malicious code that could otherwise leak information or disable 

capabilities.  Malware protection helps an organization protect against and respond to software or 

firmware intended to perform an unauthorized process that will have an adverse impact on the 

confidentiality, integrity, or availability of a system.  The DoD malware protection process: 

 

 a.  Provides the capability to prevent malware incidents such as from malicious code, 

malicious logic, or malicious applets; detects and analyzes malware; contains the spread of 

malware and prevents further damage; eradicates the malware from infected hosts; employs 

mitigating actions to prevent reinfection; and restores functionality and removes temporary 

containment measures as described in NIST SP 800-83, Revision 1 (Reference (bu)). 

 

 b.  Employs malware detection mechanisms at DoDIN entry and exit points (e.g., firewalls, 

email servers, Web servers, proxy servers, remote access servers) and at endpoint devices (e.g., 

workstations, servers, mobile computing devices) on the network to detect and remove malicious 

code transported by electronic mail, electronic mail attachments, Web accesses, removable 

media or other means, or inserted through the exploitation of DoDIN vulnerabilities. 

 

 c.  Configures malware detection mechanisms to perform periodic scans of the DoDIN in 

accordance with current DoD and DoD Component guidance. 

 

 d.  Incorporates malware incident prevention and handling into awareness training. 

 

 

5.  ISCM.  ISCM provides constant observation and analysis of the operational states of systems 

to provide decision support regarding situational awareness and deviations from expectations.  

Overall ISCM furnishes ongoing observation, assessment, analysis, and diagnosis of an 

organization’s cybersecurity posture, cyber hygiene, and cybersecurity operational readiness.  

The DoD ISCM:  
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 a.  Establishes the capability to capture, correlate, analyze, and provide continuous visibility 

into DoD assets; and the security status of DoD Components represented by the security domains 

monitored; assesses the compliance, effectiveness, and changed state of security controls 

protecting the DoD Component-owned or -operated portion of the DoDIN; and maintains 

ongoing awareness of information security, threats, and vulnerabilities to support organizational 

risk management decisions.  Guidance on ISCM can be found in NIST SP 800-137 (Reference 

(bv)), NIST SP 800-37 (Reference (bw)), and NIST SP 800-39 (Reference (bx)). 

 

 b.  Supports DoDIN operations by providing ongoing awareness of threats and security status 

of traffic, fault, performance, bandwidth, route, and associated network management areas.  

ISCM also supports monitoring of employee use of the DoDIN to detect anomalous activity in 

accordance with Reference (y). 

 

 c.  Supports DoDIN operations and DCO internal defensive measures by providing ongoing 

awareness and security status of reportable cyber events and incidents.  This capability supports 

timely informed and actionable cyber incident handling decisions in accordance with CJCSM 

6510.01B (Reference (by)). 

 

 d.  Supports the RMF by providing ongoing awareness and security status of the posture of 

an organization’s information and systems.  This capability supports timely informed and 

actionable risk decisions and continued RMF decisions in accordance with Reference (f).   

 

 e.  Synchronizes requirements through the DoD Information Security Continuous Monitoring 

Working Group (ISCMWG).  The DoD ISCMWG is the assigned governance body for ISCM 

collaboration, cooperation, and coordination; the principal venue by which DoD synchronizes 

policy, strategy, and requirements for ISCM implementation across DoD national security 

systems (NSSs) and non-NSSs. 

 

 

6.  CYBER INCIDENT HANDLING PROGRAM.  DoD cyber incident handling program 

protects, monitors, analyzes, and detects unauthorized or anomalous activity on the DoDIN.  

Information such as classified data spills, unauthorized access, and outages are collected and 

distributed through a joint incident management system.  The DoD Cyber Incident 

Handling Program: 

 

 a.  Provides the capability to analyze and respond to events or cyber incidents to mitigate any 

adverse operational or technical impact on the DoD Component-owned or -operated portion of 

the DoDIN in accordance with Reference (by), Committee on National Security Systems 

Instruction (CNSSI) No. 1010 (Reference (bz)), and as described in NIST SP 800-61 

(Reference (ca). 

 

 b.  Ensures the acquisition and preservation of copies of digital media, logs, and investigative 

and technical data associated with cyber intrusion incidents, investigations, and operations 

required for tactical analysis, strategic analysis, or law enforcement investigations in accordance 

with Reference (ca). 

 



DoDI 8530.01, March 7, 2016 

ENCLOSURE 3 31 

 c.  Requires DoD Components to report all incidents that appear to be violations of federal 

law to DoD Component defense criminal investigative organizations; law enforcement 

organizations; and the IG DoD.  Incidents involving cleared defense contractors will be reported 

to DSS as described in Reference (k) and DoDD 5240.06 (Reference (cb)). 

 

 d.  Requires DoD Components to develop, implement, and enforce procedures to prevent, 

handle, isolate, contain and mitigate incidents involving the unauthorized disclosure of classified 

and CUI in accordance with References (be), (bf), (bg), and (by); CNSSP No. 18 (Reference 

(cc)); and CNSSI No. 1001 (Reference (cd)). 

 

 

7.  DoDIN UAM FOR DoD INSIDER THREAT PROGRAM.  DoDIN user monitoring 

capability and system auditing capability will support UAM to detect, deter, and mitigate insider 

threats.  The UAM information compiled from these sources, integrated with information from 

various other sources (e.g., human resources, law enforcement, and counterintelligence) supports 

analysis and response to counter insider threats on the DoDIN.  The DoD Insider Threat 

Program’s UAM:  

 

 a.  Requires a user monitoring capability and auditing capability to identify and evaluate 

anomalous activity by DoDIN users for the DoD Insider Threat Program in accordance with 

Reference (y).  The development and implementation of these capabilities supports UAM and 

requires coordination between the USD(I), USD(P), USD(P&R), USD(AT&L), and DoD CIO. 

 

 b.  Implements minimum standards for UAM in accordance with References (y) and (z).  

This includes procedures to maintain audit data and preserve audit data chain of custody. 

 

 c.  Establishes procedures for responding to anomalous user activity on the DoDIN, including 

procedures to mitigate potential damage to data on the DoDIN and to contact applicable DoD 

Component investigative authority when necessary in accordance with References (y) and (by) 

and DoDD 5240.26 (Reference (ce)). 

 

 

8.  WARNING INTELLIGENCE AND AS&W.  Warning intelligence activities are intended to 

detect and report time-sensitive intelligence information on foreign developments that forewarn 

of hostile actions or intentions against U.S. partners or interests as described in JP 2-0 (Reference 

(cf)).  AS&W can provide detection and reporting of time-sensitive information on developments 

that could involve a threat to the enterprise system or provide the enterprise a warning that an 

attack is happening.  This would include the detection, correlation, identification, and 

characterization of intentional unauthorized activity with notification to decision makers so that 

an appropriate response can be developed.  Warning intelligence and AS&W information: 

 

 a.  Provides the capability to receive notice of AS&W and warning intelligence information 

provided by intelligence organizations such as DIA and the National Security Agency. 

 

 b.  Supports analysis of threats, suspicious or malicious network traffic, and attacks. 
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 c.  Enables the DoD Components to prevent or mitigate impact to the DoD Component-

owned or -operated portion of the DoDIN. 

 

 

9.  ACCOUNTABILITY 

 

 a.  Individuals and organizations will be held accountable for implementing DoD Component 

activities outlined in this enclosure, including actions directed by DoD Component heads to 

protect the DoDIN.  This includes: 

 

  (1)  Commanders, authorizing officials, information system security managers, 

information system security officers, program managers, project and application leads, 

supervisors, network administrators, systems administrators, and users responsible for 

implementing directed actions. 

 

  (2)  DoD Component internal or external cybersecurity service providers who are 

responsible for implementing cybersecurity services in accordance with DoD Component policy, 

MOAs, contracts, or support agreements such as a DD Form 1144, “Support Agreement” in 

accordance with Reference (m). 

 

 b.  Actions may be taken against military and civilian personnel who knowingly, willfully, or 

negligently compromised, damaged, or placed at risk systems by not ensuring implementation of 

DoD system security requirements in accordance with this instruction; References (h) and (be); 

and supplemental DoD Component policies and procedures. 

    

 c.  Defense contractors are responsible for ensuring their employees perform under the terms 

of the contract and applicable directives, laws, and regulations, and must maintain employee 

discipline.  The contracting officer, or designee, is the liaison with the defense contractor for 

directing or controlling contractor performance in accordance with the contract.  Outside of the 

assertion of criminal jurisdiction for misconduct, the contractor is responsible for disciplining 

contractor personnel.  Criminal jurisdiction within the United States could be asserted by 

Federal, State, or local authorities.  For defense contract personnel integrated into contingency 

operations outside the United States, see Reference (bl). 

 

 d.  In order to hold individuals accountable, DoD Components must ensure that they receive 

required training and certifications for their positions and understand their responsibilities in 

accordance with References (h) and (be); DoDD 8140.01 (Reference (cg)); and additional DoD 

Component training or certification requirements.  
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ENCLOSURE 4 

 

CYBERSECURITY INTEGRATION INTO DoDIN OPERATIONS 

 

 

1.  CYBERSECURITY ACTIVITIES INTEGRATION   

 

 a.  DoD Components will organize and integrate cybersecurity activities to support DoDIN 

operations and DCO internal defensive measures consistent with published orders and directives. 

 

 b.  DoD Component subordinate organizations and authorizing officials responsible for 

systems will comply with orders or directives from CDRUSSTRATCOM and their DoD 

Component authority designated to direct the security, operations, and defense of the DoD 

Component’s portion of the DoDIN. 

 

 c.  Figure 1 represents the flow of information between organizations to implement directed 

DoDIN operations and DCO internal defensive measures.  DoD requires horizontal and vertical 

DoDIN situational awareness across DoD organizations.  The figure shows the transition to JIE 

with the placement of enterprise operations centers (EOCs), core data centers, installation 

processing nodes, installation services nodes, and special purpose processing nodes described in 

Reference (d). 

 

Figure 1.  DoDIN Operations, DCO Internal Defensive Measures, and Situational Awareness 
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2.  CYBERSECURITY ACTIVITIES TO PROTECT THE DoDIN.  The DoD Component-

owned or -operated portion of the DoDIN will be aligned with a NOSC and an integrated 

capability to conduct cybersecurity activities.  This cybersecurity capability may be obtained 

from within a DoD Component or from an authorized external DoD Component service 

provider.  All service providers must be authorized in accordance with Reference (q). 

 

 a.  The system owners and authorizing officials will comply with actions directed from their 

aligned NOSC using internal cybersecurity organizations and supporting cybersecurity service 

providers.  Figure 2 provides a view of the alignment of systems and relationships between 

current DoD Component NOSC, USSTRATCOM, and the transition to the JIE as described in in 

Reference (d). 

 

Figure 2.  Notional View of Current and Future Integration of Cybersecurity Activities 

 

 
 

  (1)  Actions will be implemented as directed by the joint or DoD Component NOSC in 

accordance with CDRUSSTRATCOM and DoD Component orders and directives. 

 

  (2)  Cybersecurity services may be provided to an individual system by one or more 

cybersecurity service providers through a NOSC. 
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  (3)  The owner or operator of a system that does not have connectivity to the DoDIN 

must have processes to receive orders and directives, report compliance with directed actions, 

and provide the capability to exchange information and reporting on the security status of the 

system through the appropriate DoD Component headquarters. 

 

 b.  The cybersecurity service provider responsibilities and the subscriber responsibilities for 

each cybersecurity service provided will be specifically assigned and documented. 

 

  (1)  These cybersecurity service provider and subscriber responsibilities will be 

documented in a support agreement, MOA, contract, or in accordance with applicable DoD 

Component issuance (e.g., CONOPs). 

 

  (2)  Cybersecurity services provided will be aligned with applicable security controls.  

The implemented security controls will be documented in the support agreement, MOA, 

or contract.  

 

  (3)  The cybersecurity service subscriber will ensure the use of appropriate controls and 

oversight measures with respect to agreements. 

 

 c.  DoD Component organizations that own or operate or have operated on their behalf 

systems have ultimate responsibility for the security of their systems and will be held 

accountable for leveraging findings from readiness inspections.  Although the cybersecurity 

service provider is responsible for a specific set of cybersecurity services, in certain areas the 

primary responsibility for cybersecurity activities may still remain with the DoD system owner 

to implement actions in accordance with the documented support agreement.  DoD Component 

organizations that own or operate systems: 

 

  (1)  Will validate that support agreements are comprehensive and define organizational 

roles and responsibilities and the scope and applicability of the cybersecurity service(s) to be 

provided by the DoD cybersecurity service providers, including those provided to 

tenant organizations. 

 

  (2)  Will establish and maintain records identifying cybersecurity service provider(s) and 

cybersecurity services provided to their organization, including the DoD Component portions of 

the DoDIN or specified system serviced; GENSER or SE designations; authorizing official; 

mission criticality; internet protocol address ranges; and the corresponding physical location for 

each owned or operated system including those operated on behalf of the DoD Component 

organization by a mission partner. 

 

  (3)  Must register these systems in accordance with their DoD Component guidance and 

will be held accountable if found not aligned with a DoD Component or external NOSCs and 

supporting cybersecurity service provider(s). 
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  (4)  Will monitor the effectiveness of cybersecurity services provided by either a DoD 

Component or an external cybersecurity service provider.  Issues that cannot be resolved 

concerning support agreement responsibilities will be reported to their DoD Component CIO. 

 

  (5)  Will verify POA&Ms to correct deficiencies or weaknesses identified during 

evaluations or inspections by the DoD Component or by external organizations such as 

CDRUSSTRATCOM; Director, DISA; DIRNSA/CHCSS; or Director, DIA, are maintained by 

the DoD Component.  POA&Ms and subsequent updates will be provided to 

CDRUSSTRATCOM and Director, DISA, for GENSER systems, and Director, DIA, for SE 

systems as required. 

 

  (6)  Will report cybersecurity service provider changes through their DoD Component 

head to CDRUSSTRATCOM and Director, DISA, for GENSER systems or to Director, DIA, for 

SE systems. 

 

  (7)  Will forward issues between DoD Components that cannot be resolved on the 

implementation of cybersecurity services or alignment of cybersecurity service providers through 

the DoD Component CIO to the DoD CIO or to the CJCS, as appropriate. 

 

  (8)  Will submit the evaluation request package for cybersecurity services through the 

DoD Component headquarters in accordance with Reference (q).   

 

  (9)  May, if currently authorized to provide GENSER or SE cybersecurity services, 

submit a reciprocity request for evaluation to provide GENSER and SE cybersecurity services in 

accordance with Reference (q).   

 

   (a)  Evaluation of requests to provide reciprocal cybersecurity services will 

encompass a review of current evaluation documentation and an evaluation of areas not covered 

in current documentation as the basis to recommend authorization to provide additional 

GENSER or SE cybersecurity services. 

 

   (b)  Authorization to provide GENSER and SE cybersecurity services will be 

coordinated between the CDRUSSTRATCOM, the Director, DISA, and the Director, DIA. 

 

 d.  DoD Component organizations will establish a contract, MOA, support agreement, or 

international agreement with a mission partner that identify specific interconnection DoDIN 

operations responsibilities between the DoD Component and mission partner; the cybersecurity 

requirements for mission partner systems; and protection requirements for DoD data resident on 

mission partner systems. 

 

  (1)  Capabilities and requirements for activities outlined in Enclosure 3 must be 

incorporated into formal agreements based on: 

 

   (a)  A DoD Component risk assessment. 
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   (b)  DoD risk tolerance guidance provided by the DoD risk executive in accordance 

with Reference (f). 

 

   (c)  Applicable Federal, DoD, and DoD Component policy and regulations on DoD 

CIO authorized interconnection of mission partner systems to the DoDIN, including the DISA 

Connection Process Guide (Reference (ch)) and CDRUSSTRATCOM orders or other directives 

issued through CDRUSCYBERCOM. 

 

  (2)  Classified information processed and stored on contractor systems will be in 

accordance with: 

 

   (a)  References (h) and (k). 

 

   (b)  The required contract cybersecurity requirements clause in accordance with DoD 

5220.22-R (Reference (ci)). 

 

   (c)  Subpart 4.4 of the Federal Acquisition Regulation (Reference (cj)) for contractors 

operating under the NISP. 

 

  (3)  Unclassified DoD information in the possession or control of non-DoD entities on 

non-DoD systems will have adequate cybersecurity requirements provided through all contracts, 

grants, or other legal agreements in accordance with DoDI 8582.01 (Reference (ck)).  DoD 

unclassified controlled technical information resident on or transiting through DoD contractor 

project, enterprise, or company-wide unclassified information technology system(s), of non-DoD 

entities on non-DoD systems will have adequate cybersecurity requirements in accordance with 

Defense Federal Acquisition Regulation Supplement Clause 252.204-7012 (Reference (cl)). 

 

  (4)  Mission partners will be required by contract, MOA, support agreement, or 

international agreement to meet cybersecurity requirements or obtain cybersecurity services in 

order to connect to the DoDIN. 

 

   (a)  DoD Component contracts will require Defense contractors to meet cybersecurity 

requirements or obtain cybersecurity services in order to connect to the DoDIN in accordance 

with Reference (ch). 

 

   (b)  Support agreements such as an MOA established in collaboration with the DoD 

CIO will require federal mission partners directly connected to the DoDIN to subscribe to a DoD 

cybersecurity service provider, or establish their own equivalent cybersecurity service capability 

assessed by the DoD CIO and Director, DISA, as compliant with or equivalent to Reference (q) 

requirements, applicable Committee on National Security Systems (CNSS) requirements, and 

NIST guidelines. 

 

   (c)  Federal mission partners connecting to the DoDIN via a DoD CIO approved 

DMZ will be responsible for protecting their information networks in accordance with CNSS 

requirements.  The DoD CIO approved DMZs provide cybersecurity services to protect, monitor, 

detect, and respond to potential attacks on the DoDIN via the DMZs.  Federal mission partners 
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may request that DISA provide cybersecurity services for their interconnection to a DoD CIO 

approved DMZ on a subscription basis. 

 

   (d)  Negotiation and conclusion of international agreements for interconnection with 

mission partners that are allies, coalition members, host nations and other nations, and 

multinational organizations will be subject to and consistent with Reference (n). 

 

  (5)  Mission partner DMZ or point-to-point interconnections to the DoDIN will be in 

accordance with Reference (ch). 

 

  (6)  Mission partner interconnections with the DoDIN must have validated requirements 

approved by a sponsoring DoD Component and the DoD CIO. 

 

   (a)  Sponsors will ensure all connection request fulfillment actions are completed. 

 

   (b)  Sponsors will complete or assist the non-DoD mission partner with providing 

appropriate authorization package in accordance with References (f), (h), and (ci); as described 

in Reference (bw); or other applicable guidance for a specific mission partner interconnection. 

 

 

3.  CYBERSECURITY SERVICE PROVIDERS   

 

 a.  The DoD Components will: 

 

  (1)  Support evaluation of DoD Component cybersecurity service providers’ services in 

accordance with Reference (q).  For an organization not evaluated and authorized to provide 

cybersecurity services, forward a request for evaluation to DISA or DIA in accordance with 

Reference (q). 

 

  (2)  Oversee DoD Component cybersecurity service provider(s) development and 

publication of cost models, as required, for providing cybersecurity services to protect DoD 

Component or externally owned or operated systems connected to the DoDIN through a support 

agreement, MOA, or contract. 

 

  (3)  Measure the effectiveness of cybersecurity service provider services provided in 

accordance with support agreements, MOAs, or contracts.  Resolve issues that cannot be 

resolved between a DoD Component cybersecurity service provider and the external subscribers, 

as required. 

 

 b.  The DoD CIO Cybersecurity Service Provider Process Manager will: 

 

  (1)  Maintain guidance to evaluate the maturity level of DoD cybersecurity service 

providers to provide services in accordance with Reference (q). 

 

  (2)  Develop, implement, and maintain a process to validate Federal mission partner 

capability to provide equivalent cybersecurity services and evaluate the risk to the DoDIN. 
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  (3)  Validate the designation of the systems either as SE or GENSER, as defined in the 

Glossary. 

 

  (4)  Maintain a list of DoD GENSER and SE cybersecurity service providers authorized 

to provide cybersecurity services, in coordination with the CDRUSSTRATCOM; the Director, 

DIA; and the Director, DISA. 

 

 c.  Cybersecurity service providers will: 

 

  (1)  Offer and provide cybersecurity services in accordance with Reference (q). 

 

  (2)  Execute cybersecurity responsibilities and authorities in accordance with DoD 

Component policy, MOAs, contracts, or support agreements. 

 

  (3)  Comply with directives and orders of USSTRATCOM and supported DoD 

Component NOSC and organizations. 

 

  (4)  Document all supported entities and associated systems in accordance with DoD 

Component policy, MOAs, contracts, or support agreements.  

 

 

4.  DoD CIO CYBERSECURITY ARCHITECT.  The DoD CIO Cybersecurity Architect: 

 

 a.  Oversees development DoD cybersecurity architectures to support protection of the 

DoDIN in coordination with DoD Components. 

 

 b.  Advises DoD Components’ cybersecurity architects and capabilities boards, panels, and 

working groups on: 

 

  (1)  Architecture priorities as related to the DoD cybersecurity reference architecture. 

 

  (2)  Enterprise capability gaps that require operational and technical requirements and 

solutions development. 
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GLOSSARY 

 

 

PART I.  ABBREVIATIONS AND ACRONYMS 

 

AS&W attack sensing and warning 

ASD(R&E) Assistant Secretary of Defense for Research and Engineering  

  

CDRUSCYBERCOM Commander, United States Cyber Command 

CDRUSSTRATCOM Commander, United States Strategic Command 

CIO Chief Information Officer 

CIMB Cyber Investment Management Board 

CJCS Chairman of the Joint Chiefs of Staff 

CJCSM Chairman of the Joint Chiefs of Staff Manual 

CMF Cyber Mission Forces 

CNSS Committee on National Security Systems 

CNSSD Committee on National Security Systems Directive 

CNSSI Committee on National Security Systems Instruction 

CNSSP Committee on National Security Systems Policy 

CONOPS concept of operations 

CUI controlled unclassified information 

  

DACO directive authority for cyberspace operations 

DCO defensive cyberspace operations 

DIA Defense Intelligence Agency  

DIRNSA/CHCSS Director National Security Agency/Chief Central Security Service  

DISA Defense Information Systems Agency 

DMZ demilitarized zone 

DoD CIO DoD Chief Information Officer 

DoDD DoD Directive 

DoDI DoD Instruction 

DoDIN DoD information network 

DoDIN operations DoD information network operations 

DoDM DoD Manual 

DOT&E Director, Operational Test and Evaluation 

DSS Defense Security Service 
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EOC enterprise operations center 

EXORD execute order 

  

FED federal 

FISMA Federal Information Security Modernization Act 

  

GC, DoD General Counsel of the Department of Defense 

GENSER general service  

  

IC intelligence community 

ICS industrial control system 

IG DoD Inspector General of the Department of Defense 

IR intelligence requirement 

ISCM Information Security Continuous Monitoring 

ISCMWG Information Security Continuous Monitoring Working Group 

  

JCIDS Joint Capabilities Integration and Development System 

JFHQ-DoDIN Joint Force Headquarters-DoDIN 

JIE Joint Information Environment 

JP Joint Publication 

JWICS Joint Worldwide Intelligence Communications System 

  

MOA memorandum of agreement 

  

NISP National Industrial Security Program 

NIST National Institute of Standards and Technology 

NOSC network operations and security center 

NSS national security system 

  

OPFOR opposing force 

OPORD operation order 

PCA Principal Cyber Advisor 

PIT platform  information technology 

POA&M plan of action and milestones 

  

REL releasable 
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RMF Risk Management Framework 

  

SAP special access program 

SCI sensitive compartmented information 

SE special enclave 

SP Special Publication 

  

TASKORD tasking order 

  

UAM user activity monitoring 

USD(AT&L) Under Secretary of Defense for Acquisition, Technology, and Logistics 

USD(I) Under Secretary of Defense for Intelligence 

USD(P) Under Secretary of Defense for Policy 

USD(P&R) Under Secretary of Defense for Personnel and Policy  

USSTRATCOM United States Strategic Command 

 

 

PART II.  DEFINITIONS 

 

Unless otherwise noted, these terms and their definitions are for the purposes of this instruction. 

 

AS&W.  Defined in CNSSI No. 4009 (Reference (cm)). 

 

continuous monitoring.  Defined in Reference (cm). 

 

control system.  Defined in Reference (i) 

 

cybersecurity.  Defined in Reference (h). 

 

cybersecurity service.  A service provided or subscribed to in order to protect the DoDIN.  

Cybersecurity services include capabilities to implement DoD Component activities addressing 

vulnerability assessment and analysis; vulnerability management; malware protection; 

continuous monitoring; incident handling; insider threat process to identify and evaluate 

anomalous user activity; and warning intelligence and AS&W to protect the DoDIN.   

 

cybersecurity service provider.  An organization that provides one or more cybersecurity services 

to implement and protect the DoDIN. 

 

cyberspace.  Defined in JP 1-02 (Reference (cn)). 

 

cyberspace operations.  Defined in Reference (cn). 
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defensive cyberspace operations.  Defined in Reference (cn). 

 

DACO.  Directive authority for the purpose of issuing orders to DoD Components in order to 

assure the effective functioning and defense of the entire DoDIN. 

 

DoDIN.  Defined in Reference (cn). 

 

DoDIN operations.  Defined in Reference (cn). 

 

DoDIN situational awareness.  An environment where DoDIN operations, internal defensive 

measures, vulnerability, and adversary threat information can be shared in real time to provide 

actionable information between enterprise operations centers, network operations and security 

centers, cybersecurity service providers, and mission partners.  DoDIN operations activities and 

situational awareness of these activities are the foundation of cyberspace situational awareness.  

DoDIN operations are fundamental to the commander’s situational awareness of the operational 

environment as described in Reference (e). 

 

GENSER.  Unclassified or classified systems that are not subject to the enhanced security 

protections (e.g., safeguarding, access requirements) required for SCI or special access program 

(SAP) information. 

 

ICS.  Defined in Reference (i). 

 

ISCM.  Defined in Reference (cm). 

 

incident handling.  Defined in Reference (cm). 

 

information system.  Defined in Reference (cm). 

 

insider threat.  Defined in Reference (cm). 

 

internal defensive measures.  Actions to dynamically reestablish, re-secure, reroute, reconstitute, 

or isolate degraded or compromised DoDIN in response to unauthorized activity or alert and 

threat information. 

 

malicious applets.  Small application programs automatically downloaded and executed that 

perform an unauthorized function on an information system. 

 

malicious code.  Defined in Reference (cm). 

 

malicious logic.  Defined in Reference (cm). 

 

malware.  Defined in Reference (cm). 

 

mission partners.  Defined in Reference (t).  
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NOSC.  The term NOSC will be used generically in this instruction for the various types and 

names used for network operations and security centers organized by joint or DoD Components 

to direct and manage operations and cybersecurity activities to protect the DoDIN, including JIE 

enterprise operations centers (EOCs). 

 

NSS.  Defined in Reference (cm). 

 

penetration testing.  Defined in Reference (cm). 

 

PIT system.  Defined in Reference (h).  

 

RMF.  Defined in Reference (cm). 

 

red team.  Defined in Reference (cm). 

 

risk tolerance.  Defined in Reference (cm). 

 

SE.  Systems with special security requirements, such as a SAP, special access requirements, or 

SCI. 

 

situational awareness.   Cyberspace situational awareness is the requisite current and predictive 

knowledge of cyberspace and the operational environment upon which cyberspace operations 

depend including factors affecting friendly and adversary cyberspace forces.  Also see DoDIN 

situational awareness. 

 

spillage.  Defined in Reference (cm). 

 

unauthorized disclosure.  Defined in Reference (cm). 

 

vulnerability.  Defined in Reference (cm). 

 

vulnerability assessment.  Defined in Reference (cm). 

 

warning intelligence.  Defined in Reference (cn). 
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ATTACHMENT Q

Questions and Answers Template

Solicitation Number: GSC-QF0B-16-32968

PARAGRAPH # PARAGRAPH TITLE QUESTION GOVERNMENT RESPONSE

1 B.5.2 Direct Labor Rates

Offeror's must map proposed labor categories to Alliant labor 

categories.  Are the proposed categories capped by the offeror's 

Alliant rates?

No, the offeror's proposed rates are not capped by the Alliant 

labor category rates. 

2 C.2 Scope

The scope includes work locations at Camp Pendleton, CA and 

Kansas City, MO.  What functions and what elements of the 

MCNOSC workforce currently operate in those two locations?

DCOS currently maintains an Incident Management and 

Network Sensor Support presence on site at Camp Pendleton 

acting as a warm site. Please see TOR updates in sections 

C.4.2.1.1 and C.4.3.2 regarding support required in Camp 

Pendleton, CA. Please also see F.4 regarding Kanasas City, 

MO instructions.

3 C.3.1 MCNOSC Policies and Guidance

Are the three references that were not provided with the TOR 

(DoD Instruction O-8530.02, DoD Directive O-8530.01, and 

DoD O-8530.01-M) available in a reading room or some other 

venue?

DoDI 8530 is included as an attachment in this amendment.

4 C.4.1.9 Subtask 9--Transition In

The paragraph states the updated Transition-In Plan is due within 

five working days of task order start.  Section F, Deliverable 03, 

states the plan is due within five working days of task order 

award.  Please confirm the due date for the updated Transition-In 

Plan.

Section F, Deliverable 03 has been updated. 

5 C.4.2.1.1
Cyber Watch & Incident Response 

Support

The MCNOSC currently operates within an existing Cyber 

Watch and Incident Response structure.  In order to minimize 

service disruption within the MCNOSC organization, as required 

by para C.4.1.9, will the Government identify current staffing 

levels of the Cyber Watch and Incident Response functions so 

offerors can conform proposed solutions and accommodate 

transition activities to the existing structure?

  The Government will not provide any historial data. 

 It is the Government's intent to have the offorer's propose the 

necessary staffing to support the requirement.  

6 C.4.2.1.2 Advanced Incident Handling

The MCNOSC currently performs 24X7 Advanced Incident 

Handling functions within an existing structure.  In order to 

minimize service disruption within the MCNOSC organization, 

as required by para C.4.1.9, will the Government identify current 

staffing levels for the Advanced Incident Handling function so 

offerors can conform proposed solutions and accommodate 

transition activities to the existing structure? 

Please refer to Question 5.

7 C.4.2.2 Hunt Team

The paragraph identifies an average of 10 operations per year at a 

length of 4 to 6 weeks.  Were the 10 operations conducted on a 

24X7 basis or were the  operations performed primarily during 

the course of normal duty days during the 4 to 6 week periods?

No, the Hunt Team performs all operations during the 

standard hours of operation (shift schedule) provided in F.5, 

All tasks requiring 24x7 support are specified in the TOR. 

Please refer to the TOR requirements for 24x7 support.

8 C.4.2.3 Hunt Team

Does the Government require Hunt Team operations on a 24X7 

basis?

No, the Hunt Team performs all operations during the 

standard hours of operation (shift schedule) provided in F.5, 

All tasks requiring 24x7 support are specified in the TOR. 

Please refer to the TOR requirements for 24x7 support.

Note to Offerors: Please provide the specific paragraph reference using the Section/Sub-Section numbers in the solicitation.
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PARAGRAPH # PARAGRAPH TITLE QUESTION GOVERNMENT RESPONSE

9 C.4.2.2.f Hunt Team

Has the process of "…directly [managing] Hunt operations … 

from inception to final after action reporting" historically 

occurred within the 4 to 6 week periods identified earlier in para 

C.4.4.2?
Yes, that 4-6 week period encompasses the whole operation.

10 C.4.2.2.f Hunt Team

What resources, in terms of labor categories and/or FTE, has the 

MCNOSC historically invested in "…directly [managing] Hunt 

operations … from inception to final after action reporting?" Please refer to Question 5.

11 C.4.2.3.1 Malware and Forensics Support

The paragraph states the MCNOSC Team completed more than 

132 forensics investigations, and analyzed more than 371 

malicious files in calendar year 2014.  However, there is no 

information identifying the scale of the investigations or files 

reviewed in terms of time or manpower.  How much time and 

manpower--either in total or by individual investigation/ 

analytical effort--was expended to conduct the investigations and 

analyze the malicious files?

The Government will not provide historical staffing levels as 

the historical funding and requirements are not an exact 

representation of the request made in this TOR. 

12 C.4.2.3.2 Exploit Analysis

What is the historical level of effort associated with the Exploit 

Analysis function?

Please refer to Question 5.

13
C.4.3,.1, C.4.3.2, 

C.4.3.3, C.4.3.4

Task 3 - Sensor Grid Support (and 

several following subtasks)

The Contractor is directed to support the "Host Assessment Team 

(HAT)" several times throughout Task 3; however the Host 

Assessment Team itself is not defined or identified in the TOR.  

What is the nature, composition, and scope of responsibility of 

the HAT?

Please see TOR updates to section C.4.3.4. Task C.4.3.4 is 

now titled Host Assessment and the subtask has been 

removed.

14 C.4.3.1 Host Based Security
What lead-time should offerors expect if/when the Government 

decides to exercise this optional task?

The Government anticipates notifying the contractor at least 1 

- 2 months in advance of exercising the optional tasks. 

15 C.4.3.1 Host Based Security

If exercised, what is the anticipated duration of this optional task? The duration of the optional task is undetermined at this time. 

Please refer to section L.5 for the overall cost range for all 

optional tasks. For the purpose of pricing, the Government 

assumes a full 12 months of support per contract period.

16 C.4.3.2 Network Sensor Support

What is the historical staffing level associated with the 24X7 

Network Sensor Support coverage? The Government will not provide historical staffing levels as 

the historical funding and requirements are not an exact 

representation of the request made in this TOR. 
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17 C.4.3.2 Network Sensor Support

Does Network Sensor Support coverage also occur at Camp 

Pendleton?
Yes, there is NSS on-site support at Camp Pendleton. Please 

see TOR updates in sections C.4.2.1.1 and C.4.3.2 regarding 

support required in Camp Pendleton, CA.

18 C.4.3.3
Signature Management & 

Development

What is the historical staffing level associated with the Signature 

Management & Development function?
Please refer to Question 5.

19 C.4.3.3.e
Signature Management & 

Development

Are the test environment and resources (facility and hardware) 

identified in this paragraph shared with or common to the test 

environments identified in paragraphs C.4.3.1.f and C.4.3.3.k?

The majority of the test environments described in C.4.3.3.E, 

C.4.3.1.F and C.4.3.3.K are the same.  There are other labs 

maintained by the MCNOSC where testing is done.

20 C.4.3.4 Information Assurance

What is the historical staffing level associated with the 

Information Assurance function?
Please refer to Question 5.

21 C.4.4.3 Red Team (MCIART)

The paragraph identifies 10 to 15 "full scale" and 15 short-

duration "small scale" operations per year.  The scale referenced 

is not clear in terms of staff requirements, duration, FTE, 

workload or other measures.  Please clarify and/or quantify the 

scale of the operations.

The support referenced consists of the development of custom 

malware in support of targeted operations that range from two 

weeks in duration to operations that last approximately four to 

six weeks in duration.  These operations evaluate and assess 

the security posture of individual units both in garrison and 

deployed (small scale operations) as well as assessments of 

the Marine Corps Enterprise Network (large scale 

operations). Please see updates to the TOR in section C.4.4.3.

22 C.4.5.a Training

The Training Management Plan is part of the optional task.  

Section F.6 (deliverable 09) requires the Training Management 

Plan 15 workdays after the Kick Off meeting.  Paragraph C.4.1.8 

requires the Training Management Plan to be submitted as part of 

the Staffing Plan.  Please confirm whether the Training 

Management Plan requirement is part of the optional task, or will 

be performed as part of the mandatory labor CLIN and if 

mandatory, under which task it should be reported.

Section F, Deliverable 09 has been updated. The Training 

Management Plan is due within 15 workdays after exercising 

task 5. 

23 F.4 Places of Performance

The RFP mentions that relocation requirements will be provided 

at a later time. Should offerors assume cost associated with the 

relocation are included within the travel and/or ODC Not to 

Exceed (NTE) number?

No, the Government does not anticipate relocating anyone, 

however, if so,   than the Government would consider those 

costs with the ODC CLIN.

Page 3 of 20



PARAGRAPH # PARAGRAPH TITLE QUESTION GOVERNMENT RESPONSE

24 F.4 Places of Performance

What functions of the MCNOSC project must be performed at 

Camp Pendleton? and what is the historical staffing to perform 

those functions at Camp Pendleton?
Please see TOR updates in sections C.4.2.1.1 and C.4.3.2 

regarding required support in Camp Pendleton, CA. However, 

the Government will not provide historical staffing levels as 

the historical funding and requirements are not an exact 

representation of the request made in this TOR. 

25 F.4 Places of Performance

What is the historical staffing  performing  functions at Camp 

Pendleton?
Please refer to Question 5.

26 F.5 & L.5
MCNOSC Hours of Operation and 

Coverage

These paragraphs reference personnel under an alternate work 

schedule; however, no paragraph clearly designates any personnel 

or positions for the alternate work schedule.  Which positions are 

expected to work the alternate schedule?

The alternate work schedule referenced in F.5 are the shifts 

required of personnel designated to  support 24x7 operations. 

Personnel supporting 24x7 operations will be required to 

work under the Alternate Work Schedule. The Government 

will require the offeror to indicate personnel supporting the 

Alternate Work Schedule in the Project Staffing Plan 

Template (see updated Attachment O) 

27 F.5
MCNOSC Hours of Operations and 

Coverage

The paragraph states, "The Contractor shall ensure the minimum 

staffing required to maintain operational effectiveness is met in 

the Incident Management and Sensor Grid Support Functions."  

However, no insight into "minimum staffing" is provided.  

Recognizing the Government does not intend to direct offeror 

solutions the absence of insight into the existing organization or 

into minimum acceptable staffing levels is puzzling, especially 

considering the Government's explicit requirement to minimize 

operational disruption.  The draft TOR issued on 24 Nov 2015 

contained a very informative and useful table outlining minimum 

staffing for MCNOSC functions that permitted offerors insight 

into the MCNOSC organizational structure necessary to perform 

tasks.  The information could be used to help offerors minimize 

adverse impact on the organization during transition.  Will the 

Government provide planning information, similar to the 

minimum staffing requirement table appearing in Section F.5 

(Work Schedule/ Coverage) of the November 2015 draft TOR?  

Due to changes to the requirement, the historical data 

provided on November 24 is no longer valid. As such, please 

refer to the response found in Question 5.

28 F.5
MCNOSC Hours of Operations and 

Coverage

Alternatively, please confirm that the minimum staffing 

requirements appearing in the November 24 draft TOR reflect the 

minimum required staffing for MCNOSC activities.  

No, the draft TOR does not reflect the current 

requirement/TOR. The Government will not provide 

historical staffing levels as the historical funding and 

requirements are not an exact representation of the request 
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29 H.2 Key Personnel Substitution

H.2 requires replacement personnel to have qualifications "equal 

to, or greater than, those of the personnel being substituted". 

Personnel should be acceptable as long as they meet the labor 

category requirements. Recommend rewording to state, 

"Substitute personnel qualifications shall meet or exceed the labor 

category requirements for the position of the personnel being 

substituted." 

The Government requirement stands.

30 H.5.1 Security Clearances

The paragraph requires at least 50% of the Hunt Team and 50% 

of the Malware/ Forensics Support Personnel to hold TS/SSBI 

clearances on award.  How many positions constitute 50% of the 

applicable positions?

The Government will not provide historical staffing levels as 

the historical funding and requirements are not an exact 

representation of the request made in this TOR. 

31 H.14 Training Facility Requirements

Paragraph refers to Attachment U, Training Equipment List.  Will 

the Government provide Attachment U?

Attachment U has been provided as a part of this amendment. 

This requirement will not be necessary until Task 5 is 

exercised. 

32 H.14 Training Facility Requirements

The paragraph states the 16 laptops for training support will be 

contractor property. Are costs associated with obtaining the 

laptops reimbursable?  Are the costs associated with obtaining the 

laptops included within the ODC NTE number? 

The Government will reimburse the contractor for providing 

an operational facility, readily available for training needs via 

Task 5, if exercised.  The Government considers the laptop 

availability and any other logistical needs to be a part of the 

service and cost of the operational facility, which will be 

reimbursed via the ODC CLIN.  The current plug number 

includes the cost of the operational training facility, and 

assumes a full 12 months of availability."  

33 H.14 Training Facility Requirements

Accurate cost information for the training facility is sensitive to a 

factors such as when the facility is required and duration of the 

requirement.  Given the uncertainty of the requirement, is the cost 

of the training facility--if and when the optional task is exercised--

included within the ODC NTE number?

Yes, costs assicated with providing the facility will be 

reimbursed via ODCs. 

34 J.1 List of Attachments

Attachment U, Training Equipment List, was not included in the 

TOR or in Amendment 1.  Will the Government make 

Attachment U available?

Attachment U has been provided as a part of this amendment. 

This requirement will not be necessary until Task 5 is 

exercised. 
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35 L.1
Solicitation Provisions Incorporated 

by Reference

FAR 52.222-46 Evaluation of Compensation for Professional 

Employees states, "Additionally, proposals envisioning 

compensation levels lower than those of predecessor contractors 

for the same work will be evaluated on the basis of maintaining 

program continuity, uninterrupted high-quality work, and 

availability of required competent professional service employees. 

Offerors are cautioned that lowered compensation for essentially 

the same professional work may indicate lack of sound 

management judgment and lack of understanding of the 

requirement...Failure to comply with these provisions may 

constitute sufficient cause to justify rejection of a proposal."

Incorporating this clause into the solicitation heavily favors the 

incumbent contractor who knows the salaries of its employees 

working under the incumbent contract. It appears the 

Government has mitigated the risk of lowered compensation 

levels by establishing a range for mandatory and optional labor 

and by providing a NTE value for surge support. Recommend 

removing this FAR clause from the solicitation as the 

Government has mitigated the risk. If the Government decides to 

keep this FAR clause in the solicitation, we request that the 

current and historic salary levels of incumbent personnel be 

provided so offerors can provide realistic rates and pricing in 

accordance with the clause and Government's expectations.

This Clause will be removed.

36 L.5 General Information

The paragraph states that offerors "…shall use ODC CLINs to 

provide approximately 20 third-party training seats annually …" 

Are the costs of all anticipated third-party training seats included 

within the ODC NTE number?

Yes, all costs associated with the purchasing of training seats 

are included within the ODC CLINs. 

37 L.5 General Information

Does the Government anticipate using the training facility, 

identified in paragraph H.14 as an optional task area to 

accommodate the third-party training events? 

No, the Government does not anticipate using the 

Contractor's Training Facility to accommodate third-party 

training events.

38 L.6.2 Proposal Part II

The paragraph states the CO will schedule the oral 

presentation after all proposals have been received.  For 

planning purposes, how soon after proposal submission 

should offerors expect to make the oral presentation?

The Government anticipates Oral Presentations to be 

scheduled immediately following the due date of 

proposals and will be conducted as early as April 4, 2016. 

39 L.8.3 Draft Transition-In Plan

The paragraph requires a draft Transition-In Plan featuring "… an 

approach that provides for a seamless transition  from the 

incumbent to the new contractor."  The paragraph later requires 

the plan to "... discuss the expected roles and responsibilities of 

the incumbent contractor and information expected from the 

incumbent."  Will the Government provide information about any 

existing Transition-Out Plans so offerors can construct the 

seamless approach?

The standard Transition-Out Plan includes the information 

detailed in section C.4.1.10. Specifics will be provided upon 

award. 

40 L.8.3 Draft Transition-In Plan

Recognizing the MCNOSC has undergone organizational 

changes since the Industry Day when the organization was 

described to potential offerors--and again referring to the 

requirement for an approach for seamless transition--will the 

Government provide an organizational chart or some other 

information outlining the existing incumbent contractor support 

The MCNOSC organizational structure provided at the 

industry day is still current. However, the Government will 

not provide historical staffing levels as the historical funding 

and requirements are not an exact representation of the 

request made in this TOR.
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41 L.8.6.c
Key Personnel Qualification Matrix 

(Letter of Commitment)

As written, the letter of commitment requirement  indicates the 

proposed key person must be employed by the offeror at the time 

of proposal submission.  Some proposed key personnel, who 

intend to join the offeror's team if the contract is awarded, may 

currently be employed elsewhere.  Will the Government revise 

the Letter of Commitment language to say, "...including a 

statement that the proposed Key Person named intends to accept 

employment by the offeror team and is available ..."

See updates in section L.8.6.

42 L.10.1
Oral Technical Proposal 

Presentation Constraints

The paragraph instructs offerors to "…provide 6 appropriately 

bound hard copies of the presentation materials (including slides, 

transparencies)."  Later in Section L, Paragraph L.10.2 states "No 

other media [presumably referring to the presentation slides] may 

be used." What other presentation materials besides 

slides/transparencies does paragraph L.10.1 permit.

No other media besides presentation slides shall be permitted.

43 L.10.1
Oral Technical Proposal 

Presentation Constraints

 Again referring to the requirement to "…provide 6 appropriately 

bound hard copies of the presentation materials (including slides, 

transparencies)." Are these six bound copies in addition to the 

bound copy of the presentation slides delivered with Proposal 

Parts I and II, or are these six additional copies provided at the 

time of the presentation?

The six bound copies shall be delivered with Part II of the 

proposal. No additional copies are required on the day of the 

presentation.

44 L.10.2
Oral Technical Proposal 

Presentation Media

This paragraph limits font size on slides to 12 point.  Earlier 

instructions (paragraph L.6, Submission of Offers) limits font size 

on slides to 10 points ("Charts/Graphics test must maintain a font 

minimum of 10 point, including in the Part III slides ...").   What 

is the correct font size limitation for slides in Proposal Part III?

The standard font size for slides is limited to 12 point font 

size with the exception of Charts/Graphics which is limited to 

10 point font size.

45 Cover Letter
Part III: Oral Technical Proposal 

Presentation

Can the Government please confirm that Part III: Oral Technical 

Proposal Presentation refers to part of the acquisition in which 

down selected offerors are to present their oral presentation and 

that no other hardcopy deliverable is required as the presentation  

hardcopies will be delivered in PART II: Written Technical 

Proposal?

The hard copies of the presentation are due with the Part II 

submission (separately bound). The Government will not be 

conducting a down select.

46 B.4 CLIN X003 Surge Support

Please confirm that the CLIN X003 NTE amounts are inclusive 

of fixed fee on Surge Support labor cost.

Please see updates to section B.4 and Section L.5.  Surge 

Support is no longer a plug number.  The Government has 

provided the anticipated workload for CLIN X003, as a 

percentage of the estimated workload for CLIN X001.  

Offerors shall provide labor categories, hours and rates on a 

CPFF basis for CLIN X003 as a part of the proposal.

47 C.3.1 MCNOSC Policies and Guidance

The performance work statement (PWS) references several DoD 

standards and directives, all of which are not readily available. 

Please provide a copy of DoD Directive O-8530.01, "Computer 

Network Defense (CND)," January 8, 2001, as special access is 

required to obtain this document.

DODI 8530.01 (DTD 20160307) reissues DoDD O-8530.1 as 

a DoDI and incorporates and cancels DoDI O-8530.2.

48 C.4.1.4
Subtask 4 - Prepare a Project 

Management Plan (PMP)

Subitem C.4.1.4.b states that the PMP should contain detailed 

Standard Operating Procedures (SOPs) for all tasks. Please 

confirm that for the proposal submission we should only discuss 

how we create and maintain SOPs for each task.

The PMP is due following the award of the task order. The 

written and oral technical proposal and presentation shall be 

submitted in accordance with the proposal instructions in 

Section L.

49 E.1
Section E - Inspection and 

Acceptance

Can the government please confirm that E.1 is Reserved and has 

not been inadvertently left out of the solicitation?
Confirmed

50 F.5
MCNOSC Hours of Operation and 

Coverage

Are contractors in any task area required to work 3rd shift that 

runs from midnight to 7:00 am?

 No, please refer to section F.5 for standard hours

 of operation and work schedules. 
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51
Section H.1, and Section 

L.10.1

Key Personnel & Oral Technical 

Proposal Presentation Constraints

In Section L.10.1. the government states only those persons 

assigned to the TO as Key Personnel, as described in Section H.1, 

will be allowed to participate in the Oral Technical Proposal 

Presentation.  Section H.1 lists the "minimum personnel who 

shall be designated as Key."  Will contractor designated Key 

Personnel, beyond the five explicitly identified by the 

government, be allowed to speak at and participate in the Orals 

Yes.

52 H.14 Training Facility Requirements
Please confirm that the CLIN X005 ODCs amounts are inclusive 

of contractor's training facility cost.

In the event the Training Faciliy is requested, all contractor 

training facility costs will be reimbursed via ODCs.

53 H.14
Training Facility Requirements 

(Optional)

This section states the training facility shall be equipped with a 

minimum of 16 laptops and then it references Attachment U for 

Training Equipment List.  Please provide Attachment U.

Attachment U has been provided as a part of this amendment. 

This requirement will not be necessary until Task 5 is 

exercised. 

54
H.6.2, Section J 

Attachment G

Non-Disclosure Requirements, 

Corporate Non-Disclosure 

Agreement

Please confirm an NDA is not required with the proposal 

submission unless a certain condition is met, i.e. "Contractor acts 

on behalf of or provides advice with respect to any phase of an 

agency procurement…?"

Confirmed 

55 L.2.f General Instructions

Can the government please provide an estimate of time for 

when down selected offerors will be asked to present the orals 

technical proposal presentation so that offerors may plan 

accordingly? 

The Government anticipates Oral Presentations to be 

scheduled immediately following the due date of 

proposals and will be conducted as early as April 5, 2016. 

56 L.6.2.f & L.8.6

L.6.2 Proposal Part II & L.8.6 Key 

Personnel Qualification Matrix 

(TAB R)

Please confirm that the Letter of Commitment for each Key 

Person is not included in the 5 pages allocated for each key 

person's qualification matrix?

Confirmed

57
L.6.2.h,  L.8.8, L.8.9 & 

L.6.2.i

L.6.2.h Technical Assumptions (if 

any, no page limit) (TAB T); L.8.8 

Section 508 Compliance Statement 

(TAB T); L.8.9  Technical 

Assumptions (TAB U); and L.6.2.i 

Copy of Oral Technical Proposal 

Presentation Slides (separately 

bound) (TAB U)

L.6.2.h states that TAB T is the Technical Assumptions section 

while L.8.8 states that TAB T is Section 508 Compliance 

Statement.  Section L.8.9 states that TAB  U is  the Technical 

Assumptions. Finally L.6.2.i states that TAB U is a copy of the 

Oral Technical Proposal Presentation Slides. Please clarify what 

is under Tabs T and U.

TAB T is deginated for the Section 508 Compliance 

Statement. TAB U is designated for the Technical 

Assumptions. The Oral Technical Proposal Presentation 

Slides shall be seperately bound as Part III.

58 L.6.2.i & L.6

L.6.2.i. Copy of Oral Technical 

Proposal Presentation Slides 

(separately bound) (TAB U) and L.6 

Submission of Offers

L.6.2.i states that the oral presentations slides should be included 

in Volume II of the proposal as TAB U.  However, L.6 states that 

the Oral Presentation should be included as separately bound 

volume, i.e., Part III.  L.6 also further states, "The oral technical 

proposal presentation slides, Part III, shall be separately bound 

from Parts I and II." Please clarify that the oral presentation slide 

deck should only be included in Part III as a separately bound 

volume.

The Oral Technical Proposal Presentation Slides shall be 

separately bound and submitted with Part II. 

59 L.7 (last sentence)
Submission of the Written 

Cost/Price Proposal (Part I)

Please clarify that the cost detail (narrative, indirect rates, direct 

labor rates and fixed fee) is only required from 

subcontractors/team members that are expected to be awarded a 

cost type subcontract and not T&M subcontractors?

Confirmed 

60 L.7.1 (h)
Cost/Price Supporting 

Documentation.

Please clarify that the Prime only (and not team 

members/subcontractors) is required to submit the Total 

Compensation Plan and classification plan required in Tab H and 

Tab C. 

This information is required only under Tab H and only from 

the Prime.
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61 L.7.1 (i)
Subcontractor Supporting 

Documentation.

Subcontractors may submit proprietary data directly to the 

Contracting Officer or through the prime contractor in a separate, 

sealed envelope.  Please confirm that this submission should also 

be one original, one paper and an electronic copy. And, if so,  

please specify the media for the electronic copy (e.g. CD).

Confirmed. The electronic copy can be submitted as a CD 

and/or DVD

62 L.7.1.h
Cost/Price Supporting 

Documentation (Tab H)

TOR L.7.1.h states that "Additionally, under Tab C, the offeror 

shall submit the cost narrative, the compensation plan, and the 

classification plan." Please clarify whether the above-mentioned 

documents are required in Tab C or Tab H.

L.1.7.1 has been corrected state the documents are required in 

Tab H.

63 M.1.b Method of Award

This section implies the government may consider verbal 

communications as proposal revisions without allowing proposal 

revisions. This could potentially disadvantage offerors if the 

government misinterprets a verbal response and provides no 

recourse for further clarification. Would the government consider 

removing this statement? Or allowing offerors to submit proposal 

revisions?

The implication stated in the question is not accurate. M.1 b 

establishes the Government's perogative to ask clarifying 

questions that allow for achieving clarity about the proposal, 

if that is necessary. The responses received will be limited to 

clarifications and will not be considered proposal revisions, 

will not allow for proposal revisions and will not be 

considered to be discussions. In accordance with M.1 a., the 

Government reserves the right to award based on initial 

proposals received.. 

64 General Not Applicable

Due to the amount of detail required in the response, the number 

of attachments for review, and the parallel preparation activities 

of both the Written Technical and the Oral Technical 

presentation sections, we respectfully ask for an extension of the 

proposal submission date from March 31, 2016 to April 21, 2016 

to provide enough time for offers to submit compliant and 

compelling proposals.

No, an extension will not be granted.

65 C.2 & F.4 Scope & Place(s) of Performance

Paragraph C.2 provides two secondary sites - Camp Pendleton, 

CA and Kansas City, MO.  Paragraph F.4 states that "the 

secondary site for this work will be performed at Camp 

Pendleton, CA. During the duration of this task order, the 

secondary site is anticipated to move to Kansas City, MO, at 

which time the Government will provide the Contractor with 

specific relocation requirements."  Please clarify if the secondary 

sites are supported simultaneously or if offerors should assume 

the secondary site is Camp Pendleton, CA until further notice.  

Please also clarify if offerors for estimating purposes should 

assume a specific move date to Kansas City, MO or if for 

estimating purposes should offerors assume the move does not 

occur.  Can offerors assume that any ODCs required for the move 

are included in the Government provided estimate?

For estimation purposes, the offeror shall assume the 

secondary site is Camp Pendleton, CA. The relocation date is 

unknown at this time. The Government will negotiate any 

relocation requirements at the appropriate time. 

66 F.4 (p. F-1)

PLACE(S) 

OF 

PERFORMANCE

Could you please provide historical information regarding the 

number of trips per month and the associated average duration to 

include travel time?

No, the Government has provided an NTE CLIN for the 

purposes of travel. 

67 C.4.1.9 SUBTASK 9 – TRANSITION-IN

Attachment W – Cyber Incident Response Scenario states that 

there was a 60 day transition period. Paragraph C.4.1.9 states that 

all transition activities will be completed 30 calendar days after 

the start date of the order. Please clarify.

Please refer to Attachment W for updates. 
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68

L.6.1.c

L.7.1.c

Current Forward Pricing 

Agreements (TAB C)

Current Forward Pricing 

Agreements or Recommendations 

Tab C titles conflict. Which one is correct? Please see changes in section L.7.1.c.

69

L.6.1.d

L.7.1.d

Management Systems (Adequate 

Cost Accounting and Purchasing 

System) (TAB D)

Management Systems (Approved 

Cost Accounting and Purchasing 

System) (Tab D).

Tab D titles conflict. Which one is correct? Please see changes in section L.7.1.d.

70

L.6.2.h

L.8.8

Technical Assumptions (if any, no 

page limit) (TAB T)

SECTION 508 COMPLIANCE 

STATEMENT (TAB T)

Tab T titles conflict. Which one is correct? Please see changes in section L.6.2 and L.8.8

71

L.6.2.i

L.8.9

Copy of Oral Technical Proposal 

Presentation Slides (separately 

bound) (TAB U)

TECHNICAL ASSUMPTIONS 

(TAB U)

Tab U titles conflict. Which one is correct? Please see changes in section L.6.2 and L.8.9

72
L.2 and others within L 

and M
General Instructions

Please provide Standard Form 33 that offerors are to complete.
Provided via Amendment 2

73 C.4.1.4.h Subtask 4 - PMP

Please provide additional information regarding the Integrated 

Master Schedule (IMS) requirements since a significant portion 

of this effort will be responding to incidents that can not be 

predicted or remove this requirement from the PMP.

The Government does not expect the Contractor to plan for 

unscheduled events or incidents. 

74 C.4.1.9 Subtask 9 - Transition-In

Section L states that the Draft Transition-In Plan include an 

approach that provides for a seamless transition from the 

incumbent to the new contractor and that the Plan identify the 

roles and responsibilities of the offeror including proposed 

schedule(s) and milestones to ensure no disruption of service. 

The Plan shall also identify and discuss the expected roles and 

responsibilities of the incumbent contractor and information 

expected from the incumbent. This information is highly 

dependent on the incumbent contractor's Transition-out plan.  

Please provide a copy of the incumbent contractor's Transition-

The standard Transition-Out Plan includes the information 

detailed in section C.4.1.10. Specifics will be provided upon 

award. 

75
Section B and C.4.1.9 

and Section L.8.3
Transition-In

Please clarify if Transition-In is to be included as part of the Base 

Period CLIN or is the government going to include a Transition-

In CLIN in Section B.  Additionally, should the staffing plan 

show a ramp up for the Transition-In period?

The offeror shall assume Transition is included in CLIN 

0001. The Government does not prescribe a staffing approach 

to transitioning.

76 Section M.3 Cost/Price Evaluation

It is requested that other than cost realism and reasonableness that 

the Transition-In costs not be included as part of the total 

evaluated price in order to prevent the incumbent contractor from 

having a competitive advantage.

Transition will be included in the total evaluated price. 

77 Sections E, F and G

Please confirm that the missing sections such as E.1, F.1, F.2, 

G.1, G.2, G.3, etc., are intended to be omited in the RFQ and are 

the applicable provisions in the Alliant contract.

Confirmed
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78 Section F.4 Places of Performance

Please confirm that at the time of required travel for OCONUS 

locations that cost in accordance with the Department of State 

Table of Allowances are allowable and included in the 

Government estimate for ODCs.

Confirmed

79 Section G.9.6.1.1.l Cost Plus Fixed Fee CLINs

It is requested that this section be revised to read "current 

approved provisional billing rates" since this clause pertains to to 

invoicing vs. proposal pricing.

Please updates to Section G.9.6.1.1.l

80 Section J.1 List of All Attachments

Please provide Attachment U Training Equipment List 

(Specifications) and advise if the contractor is to provide this 

equipment and is included in the ODC plug numbers in Section 

B.

Attachment U has been provided as a part of this amendment. 

This requirement will not be necessary until Task 5 is 

exercised. All training facility costs including equipment are 

included in the ODC plug number.

81 Section L.3 Submission of Questions

It is requested that offerors be provided the opportunity to submit 

any additional questions  within 2 business days after issuance of 

answers to the questions submitted by March 8th so long as the 

additional question(s) pertain to clarifying a response provided by 

the Government.

Submission of additional questions will not be allowed.

82 Section L.6 Submission of Offers
Does "such as" include a compliance matrix and list of figures in 

addition to the items listed?
Yes.

83
Section L.6.1.c, L.7.b 

and L.7.1.c

Due to timing of offeror's fiscal year relative to this RFQ, offerors 

may not yet have a FPRA or FPRR from their cognizant 

DCMA/DCAA office.  Therefore, it is requested that these 

sections be revised to allow for submission of either the FPRA, 

FPRR or Forward Pricing Rate Proposal dependent on each 

offeror's circumstance in order for an offeror to be compliant with 

the solicitation.

Section L.7.b language has been revised as such,  "If the 

offeror has any applicable approved Forward Pricing Rate 

Agreements (FPRA) and/or DCAA Forward Pricing Rate 

Recommendations, adequate proof of this information shall 

be provided.  If the FPRA or FPPR does not currently exist, 

then the Government will accept a Forward Pricing Rate 

Proposal (FPRP). However, please also provide the last FPRA 

or FPRR along with the FPRP." 

84 L.7.1.a Cost/Price Tabs - Tab A OCI Please confirm this is completion of Section H.6.1.c of the RFQ. Confirmed

85 C.4.3.1.i

SUBTASK 1 –HOST BASED 

SECURITY (OPTIONAL TASK) - 

Host Assessment Team (HAT) 

Support

Please see updates to Section C.4.3.4. 

86 C.4.3.2.l

SUBTASK 2 – NETWORK 

SENSOR SUPPORT - Host 

Assessment Team (HAT) Support

Please see updates to Section C.4.3.4. 

87 C.4.3.3.n

SUBTASK 3 – SIGNATURE 

MANAGEMENT AND 

DEVELOPMENT - Host 

Assessment Team (HAT) Support

Please see updates to Section C.4.3.4. 

88 C.4.3.4.e

SUBTASK 4 – INFORMATION 

ASSURANCE - Host Assessment 

Team (HAT) Support

Please see updates to Section C.4.3.4. Task C.4.3.4 is now 

titled Host Assessment and the subtask has been removed.

89 C.4.5.ePersonnel Training Certification Requirements: (Table 1)
The key identifies Host Assessment Team (HAT); however, there 

are no HAT courses identified in the table.  Is this an oversight?
See the updated Training Table (Task 5). 

90 General Q&A Response Timing

We assume that questions will be answered in a timely manner by 

15 March.  If responses are delayed we would request a day for 

day extension for each additional day of delay beyond the 15th.

No, an extension "day for day" will not be granted.

91 H.1.1, H.1.3
Program Manager, Sensor Grid 

Technical Lead

Is the Enterprise Level of 50,000 users as a Desired Qualification 

for some Key Personnel adjustable to a lower threshold - such as 

10,000 or 15,000 users as a more appropriate enterprise network 

qualifier?  

The requirement remains as stated.

Is the Host Assessment Team (HAT) part of DCOS?  In what 

section does it belong?  Are there particular requirements to 

support the HAT?
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92 H.1.4

Security Information and Event 

Manager (SIEM) Subject Matter 

Expert

Is the experience leveraging McAfee’s NitroSecurity (or 

Enterprise Security Manager) requirement adjustable to include 

any Enterprise Security Manager (e.g., HP ArcSight Enterprise 

Security Manager)?

The requirement remains as stated.

93 C.4.5.e, H.1.5

Personnel Training Certification 

Requirements: (Table 1), Red Team 

developer Subject Matter Expert

Confirm IAT Level certification required for Red Team 

Developer Key Personnel? 

For Red Team Developer Key Personnel it is desired that the 

position is filled by an IAT Lvl III (see H.1.5) but the 

minimum required is IAT Lvl II (see Table 1 under C.4.5).

94 C.4.5.e

Personnel Training Certification 

Requirements: (Table 1), Signature 

Management

Please confirm IAT Level certification required for Signature 

Management Personnel? IAT Level III (see Table 1 under C.4.5).

95 Attachment S Interrogator

Is the Interrogator IDS based on well known intrusion detection 

systems (e.g., Snort or Bro)? If not, is interrogators a signature or 

anomaly based IDS?

The Interrogator is a government off the shelf product 

maintained by the Army Research Lab (ARL).  This tool 

provides full packet capture for Cyber Watch Analysts.  

96 F.5
MCNOSC Hours of Operation and 

Coverage

Is the government going to provide an updated suggested staffing 

model based on revised PWS? 

No staffing levels will be provided. Please see the response to 

question 27.

97 H.14 Training Facility Requirements
Is the government going to provide attachment U (Training 

Equipment List)?
Yes

98 H.14 Training Facility Requirements

If laptops are contractor property is the government willing to 

reimburse for audio and visual support of the training facility?

The Government will reimburse the contractor via the ODC 

CLIN for the capability to utilize an operational training 

facility to support offsite training needs via Task 5.  

99 C.4.4.3 Red Team (MCIART)

Red Team is not designated as an optional task but staffing 

requirements were not provided in section F.5 Work 

Schedule/Coverage of the TOR. If Sub Task 3 Red Team is not 

optional could the Government provide Red Team staffing 

requirements?

The Government will not provide historical staffing levels as 

the historical funding and requirements are not an exact 

representation of the request made in this TOR. 

100 B.2 Contract Access Fee

Will the Government confirm that Offerors are not to populate 

the CLINs (x006) associated with the CAF amount and that these 

amounts will be entered at contract award?

Please include the access fee in the total proposed cost.

101 C.4.2.1.1.c

Monitor External data sources to 

maintain visibility of net defesne 

threat conditions and emerging 

threats to the MCEN

Provide the number of data sources monitored and the 

incumbents current commentment (in hours per week) to this 

task? 

There are approximately 15 data sources across the enterprise 

across multiple classification domains but we project this 

number to increase as new technologies and solutions are 

added.  The section provides 24x7x365 operations (see 

section F.5 for the Alternate Work Schedule).

102 C.4.2.1.1.x Deployable CND toolkit
Confirm the specified fly-away team support is included in the 

travel estimate provided in section F.4?
Confirmed.

103 C.4.2..3.2.b Exploit Analyst shall statements. Was the shall statement (b) ommitted on purpose or overlooked? Please see changes in section C.4.2.3.2

104 C.4.3.2.g

Provide network defense system 

implementation, installation and 

configuration support to USMC 

installations and forces operating in 

deployed environments.

As the USMC is an expeditionary force whose mission is to be 

quick to react to unpredictable circumstances, please indicate all 

of the necessary resources to meet this requirement are included 

in the C.4.6 Surge Support Task?

Yes

105 C.4.3.4.e

Support the Host Assessment Team 

(HAT) in a weekly analysis of 

systems on the MCEN to identify 

vulnerabilities, anomalous host 

behavior, compromised network 

hardware and advanced malware.

Please provide the number of systems analyzed and the 

incumbent's current comment (in hours per week) to this task? The HAT currently scans approximately 270 systems across 

multiple classification domains. However, the Government 

will not provide historical staffing levels as the historical 

funding and requirements are not an exact representation of 

the request made in this TOR. 
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106 L.5

All courses purchased for 

government and military personnel 

must be accredited and maintain 

accreditation through the American 

National Standards Institute. 

Government approval is required 

before final registration of all third-

party training.

Please indicate the security and experience requirements for any 

instructor teaching courses as part of delivering services under 

this TOR?
All courses are to be approved by the Government before 

purchase. Any specific requirements will be communicated at 

that time.

107 L.7
Submission of Part I Cost/Price 

Proposal Can the Government clarify which subsections (a-e) are apllicable 

to the subcontractors as part of the sealed package? 

Subsections of Section L.7, a through d, are applicable to the 

subcontractors as part of the sealed package. All prime 

offerors are responsible for ensuring that all subcontracts 

include the same type of cost detail.

108 H.1.1 Program Manager Education 
Can years of cyber defense experience substitute for a Bachelor 

Degree in Computer Science or related IT field? 
No

109 H.1.1 Program Manager Experience
Can years of DoD and US Government experiece in cyber 

defense be combined for total years of experience?  
No

110
B.4, CLINs 0003, 1003 

& 2003
Surge Support (C.4.6)

These CLINs are shown as Cost Reimbursable (CR).  As labor 

CLINs, request they be changed to Cost Plus Fixed Fee (CPFF) 

consistent with the other mandatory and optional labor.

 Please see updates to section B.4, L.5.,and section L.7.1.g

111 B.4.1.1, B.4.1.2, B.4.1.3
Cost Reimbursement Surge, Travel 

and ODC CLINs

Please confirm that Surge Support, CLIN x003, is fee bearing 

CPFF labor in execution.
Please see updates to section B.4 and section L.7.1.g

112 B.5.1 Indirect/Material Handling Rate
Please remove the second bullet, since the basic contract does not 

specify a rate.

The second  bullet has been revised to state the following: 

"The basic contract must allow for reimbursement of these 

costs in order for material handling to be allowed on this task 

order."

113 C.4.6
Task 6 - Surge Support (Optional 

Task)

This task requires delivery of a Surge Support Plan.  However, 

there is no corresponding deliverable in Section F. Please confirm 

that the Surge Support Plan will be a deliverable under the 

contract.

Please see Section F, Deliverable 24. 

114 F.4 Place(s) of Performance If it is determined during contract execution that certain 

OCONUS locations are too dangerous to deploy employees (i.e., 

Government support is not adequate in those areas), will the 

Government grant discretion and the right to postpone and/or turn 

down assignments without the Contractor being considered in 

default for having done so? If not, how will the Government 

address this situation?

The government will expect that the contractor can support 

operations only from government secured facilities at the sites 

listed in F.4.  Any assignment to a hazardous duty location are 

given primarily to military and government civilian personnel 

for onsite support.  Contractor would provide remote support.  

In the rare event that onsite support is needed at a hazardous 

duty location, all activities would be executed under the 

protection of US forces. 
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115 F.4 Place(s) of Performance

If at any time during the period of performance, the Contractor in 

its good faith judgment, believes that the security provided by the 

Government is not adequate, the Contractor would give notice of 

its concerns regarding the adequacy of security to the 

Government. Please confirm that in such a situation the 

government customer shall act upon such notification within a 

reasonable time and with due consideration for any exigent 

circumstances; and that if, after a reasonable time after receiving 

such notice from the Contractor, the adequacy of the security 

remains uncorrected,  Contractor, after determining in good faith 

that additional actions are required, can take steps to ensure the 

safety of its personnel, including temporary withdrawal of its 

personnel from the area(s) of concern, until such time as the 

Government corrects the security and the Contractor will not be 

in default for having done so.

The government will abide by the agreement set in the 

contract.  The government does consider safety of all 

personnel (Military, Civilian, Contractor) paramount to the 

success of our mission.

116 F.4 Place(s) of Performance

Please confirm that for OCONUS to hazardous duty locations, 

contractor employees will be embedded with US military forces at 

all times while in hazardous duty locations, included in the US 

Government Emergency and Evacuation plans, and the US 

Government will provide:

     1.      all transportation to and from CONUS to the final 

destination

     2.      all transportation within OCONUS to be provided by US 

Government Forces

     3.      force protection and security commensurate with 

DOD/DOD civilian personnel at work places, living quarters, and 

during all intra-theater movements including Emergency 

Evacuations. i.e., Military Transport and/or armored vehicles.

Confirmed.
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117 F.4 Place(s) of Performance

Please confirm that Contractor and Subcontractor personnel will 

not be armed nor be required to provide security for themselves 

or for the contractor's workforce, and that no Contractor or 

Subcontractor personnel will be required to take up arms or 

perform any act that could cause the status of personnel to 

become any status other than a noncombatant under international 

law, including, but not limited to, the Geneva Convention and 

Laws of the Hague.

Should contractor personnel be required to carry self-defense 

weapons, please confirm that the U.S. Government will provide:

1. weapons training to any Contractor personnel being issued a 

weapon which is consistent with the level of training provided to 

US DOD civilians.

2. weapons and ammunition as GFE to be used for self-protection 

only

3. cost reimbursement for any costs, licenses, or registrations 

required as a result of issuance of weapons.

Confirmed. Please reference FAR 52.225-19, Contractor 

Personnel in a Designated Operational Area or Supporting a 

Diplomatic or Consular Mission Outside the United States, as 

listed under section I.1 FAR 52.252-2 CLAUSES 

INCORPORATED BY REFERENCE (FEB 1998).

118 F.4 Place(s) of Performance

Please confirm that the Contractor shall be authorized to 

temporarily import and export protective personnel equipment 

(e.g., body armor) in support of this contract and pursuant to 22 

CFR 126.4 (a). Contractor will be prepared to temporarily import 

from, and temporarily export to, the following countries: 

AFGHANISTAN, IRAQ, GERMANY, KOREA, AND JAPAN.

The Contractor shall follow the U. S. Government's 

import/export laws, rules and regulations. This task order will 

not/does not authorize the Contractor to make any 

import/export (s) which is otherwise prohibited by virtue of 

other administrative provisions or by any statute.

119 F.4 Place(s) of Performance

Please confirm that if the disclosure, transfer or exchange of 

export-controlled hardware, data, services or technology is 

required, no disclosure, transfer or, exchange is permitted unless 

and until a competent US Government Department or Agency 

issues an export license, Agreement, authorization or other 

approval.

Confirmed. ITAR license will be required.
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120 F.4 Place(s) of Performance

Please confirm that if a Contractor incurs foreign taxes, duties or 

similar charges ("Taxes") during their performance under the 

effort, the US Government will provide Contractors with an 

equitable adjustment for any Taxes as well as any incidental 

compliance expenses that they incur as a direct result of this 

effort and will be reimbursed based on actual incurred costs.

Please reference FAR 52.229-8, Taxes - Foreign Cost 

Reimbursement Contracts, as listed under section I.1 FAR 

52.252-2 CLAUSES INCORPORATED BY REFERENCE 

(FEB 1998).

121 F.6
Task Order Schedule and Milestone 

Dates

The TOR References for Deliverables 03, 25 and 37 appear to be 

incorrect.  Please confirm that the following are the correct TOR 

references:

03, Updated Transition-In Plan, TOR Reference C.4.1.9

25, Transition-Out Plan, TOR Reference C.4.1.10

37, Network Security Posture Report, TOR Reference C.4.2.1.2.

Please see changes in Section F.6

122 H.9 Purchasing Systems
Please confirm that the H.9 purchasing system requirement 

applies only to the Offeror and not to subcontractors.
Confirmed

123 L.6 Submission of Offers

Section L.6 states that all electronic files shall be in Microsoft 

Word or Excel formats. Please confirm that it is acceptable to 

deliver the Oral Technical Presentation Slides in Microsoft 

PowerPoint format.

Confirmed. Also, PDF files will be allowed for executed 

documents such as Letters of Commitment

124 L.6 Submission of Offers

The referenced paragraph gives font size specifications for text 

and charts/graphics. For tables, our experience shows that a 

proportionally-spaced font of not less than 10 point makes for 

better readability. Please confirm that a proportionally-spaced 

font of not less than 10 point is allowed for tables.

Confirmed

125 L.6 Submission of Offers

The referenced paragraph states: "Charts/Graphics text must 

maintain a font minimum of 10 point, including in the Part III 

slides, and 11” x 17” paper may be used in staffing plan charts 

when providing tables and charts." To facilitate evaluation, we 

would like to keep the staffing plan table (Part II, Tab Q) sized so 

the table fits within the 17" width of the paper. Solicitation 

Attachment O provides a staffing plan table template in which 8 

point fonts are used. We request the Government allow the use of 

8 point fonts in Part II Tab Q so that the table remains within the 

17-inch width of the document when printed.

Request is acceptable.

126 L.6 and L.10.2

L.6: Submission of Offers; L.10.2: 

Oral Technical Proposal 

Presentation Media

Section L.6 states that minimum font in the Part III slides is 10 

point. Section L.10.2 states that the slides shall not contain any 

fonts smaller than a proportionally spaced font (such as TNR) of 

at least 12 point. Please confirm that 10-point font is acceptable 

for charts/graphics in slides.

Confirmed
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127
L.6.2 and L.8.8, L.8.9, 

and L.8.10

L.6.2: Proposal Part II; L.8.8: 

Section 508 Compliance Statement 

(Tab T); L.8.9: Technical 

Assumptions (Tab U); L.8.10: Oral 

Technical Proposal Presentation 

(Part III)

Section L.6.2 indicates that Tab T is Technical Assumptions and 

that Tab U is a copy of the Oral Technical Proposal Presentation 

Slides, separately bound. In contrast, Sections L.8.8, L.8.9, and 

L.10 indicate that Tab T is Section 508 Compliance Statement, 

Tab U is Technical Assumptions, and the Oral Technical 

Proposal Presentation Slides should be delivered as Part III, 

separately bound. Please confirm that L.6.2 is in error and that the 

proposal should be outlined and delivered as described in 

Sections L.8.8, L.8.9, and L.10.

Confirmed - updates made via Amendment.

128 L.7
Submission of the Written 

Cost/Price Proposal (Part I)

The final statement of this section is "All prime offerors are 

responsible for ensuring that all subcontracts include the same 

type of cost detail as required above." Please confirm that the 

level of detail required only applies to cost-type subcontracts.

Confirmed

129 L.7.1.h Cost/Price Proposal Tabs Please confirm that the reference to Tab C should be to Tab H. Confirmed

130 L.7.1.h, Attachment R

Cost/Price Supporting 

Documentation (H)  / Cost 

Workbook

Please confirm that there are no separate instructions for 

completion of the Excel Workbook and that the only instructions 

are the notes written in the cells of the workbook.

Confirmed. Please see updated Attachment R.

131 L.7.1.i
Submission of the Written 

Cost/Price Proposal (Part I)

Reference the applicability of sealed envelopes and subcontracts 

detailed information based on the type of subcontract: please 

confirm that sealed packages (cost backup data from subs) are 

only required for cost-type subcontracts.

Confirmed

132 L.8.6.c
Key Personnel Qualification Matrix 

(Tab R)

Please confirm that the requirement "that the proposed Key 

Person named is employed" means that proposed key personnel 

must be employed by the Offeror or one of its proposed 

subcontractors at time of proposal submittal.

See updates in section L.8.6.

133 L.10.5.1 Cyber Incident Scenario (Topic 1)
Please confirm that the reference to Section F should be to 

Section J.
See updated in section L.10.5.1

134 M.4 and M.7 (missing)
There are no subsections M.4 and M.7 in section M. Please 

confirm that sections M.4 and M.7 do not exist.
Confirmed

135 Attachment R Cost Workbook

Task 3 contains mandatory and optional subtasks.  The optional 

subtask, 3.1, has its own tab for reporting. Should the tab for task 

3 be inclusive of 3.1 or exclusive of 3.1?

Exclusive. CLIN x001 and x002 are separately addressed.

136 Attachment R
Cost Workbook, all CLIN 

worksheets

Please confirm that the column L "Total Estimated Cost" entries, 

which are inclusive of fixed fee, should represent offerors total 

price for each line item and not the total cost.

Confirmed. Please refer to the instructions, "Insert Total 

Extended Value plus Fixed Fee Amount for a Total Estimated 

Cost for this Task Area".

137 Attachment R Cost Workbook

For CLINs 0002, 1002, 2002 Task 3.1 tabs, please confirm that 

cell G9 should be the total hours for subtask 3.1, and not the total 

for task 4.  Please also confirm on these tabs that cell H4 should 

be the total hours for subtask 3.1 and not for all of task 5.  

Similarly, on CLIN 0002, 1002, 2002 Task 5 tabs please confirm 

that cell G9 should reference the total hours for Task 5 and not 

Task 4.

Confirmed

138 Attachment R
Cost Workbook, all CLIN 

worksheets

For subcontractors and other teammates, direct labor rates 

are not known to the prime contractor as rates proposed are 

fully loaded between subcontractor and prime contractor.  

Please confirm that for teammates, column “E” which is 

titled “Proposed Direct Labor Rate” would represent where 

the subcontractor’s fully loaded rate is to be entered.

The fully burdened subcontractor rate (not including 

prime contractor loads) is to be included in column E. 

The subcontractor rate, including the prime contractor's 

burden, is to be included in column G.
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139

L.6 and L.10.2

SUBMISSION OF OFFERS

Section L.6 states, "Printed pages must maintain 1” margins, 12 

point Times New Roman font, and be single spaced. 

Charts/Graphics embedded in proposal will count toward page 

limitations. Charts/Graphics text must maintain a font minimum 

of 10 point, including in the Part III slides". 

Section L.10.2 states, "The slides shall not contain any fonts 

smaller than a proportionally spaced font (such as Times New 

Roman) of at least 12 point."

Question: Will the Government allow 10 point font in the Oral 

slides for graphics, Charts, and Tables?

Confirmed

140

L.6 and L.10.2

SUBMISSION OF OFFERS

Section L.6 states, "Printed pages must maintain 1” margins, 12 

point Times New Roman font, and be single spaced. 

Charts/Graphics embedded in proposal will count toward page 

limitations. Charts/Graphics text must maintain a font minimum 

of 10 point, including in the Part III slides". 

Question: Will the Government allow 10 point font in proposal 

tables?

Confirmed

141 L.6 and L.10.2 SUBMISSION OF OFFERS

Section L.6 states, "Printed pages must maintain 1” margins, 

12 point Times New Roman font, and be single spaced. 

Charts/Graphics embedded in proposal will count toward 

page limitations. Charts/Graphics text must maintain a font 

minimum of 10 point, including in the Part III slides". 

Question: Will the government remove  the 1" margin 

requirement for the oral slides?

Yes, The Government will remove the 1" margin 

requirement for oral presentation slides. Margins on 

Power Point slides will be 1/2".

142
Revised+Cover+Letter.pdf

Revised Cover Letter
Question: Will the Government please confirm that the proposal 

is due on March 31, 2016 at 11 A.M. EST?
Confirmed

143

Revised+Cover+Letter.pdf

Revised Cover Letter

Question: Given the extensive amount of content required for a 

compliant proposal, will the government consider extending the 

due date for TOR responses to April 15th, 2016? 

NO

144

C.4

Tasks Question: Will the government provide historical contractor 

manning levels by task/subtask and by primary/secondary site?

The Government will not provide historical staffing levels as 

the historical funding and requirements are not an exact 

representation of the request made in this TOR. 

145

C.4.2.1.1

Cyber Watch and Incident Response 

Support

Section C.4.2.1.1 provides historical event and incident data only 

for calendar year 2014. Question: Will the government provide 

historical event and incident data for calendar year 2015 so all 

offerors have access to more recent metrics?

NO

146

C.4.2.1.1

Cyber Watch and Incident Response 

Support

Question: Will the government provide the minimum contractor 

staffing levels required per shift to support Cyber Watch and 

Incident Response Support?

Please refer to Question 5.

147

C.4.2.1.2

Advanced Incident Handling

Question: Will the government provide the minimum contractor 

staffing levels required per shift to support Advanced Incident 

Handling?

Please refer to Question 5.

148

C.4.3.2

Subtask 2- Network Sensor Support

Section C.4.3.2 states the contractor will provide 24x7x365 

Network Sensor Support Coverage. Question: Is 24x7x365 

contractor support coverage required on government site or can 

onsite support be provided during standard hours with 24x7x365 

on-call contractor support provided during non-standard hours?

All work is to be performed on Government site.
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149

C.4.3.2

Subtask 2- Network Sensor Support

Question: If 24x365x7 contractor support is required onsite, will 

the government provide the minimum contractor staffing levels 

required per shift to support Network Sensor Support?

Please refer to Question 5.

150

C.4.5

Task 5- Training (Optional Task)

Paragraph "b" on page C-17 states the contractor should "provide 

courseware maintenance and course materials" in support of the 

core tasks of the SOW. Question: Does courseware in each of the 

identified areas already exist and only needs to be maintained by 

the incoming contractor, or does this courseware need to be 

developed?

The Contractor shall maintain existing courseware.

151

F.5

MCNOSC Hours of Operation and 

Coverage

Section F.5 states "The Contractor shall ensure the minimum 

staffing required to maintain operational effectiveness is met in 

the Incident Management and Sensor Grid Support Functions". 

Question: Will the government quantify the minimum staffing 

levels required in each these areas?

Please refer to Question 5.

152

B.4.1.1 - B.4.1.3

Mandatory CPFF Labor CLIN

Since there are multiple rates involved in arriving at the Cost 

Component of the CLIN does the Government want the 

Contractor to provide the total sum of hours proposed for the 

CLIN?

Yes, total sum of hours proposed for the CLIN.

153
B.4.1.1 - B.4.1.3

CLIN 0006 Contract Access Fee
Please confirm that the Contractor is not to provide the access fee 

or include it in the total proposed cost.
Yes, please include the access fee in the total proposed cost.

154
L.8.6

Key Personnel Qualifications Matrix
Please confirm that the Letter of Commitment does not count 

towards the 5 page limit.
Confirm, it does not count.

155
L.8.6

Key Personnel Qualifications Matrix
Please confirm that the Letter of Commitment is to be provided 

with the KPQM
Please include in TAB R.

156
L.6

Submission of Offers
Please confirm that the Oral Technical Proposal Presentation 

should be provided in Powerpoint format.
Confirmed

157

C.4.2.1.1 

CYBER WATCH AND INCIDENT 

RESPONSE SUPPORT 

(page C-6), it states, "The Contractor shall be responsible for 

supporting the transition of network defense configurations as 

informed by resolved incidents in order to prevent future 

occurrences.”  Can the government elaborate as to the type of 

network defense configurations we would need to support 

(e.g. Firewall settings, IDS configurations, etc.)?
The types of network defense configurations included, but are 

not limited to, Firewall, Network and Host Based IPS, SMTP 

filter, Blackhole DNS, Bluecoat and Router ACL changes as 

needed.
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158

C.4.2.1.1 

CYBER WATCH AND INCIDENT 

RESPONSE SUPPORT

(page C-6), it states, "The Contractor shall be responsible for 

supporting the transition of network defense configurations as 

informed by resolved incidents in order to prevent future 

occurrences.”.  Can the government specify if the MCNOSC uses 

an enterprise configuration management tool and if so, what is 

the tool?

There isn't a single enterprise tool MCNOSC utilizes to track 

configuration changes across the enterprise but the contractor 

must be prepared to support developing configuration 

changes in order to mitigate identified incidents/intrusions on 

the enterprise network. 

159

C.4.2.1.1 

CYBER WATCH AND INCIDENT 

RESPONSE SUPPORT

Bullet b (page C-6) states,  "Receive and analyze network alerts 

and reports from multiple sources and determine possible causes 

of such alerts.”  Can the government elaborate on the sources that 

provide alerts (e.g. SIEM tools, IDS, etc.)?

The government leverages a SIEM to collect information 

from all the required data sources.  These include standard 

cyber defense tools such as HBSS, IPSs, Firewalls and 

BlueCoats.  This also includes the analysis of network traffic 

and events associated with domain services.

160

C.4.2.1.2

CYBER WATCH AND INCIDENT 

RESPONSE SUPPORT

Bullet x (page C-7) states, "Maintain the deployable CND toolkit 

and stand prepared to support the DCOS fly-away team to 

conduct onsite support..”  What comprises the CND toolkit? 
The CND toolkit is comprised of the approved Marine Corps 

Cyber Security Tool Suite which is a collection of commercial 

and government off the shelf software.  The flyaway kit is 

configured with a subset of this tool suite based on the needs 

of the operation.

161

C.4.2.3.1 

MALWARE AND FORENSICS 

SUPPORT 

(page C-9) states, "Additionally, the Contractor shall support the 

transition of network defense configurations as informed by 

resolved incidents in order to prevent future occurrences.”  Can 

the government elaborate as to the type of network defense 

configurations we would need to support (e.g. Firewall settings, 

IDS configurations, etc.)?

The types of network defense configurations included, but are 

not limited to, Firewall, Network and Host Based IPS, SMTP 

filter, Blackhole DNS, Bluecoat and Router ACL changes as 

needed.

162

C.4.3.2 

SUBTASK 2 – NETWORK 

SENSOR SUPPORT 

(page C-12) states, "The Contractor shall ensure system 

availability, and conduct system administration, installation, 

troubleshooting and configuration support for MCEN network 

defense sensors and scanners, including all hardware and 

software used to conduct CNDSP functions throughout the 

MCEN.”  Can the government provide an inventory of the 

current sensors, scanners, hardware and software used to conduct 

CNDSP functions?

Upon award the government can provide a more detailed 

inventory.  Please see task C.4.3 for the number of sensors.

163

C.4.6 

TASK 6 – SURGE SUPPORT 

(page C-19), can the government provide information about the 

typical amount of FTEs requiered for a typical surge engagement.

Specific information regarding Surge requirements will be 

provided at the time of event. Please refere to revised Section 

L.5
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ATTACHMENT Q

Questions and Answers Template

Solicitation Number: GSC-QF0B-16-32968

PARAGRAPH # PARAGRAPH TITLE QUESTION GOVERNMENT RESPONSE

1 B.5.2 Direct Labor Rates

Offeror's must map proposed labor categories to Alliant labor 

categories.  Are the proposed categories capped by the offeror's 

Alliant rates?

No, the offeror's proposed rates are not capped by the Alliant 

labor category rates. 

2 C.2 Scope

The scope includes work locations at Camp Pendleton, CA and 

Kansas City, MO.  What functions and what elements of the 

MCNOSC workforce currently operate in those two locations?

DCOS currently maintains an Incident Management and 

Network Sensor Support presence on site at Camp Pendleton 

acting as a warm site. Please see TOR updates in sections 

C.4.2.1.1 and C.4.3.2 regarding support required in Camp 

Pendleton, CA. Please also see F.4 regarding Kanasas City, 

MO instructions.

3 C.3.1 MCNOSC Policies and Guidance

Are the three references that were not provided with the TOR 

(DoD Instruction O-8530.02, DoD Directive O-8530.01, and 

DoD O-8530.01-M) available in a reading room or some other 

venue?

DoDI 8530 is included as an attachment in this amendment.

4 C.4.1.9 Subtask 9--Transition In

The paragraph states the updated Transition-In Plan is due within 

five working days of task order start.  Section F, Deliverable 03, 

states the plan is due within five working days of task order 

award.  Please confirm the due date for the updated Transition-In 

Section F, Deliverable 03 has been updated. 

5 C.4.2.1.1
Cyber Watch & Incident Response 

Support

The MCNOSC currently operates within an existing Cyber 

Watch and Incident Response structure.  In order to minimize 

service disruption within the MCNOSC organization, as required 

by para C.4.1.9, will the Government identify current staffing 

levels of the Cyber Watch and Incident Response functions so 

offerors can conform proposed solutions and accommodate 

transition activities to the existing structure?

  The Government will not provide any historial data. 

 It is the Government's intent to have the offorer's propose the 

necessary staffing to support the requirement.  

6 C.4.2.1.2 Advanced Incident Handling

The MCNOSC currently performs 24X7 Advanced Incident 

Handling functions within an existing structure.  In order to 

minimize service disruption within the MCNOSC organization, 

as required by para C.4.1.9, will the Government identify current 

staffing levels for the Advanced Incident Handling function so 

offerors can conform proposed solutions and accommodate 

transition activities to the existing structure? 

Please refer to Question 5.

7 C.4.2.2 Hunt Team

The paragraph identifies an average of 10 operations per year at a 

length of 4 to 6 weeks.  Were the 10 operations conducted on a 

24X7 basis or were the  operations performed primarily during 

the course of normal duty days during the 4 to 6 week periods?

No, the Hunt Team performs all operations during the 

standard hours of operation (shift schedule) provided in F.5, 

All tasks requiring 24x7 support are specified in the TOR. 

Please refer to the TOR requirements for 24x7 support.

8 C.4.2.3 Hunt Team

Does the Government require Hunt Team operations on a 24X7 

basis?

No, the Hunt Team performs all operations during the 

standard hours of operation (shift schedule) provided in F.5, 

All tasks requiring 24x7 support are specified in the TOR. 

Please refer to the TOR requirements for 24x7 support.

Note to Offerors: Please provide the specific paragraph reference using the Section/Sub-Section numbers in the solicitation.
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9 C.4.2.2.f Hunt Team

Has the process of "…directly [managing] Hunt operations … 

from inception to final after action reporting" historically 

occurred within the 4 to 6 week periods identified earlier in para 

C.4.4.2?
Yes, that 4-6 week period encompasses the whole operation.

10 C.4.2.2.f Hunt Team

What resources, in terms of labor categories and/or FTE, has the 

MCNOSC historically invested in "…directly [managing] Hunt 

operations … from inception to final after action reporting?" Please refer to Question 5.

11 C.4.2.3.1 Malware and Forensics Support

The paragraph states the MCNOSC Team completed more than 

132 forensics investigations, and analyzed more than 371 

malicious files in calendar year 2014.  However, there is no 

information identifying the scale of the investigations or files 

reviewed in terms of time or manpower.  How much time and 

manpower--either in total or by individual investigation/ 

analytical effort--was expended to conduct the investigations and 

analyze the malicious files?

The Government will not provide historical staffing levels as 

the historical funding and requirements are not an exact 

representation of the request made in this TOR. 

12 C.4.2.3.2 Exploit Analysis

What is the historical level of effort associated with the Exploit 

Analysis function?

Please refer to Question 5.

13
C.4.3,.1, C.4.3.2, 

C.4.3.3, C.4.3.4

Task 3 - Sensor Grid Support (and 

several following subtasks)

The Contractor is directed to support the "Host Assessment Team 

(HAT)" several times throughout Task 3; however the Host 

Assessment Team itself is not defined or identified in the TOR.  

What is the nature, composition, and scope of responsibility of 

the HAT?

Please see TOR updates to section C.4.3.4. Task C.4.3.4 is 

now titled Host Assessment and the subtask has been 

removed.

14 C.4.3.1 Host Based Security
What lead-time should offerors expect if/when the Government 

decides to exercise this optional task?

The Government anticipates notifying the contractor at least 1 

- 2 months in advance of exercising the optional tasks. 

15 C.4.3.1 Host Based Security

If exercised, what is the anticipated duration of this optional task? The duration of the optional task is undetermined at this time. 

Please refer to section L.5 for the overall cost range for all 

optional tasks. For the purpose of pricing, the Government 

assumes a full 12 months of support per contract period.

16 C.4.3.2 Network Sensor Support

What is the historical staffing level associated with the 24X7 

Network Sensor Support coverage? The Government will not provide historical staffing levels as 

the historical funding and requirements are not an exact 

representation of the request made in this TOR. 
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17 C.4.3.2 Network Sensor Support

Does Network Sensor Support coverage also occur at Camp 

Pendleton?
Yes, there is NSS on-site support at Camp Pendleton. Please 

see TOR updates in sections C.4.2.1.1 and C.4.3.2 regarding 

support required in Camp Pendleton, CA.

18 C.4.3.3
Signature Management & 

Development

What is the historical staffing level associated with the Signature 

Management & Development function?
Please refer to Question 5.

19 C.4.3.3.e
Signature Management & 

Development

Are the test environment and resources (facility and hardware) 

identified in this paragraph shared with or common to the test 

environments identified in paragraphs C.4.3.1.f and C.4.3.3.k?

The majority of the test environments described in C.4.3.3.E, 

C.4.3.1.F and C.4.3.3.K are the same.  There are other labs 

maintained by the MCNOSC where testing is done.

20 C.4.3.4 Information Assurance

What is the historical staffing level associated with the 

Information Assurance function?
Please refer to Question 5.

21 C.4.4.3 Red Team (MCIART)

The paragraph identifies 10 to 15 "full scale" and 15 short-

duration "small scale" operations per year.  The scale referenced 

is not clear in terms of staff requirements, duration, FTE, 

workload or other measures.  Please clarify and/or quantify the 

scale of the operations.

The support referenced consists of the development of custom 

malware in support of targeted operations that range from two 

weeks in duration to operations that last approximately four to 

six weeks in duration.  These operations evaluate and assess 

the security posture of individual units both in garrison and 

deployed (small scale operations) as well as assessments of 

the Marine Corps Enterprise Network (large scale 

operations). Please see updates to the TOR in section C.4.4.3.

22 C.4.5.a Training

The Training Management Plan is part of the optional task.  

Section F.6 (deliverable 09) requires the Training Management 

Plan 15 workdays after the Kick Off meeting.  Paragraph C.4.1.8 

requires the Training Management Plan to be submitted as part of 

the Staffing Plan.  Please confirm whether the Training 

Management Plan requirement is part of the optional task, or will 

be performed as part of the mandatory labor CLIN and if 

mandatory, under which task it should be reported.

Section F, Deliverable 09 has been updated. The Training 

Management Plan is due within 15 workdays after exercising 

task 5. 

23 F.4 Places of Performance

The RFP mentions that relocation requirements will be provided 

at a later time. Should offerors assume cost associated with the 

relocation are included within the travel and/or ODC Not to 

Exceed (NTE) number?

No, the Government does not anticipate relocating anyone, 

however, if so,   than the Government would consider those 

costs with the ODC CLIN.
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24 F.4 Places of Performance

What functions of the MCNOSC project must be performed at 

Camp Pendleton? and what is the historical staffing to perform 

those functions at Camp Pendleton?
Please see TOR updates in sections C.4.2.1.1 and C.4.3.2 

regarding required support in Camp Pendleton, CA. However, 

the Government will not provide historical staffing levels as 

the historical funding and requirements are not an exact 

representation of the request made in this TOR. 

25 F.4 Places of Performance

What is the historical staffing  performing  functions at Camp 

Pendleton?
Please refer to Question 5.

26 F.5 & L.5
MCNOSC Hours of Operation and 

Coverage

These paragraphs reference personnel under an alternate work 

schedule; however, no paragraph clearly designates any personnel 

or positions for the alternate work schedule.  Which positions are 

expected to work the alternate schedule?

The alternate work schedule referenced in F.5 are the shifts 

required of personnel designated to  support 24x7 operations. 

Personnel supporting 24x7 operations will be required to 

work under the Alternate Work Schedule. The Government 

will require the offeror to indicate personnel supporting the 

Alternate Work Schedule in the Project Staffing Plan 

Template (see updated Attachment O) 

27 F.5
MCNOSC Hours of Operations and 

Coverage

The paragraph states, "The Contractor shall ensure the minimum 

staffing required to maintain operational effectiveness is met in 

the Incident Management and Sensor Grid Support Functions."  

However, no insight into "minimum staffing" is provided.  

Recognizing the Government does not intend to direct offeror 

solutions the absence of insight into the existing organization or 

into minimum acceptable staffing levels is puzzling, especially 

considering the Government's explicit requirement to minimize 

operational disruption.  The draft TOR issued on 24 Nov 2015 

contained a very informative and useful table outlining minimum 

staffing for MCNOSC functions that permitted offerors insight 

into the MCNOSC organizational structure necessary to perform 

tasks.  The information could be used to help offerors minimize 

adverse impact on the organization during transition.  Will the 

Government provide planning information, similar to the 

minimum staffing requirement table appearing in Section F.5 

(Work Schedule/ Coverage) of the November 2015 draft TOR?  

Due to changes to the requirement, the historical data 

provided on November 24 is no longer valid. As such, please 

refer to the response found in Question 5.

28 F.5
MCNOSC Hours of Operations and 

Coverage

Alternatively, please confirm that the minimum staffing 

requirements appearing in the November 24 draft TOR reflect the 

minimum required staffing for MCNOSC activities.  

No, the draft TOR does not reflect the current 

requirement/TOR. The Government will not provide 

historical staffing levels as the historical funding and 

requirements are not an exact representation of the request 
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29 H.2 Key Personnel Substitution

H.2 requires replacement personnel to have qualifications "equal 

to, or greater than, those of the personnel being substituted". 

Personnel should be acceptable as long as they meet the labor 

category requirements. Recommend rewording to state, 

"Substitute personnel qualifications shall meet or exceed the labor 

category requirements for the position of the personnel being 

The Government requirement stands.

30 H.5.1 Security Clearances

The paragraph requires at least 50% of the Hunt Team and 50% 

of the Malware/ Forensics Support Personnel to hold TS/SSBI 

clearances on award.  How many positions constitute 50% of the 

applicable positions?

The Government will not provide historical staffing levels as 

the historical funding and requirements are not an exact 

representation of the request made in this TOR. 

31 H.14 Training Facility Requirements

Paragraph refers to Attachment U, Training Equipment List.  Will 

the Government provide Attachment U?

Attachment U has been provided as a part of this amendment. 

This requirement will not be necessary until Task 5 is 

exercised. 

32 H.14 Training Facility Requirements

The paragraph states the 16 laptops for training support will be 

contractor property. Are costs associated with obtaining the 

laptops reimbursable?  Are the costs associated with obtaining the 

laptops included within the ODC NTE number? 

The Government will reimburse the contractor for providing 

an operational facility, readily available for training needs via 

Task 5, if exercised.  The Government considers the laptop 

availability and any other logistical needs to be a part of the 

service and cost of the operational facility, which will be 

reimbursed via the ODC CLIN.  The current plug number 

includes the cost of the operational training facility, and 

assumes a full 12 months of availability."  

33 H.14 Training Facility Requirements

Accurate cost information for the training facility is sensitive to a 

factors such as when the facility is required and duration of the 

requirement.  Given the uncertainty of the requirement, is the cost 

of the training facility--if and when the optional task is exercised--

included within the ODC NTE number?

Yes, costs assicated with providing the facility will be 

reimbursed via ODCs. 

34 J.1 List of Attachments

Attachment U, Training Equipment List, was not included in the 

TOR or in Amendment 1.  Will the Government make 

Attachment U available?

Attachment U has been provided as a part of this amendment. 

This requirement will not be necessary until Task 5 is 

exercised. 

Page 5 of 20



PARAGRAPH # PARAGRAPH TITLE QUESTION GOVERNMENT RESPONSE

35 L.1
Solicitation Provisions Incorporated 

by Reference

FAR 52.222-46 Evaluation of Compensation for Professional 

Employees states, "Additionally, proposals envisioning 

compensation levels lower than those of predecessor contractors 

for the same work will be evaluated on the basis of maintaining 

program continuity, uninterrupted high-quality work, and 

availability of required competent professional service employees. 

Offerors are cautioned that lowered compensation for essentially 

the same professional work may indicate lack of sound 

management judgment and lack of understanding of the 

requirement...Failure to comply with these provisions may 

constitute sufficient cause to justify rejection of a proposal."

Incorporating this clause into the solicitation heavily favors the 

incumbent contractor who knows the salaries of its employees 

working under the incumbent contract. It appears the 

Government has mitigated the risk of lowered compensation 

levels by establishing a range for mandatory and optional labor 

and by providing a NTE value for surge support. Recommend 

removing this FAR clause from the solicitation as the 

Government has mitigated the risk. If the Government decides to 

keep this FAR clause in the solicitation, we request that the 

current and historic salary levels of incumbent personnel be 

provided so offerors can provide realistic rates and pricing in 

accordance with the clause and Government's expectations.

This Clause will be removed.

36 L.5 General Information

The paragraph states that offerors "…shall use ODC CLINs to 

provide approximately 20 third-party training seats annually …" 

Are the costs of all anticipated third-party training seats included 

within the ODC NTE number?

Yes, all costs associated with the purchasing of training seats 

are included within the ODC CLINs. 

37 L.5 General Information

Does the Government anticipate using the training facility, 

identified in paragraph H.14 as an optional task area to 

accommodate the third-party training events? 

No, the Government does not anticipate using the 

Contractor's Training Facility to accommodate third-party 

training events.

38 L.6.2 Proposal Part II

The paragraph states the CO will schedule the oral 

presentation after all proposals have been received.  For 

planning purposes, how soon after proposal submission 

should offerors expect to make the oral presentation?

The Government anticipates Oral Presentations to be 

scheduled immediately following the due date of 

proposals and will be conducted as early as April 5, 2016. 

39 L.8.3 Draft Transition-In Plan

The paragraph requires a draft Transition-In Plan featuring "… an 

approach that provides for a seamless transition  from the 

incumbent to the new contractor."  The paragraph later requires 

the plan to "... discuss the expected roles and responsibilities of 

the incumbent contractor and information expected from the 

incumbent."  Will the Government provide information about any 

existing Transition-Out Plans so offerors can construct the 

seamless approach?

The standard Transition-Out Plan includes the information 

detailed in section C.4.1.10. Specifics will be provided upon 

award. 

40 L.8.3 Draft Transition-In Plan

Recognizing the MCNOSC has undergone organizational 

changes since the Industry Day when the organization was 

described to potential offerors--and again referring to the 

requirement for an approach for seamless transition--will the 

Government provide an organizational chart or some other 

information outlining the existing incumbent contractor support 

The MCNOSC organizational structure provided at the 

industry day is still current. However, the Government will 

not provide historical staffing levels as the historical funding 

and requirements are not an exact representation of the 

request made in this TOR.
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41 L.8.6.c
Key Personnel Qualification Matrix 

(Letter of Commitment)

As written, the letter of commitment requirement  indicates the 

proposed key person must be employed by the offeror at the time 

of proposal submission.  Some proposed key personnel, who 

intend to join the offeror's team if the contract is awarded, may 

currently be employed elsewhere.  Will the Government revise 

the Letter of Commitment language to say, "...including a 

statement that the proposed Key Person named intends to accept 

employment by the offeror team and is available ..."

See updates in section L.8.6.

42 L.10.1
Oral Technical Proposal 

Presentation Constraints

The paragraph instructs offerors to "…provide 6 appropriately 

bound hard copies of the presentation materials (including slides, 

transparencies)."  Later in Section L, Paragraph L.10.2 states "No 

other media [presumably referring to the presentation slides] may 

be used." What other presentation materials besides 

slides/transparencies does paragraph L.10.1 permit.

No other media besides presentation slides shall be permitted.

43 L.10.1
Oral Technical Proposal 

Presentation Constraints

 Again referring to the requirement to "…provide 6 appropriately 

bound hard copies of the presentation materials (including slides, 

transparencies)." Are these six bound copies in addition to the 

bound copy of the presentation slides delivered with Proposal 

Parts I and II, or are these six additional copies provided at the 

time of the presentation?

The six bound copies shall be delivered with Part II of the 

proposal. No additional copies are required on the day of the 

presentation.

44 L.10.2
Oral Technical Proposal 

Presentation Media

This paragraph limits font size on slides to 12 point.  Earlier 

instructions (paragraph L.6, Submission of Offers) limits font size 

on slides to 10 points ("Charts/Graphics test must maintain a font 

minimum of 10 point, including in the Part III slides ...").   What 

is the correct font size limitation for slides in Proposal Part III?

The standard font size for slides is limited to 12 point font 

size with the exception of Charts/Graphics which is limited to 

10 point font size.

45 Cover Letter
Part III: Oral Technical Proposal 

Presentation

Can the Government please confirm that Part III: Oral Technical 

Proposal Presentation refers to part of the acquisition in which 

down selected offerors are to present their oral presentation and 

that no other hardcopy deliverable is required as the presentation  

hardcopies will be delivered in PART II: Written Technical 

Proposal?

The hard copies of the presentation are due with the Part II 

submission (separately bound). The Government will not be 

conducting a down select.

46 B.4 CLIN X003 Surge Support

Please confirm that the CLIN X003 NTE amounts are inclusive 

of fixed fee on Surge Support labor cost.

Please see updates to section B.4 and Section L.5.  Surge 

Support is no longer a plug number.  The Government has 

provided the anticipated workload for CLIN X003, as a 

percentage of the estimated workload for CLIN X001.  

Offerors shall provide labor categories, hours and rates on a 

CPFF basis for CLIN X003 as a part of the proposal.

47 C.3.1 MCNOSC Policies and Guidance

The performance work statement (PWS) references several DoD 

standards and directives, all of which are not readily available. 

Please provide a copy of DoD Directive O-8530.01, "Computer 

Network Defense (CND)," January 8, 2001, as special access is 

required to obtain this document.

DODI 8530.01 (DTD 20160307) reissues DoDD O-8530.1 as 

a DoDI and incorporates and cancels DoDI O-8530.2.

48 C.4.1.4
Subtask 4 - Prepare a Project 

Management Plan (PMP)

Subitem C.4.1.4.b states that the PMP should contain detailed 

Standard Operating Procedures (SOPs) for all tasks. Please 

confirm that for the proposal submission we should only discuss 

how we create and maintain SOPs for each task.

The PMP is due following the award of the task order. The 

written and oral technical proposal and presentation shall be 

submitted in accordance with the proposal instructions in 

Section L.

49 E.1
Section E - Inspection and 

Acceptance

Can the government please confirm that E.1 is Reserved and has 

not been inadvertently left out of the solicitation?
Confirmed

50 F.5
MCNOSC Hours of Operation and 

Coverage

Are contractors in any task area required to work 3rd shift that 

runs from midnight to 7:00 am?

 No, please refer to section F.5 for standard hours

 of operation and work schedules. 
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51
Section H.1, and Section 

L.10.1

Key Personnel & Oral Technical 

Proposal Presentation Constraints

In Section L.10.1. the government states only those persons 

assigned to the TO as Key Personnel, as described in Section H.1, 

will be allowed to participate in the Oral Technical Proposal 

Presentation.  Section H.1 lists the "minimum personnel who 

shall be designated as Key."  Will contractor designated Key 

Personnel, beyond the five explicitly identified by the 

government, be allowed to speak at and participate in the Orals 

Yes.

52 H.14 Training Facility Requirements
Please confirm that the CLIN X005 ODCs amounts are inclusive 

of contractor's training facility cost.

In the event the Training Faciliy is requested, all contractor 

training facility costs will be reimbursed via ODCs.

53 H.14
Training Facility Requirements 

(Optional)

This section states the training facility shall be equipped with a 

minimum of 16 laptops and then it references Attachment U for 

Training Equipment List.  Please provide Attachment U.

Attachment U has been provided as a part of this amendment. 

This requirement will not be necessary until Task 5 is 

exercised. 

54
H.6.2, Section J 

Attachment G

Non-Disclosure Requirements, 

Corporate Non-Disclosure 

Agreement

Please confirm an NDA is not required with the proposal 

submission unless a certain condition is met, i.e. "Contractor acts 

on behalf of or provides advice with respect to any phase of an 

agency procurement…?"

Confirmed 

55 L.2.f General Instructions

Can the government please provide an estimate of time for 

when down selected offerors will be asked to present the orals 

technical proposal presentation so that offerors may plan 

accordingly? 

The Government anticipates Oral Presentations to be 

scheduled immediately following the due date of 

proposals and will be conducted as early as April 5, 2016. 

56 L.6.2.f & L.8.6

L.6.2 Proposal Part II & L.8.6 Key 

Personnel Qualification Matrix 

(TAB R)

Please confirm that the Letter of Commitment for each Key 

Person is not included in the 5 pages allocated for each key 

person's qualification matrix?

Confirmed

57
L.6.2.h,  L.8.8, L.8.9 & 

L.6.2.i

L.6.2.h Technical Assumptions (if 

any, no page limit) (TAB T); L.8.8 

Section 508 Compliance Statement 

(TAB T); L.8.9  Technical 

Assumptions (TAB U); and L.6.2.i 

Copy of Oral Technical Proposal 

Presentation Slides (separately 

bound) (TAB U)

L.6.2.h states that TAB T is the Technical Assumptions section 

while L.8.8 states that TAB T is Section 508 Compliance 

Statement.  Section L.8.9 states that TAB  U is  the Technical 

Assumptions. Finally L.6.2.i states that TAB U is a copy of the 

Oral Technical Proposal Presentation Slides. Please clarify what 

is under Tabs T and U.

TAB T is deginated for the Section 508 Compliance 

Statement. TAB U is designated for the Technical 

Assumptions. The Oral Technical Proposal Presentation 

Slides shall be seperately bound as Part III.

58 L.6.2.i & L.6

L.6.2.i. Copy of Oral Technical 

Proposal Presentation Slides 

(separately bound) (TAB U) and L.6 

Submission of Offers

L.6.2.i states that the oral presentations slides should be included 

in Volume II of the proposal as TAB U.  However, L.6 states that 

the Oral Presentation should be included as separately bound 

volume, i.e., Part III.  L.6 also further states, "The oral technical 

proposal presentation slides, Part III, shall be separately bound 

from Parts I and II." Please clarify that the oral presentation slide 

deck should only be included in Part III as a separately bound 

volume.

The Oral Technical Proposal Presentation Slides shall be 

separately bound and submitted with Part II. 

59 L.7 (last sentence)
Submission of the Written 

Cost/Price Proposal (Part I)

Please clarify that the cost detail (narrative, indirect rates, direct 

labor rates and fixed fee) is only required from 

subcontractors/team members that are expected to be awarded a 

cost type subcontract and not T&M subcontractors?

Confirmed 

60 L.7.1 (h)
Cost/Price Supporting 

Documentation.

Please clarify that the Prime only (and not team 

members/subcontractors) is required to submit the Total 

Compensation Plan and classification plan required in Tab H and 

Tab C. 

This information is required only under Tab H and only from 

the Prime.
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61 L.7.1 (i)
Subcontractor Supporting 

Documentation.

Subcontractors may submit proprietary data directly to the 

Contracting Officer or through the prime contractor in a separate, 

sealed envelope.  Please confirm that this submission should also 

be one original, one paper and an electronic copy. And, if so,  

please specify the media for the electronic copy (e.g. CD).

Confirmed. The electronic copy can be submitted as a CD 

and/or DVD

62 L.7.1.h
Cost/Price Supporting 

Documentation (Tab H)

TOR L.7.1.h states that "Additionally, under Tab C, the offeror 

shall submit the cost narrative, the compensation plan, and the 

classification plan." Please clarify whether the above-mentioned 

documents are required in Tab C or Tab H.

L.1.7.1 has been corrected state the documents are required in 

Tab H.

63 M.1.b Method of Award

This section implies the government may consider verbal 

communications as proposal revisions without allowing proposal 

revisions. This could potentially disadvantage offerors if the 

government misinterprets a verbal response and provides no 

recourse for further clarification. Would the government consider 

removing this statement? Or allowing offerors to submit proposal 

revisions?

The implication stated in the question is not accurate. M.1 b 

establishes the Government's perogative to ask clarifying 

questions that allow for achieving clarity about the proposal, 

if that is necessary. The responses received will be limited to 

clarifications and will not be considered proposal revisions, 

will not allow for proposal revisions and will not be 

considered to be discussions. In accordance with M.1 a., the 

Government reserves the right to award based on initial 

64 General Not Applicable

Due to the amount of detail required in the response, the number 

of attachments for review, and the parallel preparation activities 

of both the Written Technical and the Oral Technical 

presentation sections, we respectfully ask for an extension of the 

proposal submission date from March 31, 2016 to April 21, 2016 

to provide enough time for offers to submit compliant and 

compelling proposals.

No, an extension will not be granted.

65 C.2 & F.4 Scope & Place(s) of Performance

Paragraph C.2 provides two secondary sites - Camp Pendleton, 

CA and Kansas City, MO.  Paragraph F.4 states that "the 

secondary site for this work will be performed at Camp 

Pendleton, CA. During the duration of this task order, the 

secondary site is anticipated to move to Kansas City, MO, at 

which time the Government will provide the Contractor with 

specific relocation requirements."  Please clarify if the secondary 

sites are supported simultaneously or if offerors should assume 

the secondary site is Camp Pendleton, CA until further notice.  

Please also clarify if offerors for estimating purposes should 

assume a specific move date to Kansas City, MO or if for 

estimating purposes should offerors assume the move does not 

occur.  Can offerors assume that any ODCs required for the move 

are included in the Government provided estimate?

For estimation purposes, the offeror shall assume the 

secondary site is Camp Pendleton, CA. The relocation date is 

unknown at this time. The Government will negotiate any 

relocation requirements at the appropriate time. 

66 F.4 (p. F-1)

PLACE(S) 

OF 

PERFORMANCE

Could you please provide historical information regarding the 

number of trips per month and the associated average duration to 

include travel time?

No, the Government has provided an NTE CLIN for the 

purposes of travel. 

67 C.4.1.9 SUBTASK 9 – TRANSITION-IN

Attachment W – Cyber Incident Response Scenario states that 

there was a 60 day transition period. Paragraph C.4.1.9 states that 

all transition activities will be completed 30 calendar days after 

the start date of the order. Please clarify.

Please refer to Attachment W for updates. 
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68

L.6.1.c

L.7.1.c

Current Forward Pricing 

Agreements (TAB C)

Current Forward Pricing 

Agreements or Recommendations 

Tab C titles conflict. Which one is correct? Please see changes in section L.7.1.c.

69

L.6.1.d

L.7.1.d

Management Systems (Adequate 

Cost Accounting and Purchasing 

System) (TAB D)

Management Systems (Approved 

Cost Accounting and Purchasing 

System) (Tab D).

Tab D titles conflict. Which one is correct? Please see changes in section L.7.1.d.

70

L.6.2.h

L.8.8

Technical Assumptions (if any, no 

page limit) (TAB T)

SECTION 508 COMPLIANCE 

STATEMENT (TAB T)

Tab T titles conflict. Which one is correct? Please see changes in section L.6.2 and L.8.8

71

L.6.2.i

L.8.9

Copy of Oral Technical Proposal 

Presentation Slides (separately 

bound) (TAB U)

TECHNICAL ASSUMPTIONS 

(TAB U)

Tab U titles conflict. Which one is correct? Please see changes in section L.6.2 and L.8.9

72
L.2 and others within L 

and M
General Instructions

Please provide Standard Form 33 that offerors are to complete.
Provided via Amendment 2

73 C.4.1.4.h Subtask 4 - PMP

Please provide additional information regarding the Integrated 

Master Schedule (IMS) requirements since a significant portion 

of this effort will be responding to incidents that can not be 

predicted or remove this requirement from the PMP.

The Government does not expect the Contractor to plan for 

unscheduled events or incidents. 

74 C.4.1.9 Subtask 9 - Transition-In

Section L states that the Draft Transition-In Plan include an 

approach that provides for a seamless transition from the 

incumbent to the new contractor and that the Plan identify the 

roles and responsibilities of the offeror including proposed 

schedule(s) and milestones to ensure no disruption of service. 

The Plan shall also identify and discuss the expected roles and 

responsibilities of the incumbent contractor and information 

expected from the incumbent. This information is highly 

dependent on the incumbent contractor's Transition-out plan.  

Please provide a copy of the incumbent contractor's Transition-

The standard Transition-Out Plan includes the information 

detailed in section C.4.1.10. Specifics will be provided upon 

award. 

75
Section B and C.4.1.9 

and Section L.8.3
Transition-In

Please clarify if Transition-In is to be included as part of the Base 

Period CLIN or is the government going to include a Transition-

In CLIN in Section B.  Additionally, should the staffing plan 

show a ramp up for the Transition-In period?

The offeror shall assume Transition is included in CLIN 

0001. The Government does not prescribe a staffing approach 

to transitioning.

76 Section M.3 Cost/Price Evaluation

It is requested that other than cost realism and reasonableness that 

the Transition-In costs not be included as part of the total 

evaluated price in order to prevent the incumbent contractor from 

having a competitive advantage.

Transition will be included in the total evaluated price. 

77 Sections E, F and G

Please confirm that the missing sections such as E.1, F.1, F.2, 

G.1, G.2, G.3, etc., are intended to be omited in the RFQ and are 

the applicable provisions in the Alliant contract.

Confirmed
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78 Section F.4 Places of Performance

Please confirm that at the time of required travel for OCONUS 

locations that cost in accordance with the Department of State 

Table of Allowances are allowable and included in the 

Government estimate for ODCs.

Confirmed

79 Section G.9.6.1.1.l Cost Plus Fixed Fee CLINs

It is requested that this section be revised to read "current 

approved provisional billing rates" since this clause pertains to to 

invoicing vs. proposal pricing.

Please updates to Section G.9.6.1.1.l

80 Section J.1 List of All Attachments

Please provide Attachment U Training Equipment List 

(Specifications) and advise if the contractor is to provide this 

equipment and is included in the ODC plug numbers in Section 

B.

Attachment U has been provided as a part of this amendment. 

This requirement will not be necessary until Task 5 is 

exercised. All training facility costs including equipment are 

included in the ODC plug number.

81 Section L.3 Submission of Questions

It is requested that offerors be provided the opportunity to submit 

any additional questions  within 2 business days after issuance of 

answers to the questions submitted by March 8th so long as the 

additional question(s) pertain to clarifying a response provided by 

the Government.

Submission of additional questions will not be allowed.

82 Section L.6 Submission of Offers
Does "such as" include a compliance matrix and list of figures in 

addition to the items listed?
Yes.

83
Section L.6.1.c, L.7.b 

and L.7.1.c

Due to timing of offeror's fiscal year relative to this RFQ, offerors 

may not yet have a FPRA or FPRR from their cognizant 

DCMA/DCAA office.  Therefore, it is requested that these 

sections be revised to allow for submission of either the FPRA, 

FPRR or Forward Pricing Rate Proposal dependent on each 

offeror's circumstance in order for an offeror to be compliant with 

the solicitation.

Section L.7.b language has been revised as such,  "If the 

offeror has any applicable approved Forward Pricing Rate 

Agreements (FPRA) and/or DCAA Forward Pricing Rate 

Recommendations, adequate proof of this information shall 

be provided.  If the FPRA or FPPR does not currently exist, 

then the Government will accept a Forward Pricing Rate 

Proposal (FPRP). However, please also provide the last FPRA 

or FPRR along with the FPRP." 

84 L.7.1.a Cost/Price Tabs - Tab A OCI Please confirm this is completion of Section H.6.1.c of the RFQ. Confirmed

85 C.4.3.1.i

SUBTASK 1 –HOST BASED 

SECURITY (OPTIONAL TASK) - 

Host Assessment Team (HAT) 

Support

Please see updates to Section C.4.3.4. 

86 C.4.3.2.l

SUBTASK 2 – NETWORK 

SENSOR SUPPORT - Host 

Assessment Team (HAT) Support

Please see updates to Section C.4.3.4. 

87 C.4.3.3.n

SUBTASK 3 – SIGNATURE 

MANAGEMENT AND 

DEVELOPMENT - Host 

Assessment Team (HAT) Support

Please see updates to Section C.4.3.4. 

88 C.4.3.4.e

SUBTASK 4 – INFORMATION 

ASSURANCE - Host Assessment 

Team (HAT) Support

Please see updates to Section C.4.3.4. Task C.4.3.4 is now 

titled Host Assessment and the subtask has been removed.

89 C.4.5.ePersonnel Training Certification Requirements: (Table 1)
The key identifies Host Assessment Team (HAT); however, there 

are no HAT courses identified in the table.  Is this an oversight?
See the updated Training Table (Task 5). 

90 General Q&A Response Timing

We assume that questions will be answered in a timely manner by 

15 March.  If responses are delayed we would request a day for 

day extension for each additional day of delay beyond the 15th.

No, an extension "day for day" will not be granted.

91 H.1.1, H.1.3
Program Manager, Sensor Grid 

Technical Lead

Is the Enterprise Level of 50,000 users as a Desired Qualification 

for some Key Personnel adjustable to a lower threshold - such as 

10,000 or 15,000 users as a more appropriate enterprise network 

qualifier?  

The requirement remains as stated.

Is the Host Assessment Team (HAT) part of DCOS?  In what 

section does it belong?  Are there particular requirements to 

support the HAT?
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92 H.1.4

Security Information and Event 

Manager (SIEM) Subject Matter 

Expert

Is the experience leveraging McAfee’s NitroSecurity (or 

Enterprise Security Manager) requirement adjustable to include 

any Enterprise Security Manager (e.g., HP ArcSight Enterprise 

Security Manager)?

The requirement remains as stated.

93 C.4.5.e, H.1.5

Personnel Training Certification 

Requirements: (Table 1), Red Team 

developer Subject Matter Expert

Confirm IAT Level certification required for Red Team 

Developer Key Personnel? 

For Red Team Developer Key Personnel it is desired that the 

position is filled by an IAT Lvl III (see H.1.5) but the 

minimum required is IAT Lvl II (see Table 1 under C.4.5).

94 C.4.5.e

Personnel Training Certification 

Requirements: (Table 1), Signature 

Management

Please confirm IAT Level certification required for Signature 

Management Personnel? IAT Level III (see Table 1 under C.4.5).

95 Attachment S Interrogator

Is the Interrogator IDS based on well known intrusion detection 

systems (e.g., Snort or Bro)? If not, is interrogators a signature or 

anomaly based IDS?

The Interrogator is a government off the shelf product 

maintained by the Army Research Lab (ARL).  This tool 

provides full packet capture for Cyber Watch Analysts.  

96 F.5
MCNOSC Hours of Operation and 

Coverage

Is the government going to provide an updated suggested staffing 

model based on revised PWS? 

No staffing levels will be provided. Please see the response to 

question 27.

97 H.14 Training Facility Requirements
Is the government going to provide attachment U (Training 

Equipment List)?
Yes

98 H.14 Training Facility Requirements

If laptops are contractor property is the government willing to 

reimburse for audio and visual support of the training facility?

The Government will reimburse the contractor via the ODC 

CLIN for the capability to utilize an operational training 

facility to support offsite training needs via Task 5.  

99 C.4.4.3 Red Team (MCIART)

Red Team is not designated as an optional task but staffing 

requirements were not provided in section F.5 Work 

Schedule/Coverage of the TOR. If Sub Task 3 Red Team is not 

optional could the Government provide Red Team staffing 

requirements?

The Government will not provide historical staffing levels as 

the historical funding and requirements are not an exact 

representation of the request made in this TOR. 

100 B.2 Contract Access Fee

Will the Government confirm that Offerors are not to populate 

the CLINs (x006) associated with the CAF amount and that these 

amounts will be entered at contract award?

Please include the access fee in the total proposed cost.

101 C.4.2.1.1.c

Monitor External data sources to 

maintain visibility of net defesne 

threat conditions and emerging 

threats to the MCEN

Provide the number of data sources monitored and the 

incumbents current commentment (in hours per week) to this 

task? 

There are approximately 15 data sources across the enterprise 

across multiple classification domains but we project this 

number to increase as new technologies and solutions are 

added.  The section provides 24x7x365 operations (see 

section F.5 for the Alternate Work Schedule).

102 C.4.2.1.1.x Deployable CND toolkit
Confirm the specified fly-away team support is included in the 

travel estimate provided in section F.4?
Confirmed.

103 C.4.2..3.2.b Exploit Analyst shall statements. Was the shall statement (b) ommitted on purpose or overlooked? Please see changes in section C.4.2.3.2

104 C.4.3.2.g

Provide network defense system 

implementation, installation and 

configuration support to USMC 

installations and forces operating in 

deployed environments.

As the USMC is an expeditionary force whose mission is to be 

quick to react to unpredictable circumstances, please indicate all 

of the necessary resources to meet this requirement are included 

in the C.4.6 Surge Support Task?

Yes

105 C.4.3.4.e

Support the Host Assessment Team 

(HAT) in a weekly analysis of 

systems on the MCEN to identify 

vulnerabilities, anomalous host 

behavior, compromised network 

hardware and advanced malware.

Please provide the number of systems analyzed and the 

incumbent's current comment (in hours per week) to this task? The HAT currently scans approximately 270 systems across 

multiple classification domains. However, the Government 

will not provide historical staffing levels as the historical 

funding and requirements are not an exact representation of 

the request made in this TOR. 
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106 L.5

All courses purchased for 

government and military personnel 

must be accredited and maintain 

accreditation through the American 

National Standards Institute. 

Government approval is required 

before final registration of all third-

party training.

Please indicate the security and experience requirements for any 

instructor teaching courses as part of delivering services under 

this TOR?
All courses are to be approved by the Government before 

purchase. Any specific requirements will be communicated at 

that time.

107 L.7
Submission of Part I Cost/Price 

Proposal Can the Government clarify which subsections (a-e) are apllicable 

to the subcontractors as part of the sealed package? 

Subsections of Section L.7, a through d, are applicable to the 

subcontractors as part of the sealed package. All prime 

offerors are responsible for ensuring that all subcontracts 

include the same type of cost detail.

108 H.1.1 Program Manager Education 
Can years of cyber defense experience substitute for a Bachelor 

Degree in Computer Science or related IT field? 
No

109 H.1.1 Program Manager Experience
Can years of DoD and US Government experiece in cyber 

defense be combined for total years of experience?  
No

110
B.4, CLINs 0003, 1003 

& 2003
Surge Support (C.4.6)

These CLINs are shown as Cost Reimbursable (CR).  As labor 

CLINs, request they be changed to Cost Plus Fixed Fee (CPFF) 

consistent with the other mandatory and optional labor.

 Please see updates to section B.4, L.5.,and section L.7.1.g

111 B.4.1.1, B.4.1.2, B.4.1.3
Cost Reimbursement Surge, Travel 

and ODC CLINs

Please confirm that Surge Support, CLIN x003, is fee bearing 

CPFF labor in execution.
Please see updates to section B.4 and section L.7.1.g

112 B.5.1 Indirect/Material Handling Rate
Please remove the second bullet, since the basic contract does not 

specify a rate.

The second  bullet has been revised to state the following: 

"The basic contract must allow for reimbursement of these 

costs in order for material handling to be allowed on this task 

order."

113 C.4.6
Task 6 - Surge Support (Optional 

Task)

This task requires delivery of a Surge Support Plan.  However, 

there is no corresponding deliverable in Section F. Please confirm 

that the Surge Support Plan will be a deliverable under the 

contract.

Please see Section F, Deliverable 24. 

114 F.4 Place(s) of Performance If it is determined during contract execution that certain 

OCONUS locations are too dangerous to deploy employees (i.e., 

Government support is not adequate in those areas), will the 

Government grant discretion and the right to postpone and/or turn 

down assignments without the Contractor being considered in 

default for having done so? If not, how will the Government 

address this situation?

The government will expect that the contractor can support 

operations only from government secured facilities at the sites 

listed in F.4.  Any assignment to a hazardous duty location are 

given primarily to military and government civilian personnel 

for onsite support.  Contractor would provide remote support.  

In the rare event that onsite support is needed at a hazardous 

duty location, all activities would be executed under the 

protection of US forces. 
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115 F.4 Place(s) of Performance

If at any time during the period of performance, the Contractor in 

its good faith judgment, believes that the security provided by the 

Government is not adequate, the Contractor would give notice of 

its concerns regarding the adequacy of security to the 

Government. Please confirm that in such a situation the 

government customer shall act upon such notification within a 

reasonable time and with due consideration for any exigent 

circumstances; and that if, after a reasonable time after receiving 

such notice from the Contractor, the adequacy of the security 

remains uncorrected,  Contractor, after determining in good faith 

that additional actions are required, can take steps to ensure the 

safety of its personnel, including temporary withdrawal of its 

personnel from the area(s) of concern, until such time as the 

Government corrects the security and the Contractor will not be 

in default for having done so.

The government will abide by the agreement set in the 

contract.  The government does consider safety of all 

personnel (Military, Civilian, Contractor) paramount to the 

success of our mission.

116 F.4 Place(s) of Performance

Please confirm that for OCONUS to hazardous duty locations, 

contractor employees will be embedded with US military forces at 

all times while in hazardous duty locations, included in the US 

Government Emergency and Evacuation plans, and the US 

Government will provide:

     1.      all transportation to and from CONUS to the final 

destination

     2.      all transportation within OCONUS to be provided by US 

Government Forces

     3.      force protection and security commensurate with 

DOD/DOD civilian personnel at work places, living quarters, and 

during all intra-theater movements including Emergency 

Evacuations. i.e., Military Transport and/or armored vehicles.

Confirmed.
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117 F.4 Place(s) of Performance

Please confirm that Contractor and Subcontractor personnel will 

not be armed nor be required to provide security for themselves 

or for the contractor's workforce, and that no Contractor or 

Subcontractor personnel will be required to take up arms or 

perform any act that could cause the status of personnel to 

become any status other than a noncombatant under international 

law, including, but not limited to, the Geneva Convention and 

Laws of the Hague.

Should contractor personnel be required to carry self-defense 

weapons, please confirm that the U.S. Government will provide:

1. weapons training to any Contractor personnel being issued a 

weapon which is consistent with the level of training provided to 

US DOD civilians.

2. weapons and ammunition as GFE to be used for self-protection 

only

3. cost reimbursement for any costs, licenses, or registrations 

required as a result of issuance of weapons.

Confirmed. Please reference FAR 52.225-19, Contractor 

Personnel in a Designated Operational Area or Supporting a 

Diplomatic or Consular Mission Outside the United States, as 

listed under section I.1 FAR 52.252-2 CLAUSES 

INCORPORATED BY REFERENCE (FEB 1998).

118 F.4 Place(s) of Performance

Please confirm that the Contractor shall be authorized to 

temporarily import and export protective personnel equipment 

(e.g., body armor) in support of this contract and pursuant to 22 

CFR 126.4 (a). Contractor will be prepared to temporarily import 

from, and temporarily export to, the following countries: 

AFGHANISTAN, IRAQ, GERMANY, KOREA, AND JAPAN.

The Contractor shall follow the U. S. Government's 

import/export laws, rules and regulations. This task order will 

not/does not authorize the Contractor to make any 

import/export (s) which is otherwise prohibited by virtue of 

other administrative provisions or by any statute.

119 F.4 Place(s) of Performance

Please confirm that if the disclosure, transfer or exchange of 

export-controlled hardware, data, services or technology is 

required, no disclosure, transfer or, exchange is permitted unless 

and until a competent US Government Department or Agency 

issues an export license, Agreement, authorization or other 

approval.

Confirmed. ITAR license will be required.
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120 F.4 Place(s) of Performance

Please confirm that if a Contractor incurs foreign taxes, duties or 

similar charges ("Taxes") during their performance under the 

effort, the US Government will provide Contractors with an 

equitable adjustment for any Taxes as well as any incidental 

compliance expenses that they incur as a direct result of this 

effort and will be reimbursed based on actual incurred costs.

Please reference FAR 52.229-8, Taxes - Foreign Cost 

Reimbursement Contracts, as listed under section I.1 FAR 

52.252-2 CLAUSES INCORPORATED BY REFERENCE 

(FEB 1998).

121 F.6
Task Order Schedule and Milestone 

Dates

The TOR References for Deliverables 03, 25 and 37 appear to be 

incorrect.  Please confirm that the following are the correct TOR 

references:

03, Updated Transition-In Plan, TOR Reference C.4.1.9

25, Transition-Out Plan, TOR Reference C.4.1.10

37, Network Security Posture Report, TOR Reference C.4.2.1.2.

Please see changes in Section F.6

122 H.9 Purchasing Systems
Please confirm that the H.9 purchasing system requirement 

applies only to the Offeror and not to subcontractors.
Confirmed

123 L.6 Submission of Offers

Section L.6 states that all electronic files shall be in Microsoft 

Word or Excel formats. Please confirm that it is acceptable to 

deliver the Oral Technical Presentation Slides in Microsoft 

PowerPoint format.

Confirmed. Also, PDF files will be allowed for executed 

documents such as Letters of Commitment.

124 L.6 Submission of Offers

The referenced paragraph gives font size specifications for text 

and charts/graphics. For tables, our experience shows that a 

proportionally-spaced font of not less than 10 point makes for 

better readability. Please confirm that a proportionally-spaced 

font of not less than 10 point is allowed for tables.

Confirmed

125 L.6 Submission of Offers

The referenced paragraph states: "Charts/Graphics text must 

maintain a font minimum of 10 point, including in the Part III 

slides, and 11” x 17” paper may be used in staffing plan charts 

when providing tables and charts." To facilitate evaluation, we 

would like to keep the staffing plan table (Part II, Tab Q) sized so 

the table fits within the 17" width of the paper. Solicitation 

Attachment O provides a staffing plan table template in which 8 

point fonts are used. We request the Government allow the use of 

8 point fonts in Part II Tab Q so that the table remains within the 

17-inch width of the document when printed.

Request is acceptable.

126 L.6 and L.10.2

L.6: Submission of Offers; L.10.2: 

Oral Technical Proposal 

Presentation Media

Section L.6 states that minimum font in the Part III slides is 10 

point. Section L.10.2 states that the slides shall not contain any 

fonts smaller than a proportionally spaced font (such as TNR) of 

at least 12 point. Please confirm that 10-point font is acceptable 

for charts/graphics in slides.

Confirmed

Page 16 of 20



PARAGRAPH # PARAGRAPH TITLE QUESTION GOVERNMENT RESPONSE

127
L.6.2 and L.8.8, L.8.9, 

and L.8.10

L.6.2: Proposal Part II; L.8.8: 

Section 508 Compliance Statement 

(Tab T); L.8.9: Technical 

Assumptions (Tab U); L.8.10: Oral 

Technical Proposal Presentation 

(Part III)

Section L.6.2 indicates that Tab T is Technical Assumptions and 

that Tab U is a copy of the Oral Technical Proposal Presentation 

Slides, separately bound. In contrast, Sections L.8.8, L.8.9, and 

L.10 indicate that Tab T is Section 508 Compliance Statement, 

Tab U is Technical Assumptions, and the Oral Technical 

Proposal Presentation Slides should be delivered as Part III, 

separately bound. Please confirm that L.6.2 is in error and that the 

proposal should be outlined and delivered as described in 

Sections L.8.8, L.8.9, and L.10.

Confirmed - updates made via Amendment.

128 L.7
Submission of the Written 

Cost/Price Proposal (Part I)

The final statement of this section is "All prime offerors are 

responsible for ensuring that all subcontracts include the same 

type of cost detail as required above." Please confirm that the 

level of detail required only applies to cost-type subcontracts.

Confirmed

129 L.7.1.h Cost/Price Proposal Tabs Please confirm that the reference to Tab C should be to Tab H. Confirmed

130 L.7.1.h, Attachment R

Cost/Price Supporting 

Documentation (H)  / Cost 

Workbook

Please confirm that there are no separate instructions for 

completion of the Excel Workbook and that the only instructions 

are the notes written in the cells of the workbook.

Confirmed. Please see updated Attachment R.

131 L.7.1.i
Submission of the Written 

Cost/Price Proposal (Part I)

Reference the applicability of sealed envelopes and subcontracts 

detailed information based on the type of subcontract: please 

confirm that sealed packages (cost backup data from subs) are 

only required for cost-type subcontracts.

Confirmed

132 L.8.6.c
Key Personnel Qualification Matrix 

(Tab R)

Please confirm that the requirement "that the proposed Key 

Person named is employed" means that proposed key personnel 

must be employed by the Offeror or one of its proposed 

subcontractors at time of proposal submittal.

See updates in section L.8.6.

133 L.10.5.1 Cyber Incident Scenario (Topic 1)
Please confirm that the reference to Section F should be to 

Section J.
See updated in section L.10.5.1

134 M.4 and M.7 (missing)
There are no subsections M.4 and M.7 in section M. Please 

confirm that sections M.4 and M.7 do not exist.
Confirmed

135 Attachment R Cost Workbook

Task 3 contains mandatory and optional subtasks.  The optional 

subtask, 3.1, has its own tab for reporting. Should the tab for task 

3 be inclusive of 3.1 or exclusive of 3.1?

Exclusive. CLIN x001 and x002 are separately addressed.

136 Attachment R
Cost Workbook, all CLIN 

worksheets

Please confirm that the column L "Total Estimated Cost" entries, 

which are inclusive of fixed fee, should represent offerors total 

price for each line item and not the total cost.

Confirmed. Please refer to the instructions, "Insert Total 

Extended Value plus Fixed Fee Amount for a Total Estimated 

Cost for this Task Area".

137 Attachment R Cost Workbook

For CLINs 0002, 1002, 2002 Task 3.1 tabs, please confirm that 

cell G9 should be the total hours for subtask 3.1, and not the total 

for task 4.  Please also confirm on these tabs that cell H4 should 

be the total hours for subtask 3.1 and not for all of task 5.  

Similarly, on CLIN 0002, 1002, 2002 Task 5 tabs please confirm 

that cell G9 should reference the total hours for Task 5 and not 

Task 4.

Confirmed

138 Attachment R
Cost Workbook, all CLIN 

worksheets

For subcontractors and other teammates, direct labor rates 

are not known to the prime contractor as rates proposed are 

fully loaded between subcontractor and prime contractor.  

Please confirm that for teammates, column “E” which is 

titled “Proposed Direct Labor Rate” would represent where 

the subcontractor’s fully loaded rate is to be entered.

The fully burdened subcontractor rate (not including 

prime contractor loads) is to be included in column E. 

The subcontractor rate, including the prime contractor's 

burden, is to be included in column G.
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139

L.6 and L.10.2

SUBMISSION OF OFFERS

Section L.6 states, "Printed pages must maintain 1” margins, 12 

point Times New Roman font, and be single spaced. 

Charts/Graphics embedded in proposal will count toward page 

limitations. Charts/Graphics text must maintain a font minimum 

of 10 point, including in the Part III slides". 

Section L.10.2 states, "The slides shall not contain any fonts 

smaller than a proportionally spaced font (such as Times New 

Roman) of at least 12 point."

Question: Will the Government allow 10 point font in the Oral 

slides for graphics, Charts, and Tables?

Confirmed

140

L.6 and L.10.2

SUBMISSION OF OFFERS

Section L.6 states, "Printed pages must maintain 1” margins, 12 

point Times New Roman font, and be single spaced. 

Charts/Graphics embedded in proposal will count toward page 

limitations. Charts/Graphics text must maintain a font minimum 

of 10 point, including in the Part III slides". 

Question: Will the Government allow 10 point font in proposal 

tables?

Confirmed

141 L.6 and L.10.2 SUBMISSION OF OFFERS

Section L.6 states, "Printed pages must maintain 1” margins, 

12 point Times New Roman font, and be single spaced. 

Charts/Graphics embedded in proposal will count toward 

page limitations. Charts/Graphics text must maintain a font 

minimum of 10 point, including in the Part III slides". 

Question: Will the government remove  the 1" margin 

requirement for the oral slides?

Yes, The Government will remove the 1" margin 

requirement for oral presentation slides. Margins on 

Power Point slides will be 1/2".

142
Revised+Cover+Letter.pdf

Revised Cover Letter
Question: Will the Government please confirm that the proposal 

is due on March 31, 2016 at 11 A.M. EST?
Confirmed

143

Revised+Cover+Letter.pdf

Revised Cover Letter

Question: Given the extensive amount of content required for a 

compliant proposal, will the government consider extending the 

due date for TOR responses to April 15th, 2016? 

NO

144

C.4

Tasks Question: Will the government provide historical contractor 

manning levels by task/subtask and by primary/secondary site?

The Government will not provide historical staffing levels as 

the historical funding and requirements are not an exact 

representation of the request made in this TOR. 

145

C.4.2.1.1

Cyber Watch and Incident Response 

Support

Section C.4.2.1.1 provides historical event and incident data only 

for calendar year 2014. Question: Will the government provide 

historical event and incident data for calendar year 2015 so all 

offerors have access to more recent metrics?

NO

146

C.4.2.1.1

Cyber Watch and Incident Response 

Support

Question: Will the government provide the minimum contractor 

staffing levels required per shift to support Cyber Watch and 

Incident Response Support?

Please refer to Question 5.

147

C.4.2.1.2

Advanced Incident Handling

Question: Will the government provide the minimum contractor 

staffing levels required per shift to support Advanced Incident 

Handling?

Please refer to Question 5.

148

C.4.3.2

Subtask 2- Network Sensor Support

Section C.4.3.2 states the contractor will provide 24x7x365 

Network Sensor Support Coverage. Question: Is 24x7x365 

contractor support coverage required on government site or can 

onsite support be provided during standard hours with 24x7x365 

on-call contractor support provided during non-standard hours?

All work is to be performed on Government site.
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149

C.4.3.2

Subtask 2- Network Sensor Support

Question: If 24x365x7 contractor support is required onsite, will 

the government provide the minimum contractor staffing levels 

required per shift to support Network Sensor Support?

Please refer to Question 5.

150

C.4.5

Task 5- Training (Optional Task)

Paragraph "b" on page C-17 states the contractor should "provide 

courseware maintenance and course materials" in support of the 

core tasks of the SOW. Question: Does courseware in each of the 

identified areas already exist and only needs to be maintained by 

the incoming contractor, or does this courseware need to be 

developed?

The Contractor shall maintain existing courseware.

151

F.5

MCNOSC Hours of Operation and 

Coverage

Section F.5 states "The Contractor shall ensure the minimum 

staffing required to maintain operational effectiveness is met in 

the Incident Management and Sensor Grid Support Functions". 

Question: Will the government quantify the minimum staffing 

levels required in each these areas?

Please refer to Question 5.

152

B.4.1.1 - B.4.1.3

Mandatory CPFF Labor CLIN

Since there are multiple rates involved in arriving at the Cost 

Component of the CLIN does the Government want the 

Contractor to provide the total sum of hours proposed for the 

CLIN?

Yes, total sum of hours proposed for the CLIN.

153
B.4.1.1 - B.4.1.3

CLIN 0006 Contract Access Fee
Please confirm that the Contractor is not to provide the access fee 

or include it in the total proposed cost.
Yes, please include the access fee in the total proposed cost.

154
L.8.6

Key Personnel Qualifications Matrix
Please confirm that the Letter of Commitment does not count 

towards the 5 page limit.
Confirm, it does not count.

155
L.8.6

Key Personnel Qualifications Matrix
Please confirm that the Letter of Commitment is to be provided 

with the KPQM
Please include in TAB R.

156
L.6

Submission of Offers
Please confirm that the Oral Technical Proposal Presentation 

should be provided in Powerpoint format.
Confirmed

157

C.4.2.1.1 

CYBER WATCH AND INCIDENT 

RESPONSE SUPPORT 

(page C-6), it states, "The Contractor shall be responsible for 

supporting the transition of network defense configurations as 

informed by resolved incidents in order to prevent future 

occurrences.”  Can the government elaborate as to the type of 

network defense configurations we would need to support 

(e.g. Firewall settings, IDS configurations, etc.)?
The types of network defense configurations included, but are 

not limited to, Firewall, Network and Host Based IPS, SMTP 

filter, Blackhole DNS, Bluecoat and Router ACL changes as 

needed.
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158

C.4.2.1.1 

CYBER WATCH AND INCIDENT 

RESPONSE SUPPORT

(page C-6), it states, "The Contractor shall be responsible for 

supporting the transition of network defense configurations as 

informed by resolved incidents in order to prevent future 

occurrences.”.  Can the government specify if the MCNOSC uses 

an enterprise configuration management tool and if so, what is 

the tool?

There isn't a single enterprise tool MCNOSC utilizes to track 

configuration changes across the enterprise but the contractor 

must be prepared to support developing configuration 

changes in order to mitigate identified incidents/intrusions on 

the enterprise network. 

159

C.4.2.1.1 

CYBER WATCH AND INCIDENT 

RESPONSE SUPPORT

Bullet b (page C-6) states,  "Receive and analyze network alerts 

and reports from multiple sources and determine possible causes 

of such alerts.”  Can the government elaborate on the sources that 

provide alerts (e.g. SIEM tools, IDS, etc.)?

The government leverages a SIEM to collect information 

from all the required data sources.  These include standard 

cyber defense tools such as HBSS, IPSs, Firewalls and 

BlueCoats.  This also includes the analysis of network traffic 

and events associated with domain services.

160

C.4.2.1.2

CYBER WATCH AND INCIDENT 

RESPONSE SUPPORT

Bullet x (page C-7) states, "Maintain the deployable CND toolkit 

and stand prepared to support the DCOS fly-away team to 

conduct onsite support..”  What comprises the CND toolkit? 
The CND toolkit is comprised of the approved Marine Corps 

Cyber Security Tool Suite which is a collection of commercial 

and government off the shelf software.  The flyaway kit is 

configured with a subset of this tool suite based on the needs 

of the operation.

161

C.4.2.3.1 

MALWARE AND FORENSICS 

SUPPORT 

(page C-9) states, "Additionally, the Contractor shall support the 

transition of network defense configurations as informed by 

resolved incidents in order to prevent future occurrences.”  Can 

the government elaborate as to the type of network defense 

configurations we would need to support (e.g. Firewall settings, 

IDS configurations, etc.)?

The types of network defense configurations included, but are 

not limited to, Firewall, Network and Host Based IPS, SMTP 

filter, Blackhole DNS, Bluecoat and Router ACL changes as 

needed.

162

C.4.3.2 

SUBTASK 2 – NETWORK 

SENSOR SUPPORT 

(page C-12) states, "The Contractor shall ensure system 

availability, and conduct system administration, installation, 

troubleshooting and configuration support for MCEN network 

defense sensors and scanners, including all hardware and 

software used to conduct CNDSP functions throughout the 

MCEN.”  Can the government provide an inventory of the 

current sensors, scanners, hardware and software used to conduct 

CNDSP functions?

Upon award the government can provide a more detailed 

inventory.  Please see task C.4.3 for the number of sensors.

163

C.4.6 

TASK 6 – SURGE SUPPORT 

(page C-19), can the government provide information about the 

typical amount of FTEs requiered for a typical surge engagement.

Specific information regarding Surge requirements will be 

provided at the time of event. Please refere to revised Section 

L.5

Page 20 of 20



6/1/2016 GSA Advantage! eBuy RFQ Modify

https://www.ebuy.gsa.gov/advantage/ebuy/buyer/rfq_modification.do?&mapName=/buyer/buyer_rfq_detail&rfqId=RFQ1069544&verNum=6 1/1

GSA Advantage!  |  eLibrary  |   ReverseAuctions |  Acquisition Gateway 

 

RFQ ID: RFQ1069544 Modification 6 
Date of Mod 6: 03/22/2016 09:08:45 AM EDT 

Description: 
The purpose of this amendment is to provide a coorected version of the TOR. Please not that all changes from
Amendment 3 are still identified. The most recent change can be found in Section L.6, Submission of Offers. In
addition, questions 38 and 55 have been corrected on the Question and Answers document. All other terms and
conditions remain unchanged. 



 

 
 

DoD 8570.01-M 

 
 

Information Assurance 
Workforce Improvement 

Program 
 

  
Incorporating Change 3,  

January 24, 2012 
 
 

December 19, 2005 
 Assistant Secretary of Defense for 

Networks and Information 
Integration/Department of Defense Chief 

Information Officer 



DoD 8570.01-M, December 19, 2005 

[Use appropriate letterhead] 

December 19, 2005 

FOREWORD 

This Manual is issued under the authority of DoD Directive 8570.1 “Information Assurance 
Training, Certification, and Workforce Management,” August 15, 2004 (Reference (a)).  It 
provides guidance and procedures for the training, certification, and management of the DoD 
workforce conducting Information Assurance (IA) functions in assigned duty positions.  It also 
provides information and guidance on reporting metrics and the implementation schedule for 
Reference (a). 
 
This Manual applies to the Office of the Secretary of Defense (OSD), the Military Departments, 
the Chairman of the Joint Chiefs of Staff, the Combatant Commands, the Office of the Inspector 
General of the Department of Defense, the Defense Agencies, the DoD Field Activities, and all 
other organizational entities in the Department of Defense (hereafter referred to collectively as 
the “DoD Components”).   
 
This Manual is effective immediately and is mandatory for use by all the DoD Components. 
Send recommended changes to the Manual to the following address: 
 

Deputy Assistant Secretary of Defense for Information and Identity Assurance 
Assistant Secretary of Defense for Network and Information Integration/Department of 
Defense Chief Information Officer (ASD(NII)/DoD CIO) 
1155 Defense Pentagon 
Washington, DC 20301-1155 
 

The DoD Components, other Federal agencies, and the public may download this Manual from 
the DoD Issuances Web Site at http://www.dtic.mil/whs/directives. 
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C1.  CHAPTER 1 
 

GENERAL INFORMATION 
 
 

C1.1.  PURPOSE 
 
This Manual: 
 
 C1.1.1.  Implements DoD Directive 8570.1 (Reference (a)). 
 
 C1.1.2.  Provides guidance for the identification and categorization of positions and 
certification of personnel conducting Information Assurance (IA) functions within the DoD 
workforce supporting the DoD Global Information Grid (GIG) per DoD Instruction 8500.2 
(Reference (b)).  The DoD IA Workforce includes, but is not limited to, all individuals 
performing any of the IA functions described in this Manual.  Additional chapters focusing on 
personnel performing specialized IA functions including certification and accreditation (C&A) 
and vulnerability assessment will be published as changes to this Manual. 
 
 C1.1.3.  Establishes IA workforce oversight and management reporting requirements to 
support Reference (a). 
 
  
C1.2.  DEFINITIONS.  See Appendix 1. 
 
 
C1.3.  DoD IA WORKFORCE MANAGEMENT OBJECTIVES: 
 
 C1.3.1.  Develop a DoD IA workforce with a common understanding of the concepts, 
principles, and applications of IA for each category, specialty, level, and function to enhance 
protection and availability of DoD information, information systems, and networks. 
 
 C1.3.2.  Establish baseline technical and management IA skills among personnel performing 
IA functions across the DoD enterprise. 
 
 C1.3.3.  Provide warfighters qualified IA personnel in each category, specialty and level. 
 
 C1.3.4.  Implement a formal IA workforce skill development and sustainment process, 
comprised of resident courses, distributive training, blended training, supervised on the job 
training (OJT), exercises, and certification/recertification. 
 
 C1.3.5.  Verify IA workforce knowledge and skills through standard certification testing. 
 
 C1.3.6.  Augment and expand on a continuous basis the knowledge and skills obtained 
through experience or formal education. 
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C1.4.  RESPONSIBILITIES 
 
In addition to the responsibilities listed in Reference (a) and section 3544 of title 44, United 
States Code (Reference (c)), this Manual assigns the following: 
 
 C1.4.1.  The Assistant Secretary of Defense for Networks and Information Integration/DoD 
Chief Information Officer (ASD(NII)/DoD CIO) shall: 
 
  C1.4.1.1.  Coordinate changes and updates to this Manual to maintain state of the art 
functional and certification requirements for the IA workforce.   
 
  C1.4.1.2.  Develop, coordinate, and publish baseline certification requirements for 
personnel performing specialized IA functions. 
 
  C1.4.1.3.  Coordinate the implementation and sustainment requirements of this Manual to 
include supporting tools and resources (e.g., conferences, website, database integration, 
workforce identification).    
 
  C1.4.1.4.  Per DoD Instruction 5105.18 (Reference (d)) and in coordination with the 
Under Secretary of Defense for Personnel and Readiness (USD(P&R)), establish an IA 
Workforce Improvement Program Advisory Council (IA WIPAC), to ensure that the 
requirements of Reference (a) and this Manual are met.  The IA WIPAC shall: 
 
   C1.4.1.4.1.  Meet at least annually at the call of the DoD Deputy Chief Information 
Officer (DCIO).  At a minimum, its composition will include representatives from the Chairman 
of the Joint Chiefs of Staff; USD(P&R); the Under Secretary of Defense for Intelligence 
(USD(I)); the Under Secretary of Defense for Acquisition, Technology, and Logistics 
(USD(AT&L)); the Military Departments and Services; the Defense Information Systems 
Agency (DISA); and the U.S. Strategic Command (USSTRATCOM).  Members must be 
government employees full-time or permanent part-time Federal employees or active-duty 
military members.  
 
   C1.4.1.4.2.  Establish an approval process for IA baseline certifications to be added to 
or deleted from the Certification Table (AP3.T2) approved IA baseline certification list on the 
DISA IA Support Environment (IASE) website.  Certifications must have a strong correlation to 
IA workforce levels and functions.  The Defense-wide Information Assurance Program (DIAP) 
office will provide oversight to the IA WIPAC and IA baseline certification approval process 
outlined in AP2.2 and post updates to the DISA IASE website.  The IA WIPAC Executive 
Secretariat will publish a memorandum to announce updates to the Certification Table. 
 
   C1.4.1.4.3.  Review and update the IA levels, functions, and associated certification 
requirements contained in this Manual. 
 
   C1.4.1.4.4.  Monitor the DoD IA certification program process improvements.  
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   C1.4.1.4.5.  Review DoD Component programs and plans to validate/approve 
compliance with DoD baseline IA workforce management requirements.  Reviews will include 
the following:   
 
    C1.4.1.4.5.1.  DoD Component implementation and sustainment plans for IA 
workforce identification, training, certification, management, metrics, and documentation 
requirements as established in this Manual and References (a) and (c). 
 
    C1.4.1.4.5.2.  DoD Component plans and methodologies to track, monitor, and 
document completion of IA Awareness training requirements for all network users as established 
in this Manual and References (a) and (c).  
 
   C1.4.1.4.6.  Report recommended actions to the ASD(NII)/DoD CIO and the 
USD(P&R) based on these reviews or other information available to it (such as Federal 
Information Security Management Act (FISMA) Reporting Information or reports metrics 
required by this Manual) to improve the program. 
 
   C1.4.1.4.7.  Conduct assessments to ensure the validity of the IA workforce functions, 
training, and certification requirements per 29 CFR Volume 4, section 1607 (Reference (de)).  
 
   C1.4.1.4.8.  Prioritize enterprise-wide requirements for the development of training 
content to address gaps and deficiencies.  
 
  C1.4.1.5.  Prepare an IA Workforce Improvement Program (WIP) Annual Report. 
 
  C1.4.1.6.  Require the Director of the Defense Information Systems Agency (DISA) to: 
 
   C1.4.1.6.1.  Provide appropriate representation to the IA WIPAC. 
 
   C1.4.1.6.2.  Coordinate with the Defense-wide IA Program (DIAP) Office, 
USD(AT&L), and the DoD Components IA WIP Office of Primary Responsibility Points of 
Contact (OPR POC) to develop and maintain online resources correlating DoD IA training 
products and classes to requirements defined in law, executive orders, and DoD issuances.  
Additionally, provide information correlating IA functions (Chapters 3, 4, 5, 10, and 11) to 
workforce categories, specialties, and levels to core IA training curriculum. 
 
   C1.4.1.6.3.  Serve as the DoD Shared Service Center (SSC) for the Office of 
Management and Budget (OMB)-directed Information System Security Line of Business (ISS 
LoB) for Tier I Awareness training.  See Chapter 6 for additional information/requirements. 
 
  C1.4.1.7.  Require the DIAP to provide IA workforce management oversight and 
coordination for the requirements established in this Manual. 
 
 C1.4.2.  The Under Secretary of Defense for Personnel and Readiness (USD(P&R)) shall 
support and provide appropriate representation to the IA WIPAC.  The Defense Activity for 
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Non-Traditional Education Support (DANTES) will manage the certification testing process 
requirement for the Department. 
 
 C1.4.3.  The Undersecretary of Defense for Intelligence shall provide appropriate 
representation to the IA WIPAC to represent the intelligence community.  
 
 C1.4.4.  The Heads of the DoD Components shall: 
 
  C1.4.4.1.  Comply with the responsibilities and requirements of Reference (a) and this 
Manual. 
 
  C1.4.4.2.  Provide support for the continuous improvement of the IA workforce 
management processes and maintenance of requirements.  Provide appropriate representation as 
required to the IA WIPAC. 
 
  C1.4.4.3.  Provide for initial IA orientation and annual awareness training to all 
authorized users to ensure they know, understand, and can apply the IA requirements of their 
system(s) in accordance with Reference (a) (see Chapter 6). 
 
  C1.4.4.4.  Per Reference (a), identify all positions performing information system 
management, specialized, or privileged access IA functions by category, specialty, and level as 
described in Chapters 3, 4, 5, 10, and 11 of this Manual.  This applies to all positions with IA 
duties, whether performed as primary or additional/embedded duties (see Chapters 2, 3, 4, 5, 7, 
10, and 11).  This requirement applies to military and civilian positions including those staffed 
by local nationals (LNs).   
 
  C1.4.4.5.  Identify all IA function requirements to be performed by contractors in their 
statement of work/contract including LNs.  Ensure contractors are appropriately certified, and 
have the appropriate background investigation to perform those IA functions.   
 
  C1.4.4.6.  Train, certify, and obtain the proper background investigation for all military 
and civilian personnel identified as part of the IA workforce to accomplish their IA duties (see 
Chapters 3, 4, 5, 10, and 11, and Appendices 2 and 3). 
 
   C1.4.4.6.1.  Include requirements for IA training in all DoD Component and local 
policy and procedures as part of the IA program. 
 
   C1.4.4.6.2.  Ensure IA personnel performing IA functions obtain/maintain a 
certification corresponding to the highest level function(s) required by their position. 
 
   C1.4.4.6.3.  Nominate, as appropriate, other certifications that correspond to the IA 
functions established for a particular level.  Nominations may include operating system 
certifications that include the appropriate IA requirements.  Provide nominations to the IA 
WIPAC.  
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   C1.4.4.6.4.  Obtain the appropriate background investigation per Reference (b) prior 
to granting unsupervised privileged access or management responsibilities to any DoD system.    
 
  C1.4.4.7.  Identify, track, and monitor IA personnel performing IA functions (as 
described in Chapters 3, 4, 5, 10, and 11) to ensure that IA positions are staffed with trained and 
certified personnel (see Chapter 7). 
 
  C1.4.4.8.  Collect metrics and submit reports to the ASD(NII)/DoD CIO to support 
planning and analysis of the IA workforce and annual FISMA reporting according to Reference 
(c) (see Chapter 8).  
 
  C1.4.4.9.  Establish, resource, and implement plans, policies, and processes to meet the 
requirements of Reference (a) and this Manual (see Chapter 9). 
 
  C1.4.4.10.  Identify all GS-2210 and other civilian positions/personnel (e.g., 0854, 1550) 
using the Office of Personnel Management (OPM) or National Security Personnel System 
(NSPS) specified parenthetical specialty titles per OPM Job Classification Standard (References 
(ef and zg).  Enter the appropriate parenthetical specialty title for the primary function and may 
enter another specialty to identify additional duty responsibilities in the Defense Civilian 
Personnel Data System (DCPDS) or equivalent civilian personnel database.  This is required for 
all DoD personnel even if the individual performs more than two specialties.   
 
  C1.4.4.11.  Enter “INFOSEC” as the “Position Specialty Code” into the DCPDS in 
accordance with Reference (a) for 2210 and other civilian personnel (e.g., 0854, 1550) 
performing IA functions described in Chapters 3, 4, 5, 10, and 11 as primary, additional, or 
embedded duty and their category, specialty and level. 
 
  C1.4.4.12.  Ensure that all DoD contracts requiring performance of IA functions 
(specified in Chapters 3, 4, 10, and 11) include the requirement to report contractor personnel’s 
IA certification status and compliance with this Manual.  Contractors also must meet the   
background investigation requirements of Reference (b). 
 
  C1.4.4.13.  Ensure personnel performing IA functions on national security systems meet 
the Committee on National Security Systems training requirements.  This is in addition to the 
requirements of this Manual. 
 
  C1.4.4.14.  Include appropriate IA content in officer accession programs, Flag, 
Commanding/Executive Officer (CO/XO), and Warrant Officer indoctrination, and DoD 
Component professional military education.  The training is intended to develop leadership 
understanding of the critical importance of information assurance to the successful execution of 
DoD’s mission at all levels of the Department of Defense.
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C2.  CHAPTER 2 
 

IA WORKFORCE STRUCTURE OVERVIEW 
 
 

C2.1.  INTRODUCTION 
 

C2.1.1.  IA functions focus on the development, operation, management, and enforcement of  
security capabilities for systems and networks.  Personnel performing IA functions establish IA 
policies and implement security measures and procedures for the Department of Defense and 
affiliated information systems and networks. 

 
C2.1.2.  IA measures protect and defend information and information systems by ensuring 

their availability, integrity, authentication, confidentiality, and non-repudiation.  This includes 
providing for their restoration by incorporating protection, detection, and reaction capabilities. 

 
C2.1.3.  IA duties may be performed as primary or additional/embedded duties, by a DoD 

employee (civilian, including LNs, or military) or by a support contractor (including LNs). 
 
C2.1.4.  As a condition of privileged access to any information system, personnel performing 

IA functions described in this Manual must satisfy both preparatory and sustaining DoD IA 
training and certification requirements (see Chapters 3, 4, 5, 10, and 11).  Additionally, personnel 
with privileged access must complete a “Privileged Access Agreement,” a sample of which is 
shown in Appendix 4, DoD Components may expand the requirements of this agreement to meet 
their needs. 

 
C2.1.5.  The certification requirements of this Manual apply to DoD civilian employees, 

military personnel, LNs, and support contractors performing the IA functions below and 
described in detail in Chapters 3, 4, 5, 10 and 11. 

 
C2.1.6.  Personnel performing IA duties addressed by Reference (a) and this Manual 

include the following IA oversight responsibilities: 
 

C2.1.6.1.  Work closely with data owners, information system owners, and users to 
ensure secure use and operation of information systems (IS) and networks. 

 
C2.1.6.2.  Ensure rigorous application of IA policies, principles, and practices in the 

delivery of all information technology (IT) services. 
 
C2.1.6.3.  Maintain system audit functions and periodically review audit information for 

detection of system abuses. 
 
C2.1.6.4.  Identify IA requirements as part of the IT acquisition development process.  
 
C2.1.6.5.  Assess and implement identified corrections (e.g., system patches and fixes) 

associated with technical vulnerabilities as part of the Information Assurance Vulnerability 
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Management (IAVM) program, consistent with References (a) and (b), DoD Directive 8500.1 
(Reference (fh)), and DoD Directive O-8530.1 (Reference (gi)). 

 
C2.1.6.6.  Maintain configuration control of hardware, systems, and application software. 
 
C2.1.6.7.  Identify and properly react to security anomalies or integrity loopholes such as  

system weaknesses or vulnerabilities. 
 
C2.1.6.8.  Install and administer user identification or authentication mechanisms. 

 
C2.1.7.  The IA workforce training and certification program establishes a baseline of 

validated (tested) knowledge that is relevant, recognized, and accepted across the Department of 
Defense. 
 
 
C2.2.  IA WORKFORCE CATEGORIES, SPECIALTIES, AND LEVELS 

 
C2.2.1.  This Manual identifies categories and specialties within the IA workforce.  

Categories are IA Technical (IAT) and IA Management (IAM).  Specialties are Computer 
Network Defense Service Providers (CND-SPs) and IA System Architects and Engineers 
(IASAEs).  These categories and specialties are subdivided into levels each based on functional 
skill requirements and/or system environment focus (see Chapters 3, 4, 5, 10, and 11).   

 
C2.2.2.  The levels and functions in the Technical, Management, CND-SP, and  IASAE 

categories and specialties apply to civilian, military, and contractor personnel (including those 
LNs specifically authorized to perform IA functions according to Reference (b)). 

 
C2.2.3.  The levels and functions provide the basis to determine all IA Technical, IA 

Management, CND-SP, and IASAE staffing requirements.  They also provide a framework for 
the identification of IAT, IAM, CND-SP and IASAE positions and qualified personnel (or those 
who can become qualified) across the Department of Defense. 

 
C2.2.4.  Each DoD position responsible for IA functional requirement(s) must be correlated 

with a category or specialty and level.  Assigning position category or specialty levels based on 
functions across the Department of Defense establishes a common framework for identifying the 
IA workforce. 

 
C2.2.5.  A position may include functions spanning multiple levels.  In these cases, the level, 

and related certification requirements will be those of the highest level functions.  Individuals 
performing functions in multiple categories or specialties must hold certifications appropriate to 
the functions performed in each category or specialty.  (Note: one certification may cover more 
than one category or specialty and level, (e.g., a Security + certification can qualify someone to 
fill both an IAT-I and an IAM-I position.)  

 
C2.2.6.  IA workforce categories or specialties and levels do not necessarily correlate to 

civilian grades, military ranks, or any specific occupational classification standard. 
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C2.2.7.  Figure C2.F1., below, provides an overview of the basic IA workforce structure. 
 

Figure C2.F1.  Overview of Basic IA Workforce Structure 
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C2.3.  TRAINING AND CERTIFICATION PROGRAMS 

C2.3.1.  IA certification programs are intended to produce IA personnel with a baseline 
understanding of the fundamental IA principles and practices related to the functions of their 
assigned position.  Each category, specialty, and skill level has specific training and certification 
requirements.  Meeting these requirements will require a combination of formal training and 
experiential activities such as on-the-job training and continuing education.  These training and 
certification requirements must be provided by the Department of Defense at no cost to 
government employees (military or civilian).  

C2.3.2.  The DoD Components must use certifications approved (and published as part of 
this Manual on the DISA IASE website) by the office of the ASD(NII)/DoD CIO as to meet the 
minimum IA baseline certification requirement. 

 
C2.3.3.  Approved certifications will demonstrate close correlation to the IA categories, 

specialties, levels, and functions described in Chapters 3, 4, 5, 10, and 11, and demonstrate 
portability throughout the Department of Defense, the Federal government, and the private 
sector. 

 
C2.3.4.  Individuals in IA positions, as defined in Chapters 3, 4, 5, 10, and 11 not meeting 

certification qualification requirements must be reassigned to other duties, consistent with 
applicable law.  Until certification is attained, individuals in IA positions not meeting 
certification qualification requirements may perform those duties under the direct supervision of 
an appropriately certified individual unless the certification qualification requirement has been 
waived due to severe operational or personnel constraints.  (See paragraphs C3.2.4.2., C3.2.4.3., 
C.4.2.3.2.1., C4.2.3.4.2., C10.2.3.4., and C11.2.4.2.) 
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C2.3.5.  Appendix 2 establishes the IA workforce certification requirement and criteria for 

assigned responsibilities.  It also includes a requirement for the periodic review of DoD 
categories, specialties, functions, levels, and the approval of their associated certifications. 

 
C2.3.6.  Appendix 3 provides a matrix of certifications qualifications and the categories, 

specialties and levels to which they apply.  IA workforce members must obtain all the 
certification qualifications corresponding to their IA functions as defined in Chapters 3, 4, 5, 10, 
and 11, and Appendix 3. 

 
C2.3.7.  Certification holders must adhere to all recertification policies set by their 

certification provider and ensure that their certificates certifications stay active.  Expired 
certifications must be renewed.  Expired certifications are not to be considered in the workforce 
reports metrics. 

 
C2.3.8.  To support IA professionals, the DoD IA Portal at Defense Knowledge Online and 

the IASE Support Environment provides DoD IA policy, training requirements, and DoD-
sponsored training.  The DoD IA Portal is located at http://www.us.army.mil and the IASE is 
located at http://iase.disa.mil/.  

 
C2.3.9.  Contractor personnel supporting IA functions in Chapters 3, 4, 10, and 11 shall be 

appropriately certified obtain the appropriate DoD-approved IA baseline certification prior to 
being engaged.  Contractors have up to 6 months to obtain the rest of the qualifications for their 
position outlined in AP3.T1.  The contracting officer will ensure that contractor personnel are 
appropriately certified and provide verification to the Defense Manpower Data Center (DMDC) 
database:  https://www.dmdc.osd.mil/dmdcomn/owa/dmdc.main.  Additional training on local or 
system procedures may be provided by the DoD organization receiving services.  

 
C2.3.10.  Organizations employing LNs should coordinate in advance with appropriate 

offices such as the Status of Forces Agreement, the Local or Country Human Resources section 
of OPM, local unions, and/or training.  Effective coordination will greatly enhance the capability 
to achieve the requirements of this Manual. 

 
C2.3.11.  Personnel IA certification status and renewal rates are management review items 

according to Reference (b). 

C2.3.12.  All personnel holding an approved IA baseline certification listed in Appendix 3 in 
fulfillment of the requirements of this Manual must release their certification information to the 
Department of Defense through the Defense Workforce Certification Application (DWCA): 
https://www.dmdc.osd.mil/appj/dwc/index.jsp.
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C3.  CHAPTER 3 
 

IA WORKFORCE TECHNICAL CATEGORY 
 
 

C3.1.  INTRODUCTION 
 

C3.1.1.  This chapter provides detailed position guidelines and IA functions for each level 
within the Technical category.   

 
C3.1.2.  The functions associated with each of these levels are intended to be baseline DoD 

requirements.  The DoD Components are expected to have additional requirements reflecting 
their operating policy and information system technical environment.  The requirements of this 
Manual do not exempt individuals from meeting their own organization’s standards and 
requirements. 
 
 
C3.2.  TECHNICAL CATEGORY DESCRIPTION 

 
C3.2.1.  This category comprises IAT Levels I, II, and III. 
 
C3.2.2.  Personnel required to perform any technical category IA functions (one or more 

functions) at any level must be certified to the highest level function(s) performed.  An IAT 
position’s functions for a particular level establish the basis for the individual’s certification 
requirement.   

 
C3.2.2.1.  The IAT category’s functions are cumulative.  Thus, an IAT Level II or III 

position requires mastery of the functions of the preceding levels. 
 
C3.2.3.  IAT Category Training Requirements: 

 
C3.2.3.1.  Participation in initial training (classroom, distributive, or blended) before, or 

immediately on, assignment of IA responsibilities.  Training need not result in award of a 
military specialty code (e.g., Military Occupational Specialty, Navy Enlisted Classification 
Code, and/or Air Force Specialty Code), but must be sufficient to meet minimum certification 
standards outlined here and in Appendices 2 and 3. 

 
C3.2.3.2.  Completion of an on the job skills practical evaluation to meet functional 

requirements listed in this chapter. 
 
C3.2.3.3.  Completion of sustainment training/continuing education as required to 

maintain certification status.  For planning purposes the standard is normally a minimum of 20 to 
40 hours annually, or 120 hours over 3 years.  

 
C3.2.4.  IAT Category Certification Requirements: 
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C3.2.4.1.  The certification program for IAT category positions must include the 
functions identified for that level.  All IAT category personnel, whether they perform IA 
functions as primary or additional/embedded duty, must be certified based on the IA functions of 
the position.  

 
C3.2.4.1.1. Within 6 months of assignment of IA duties, all military and Government 

civilian IAT personnel must achieve the appropriate IA certification unless a waiver is granted 
per paragraphs C3.2.4.2 or C3.2.4.3.   

 
C3.2.4.1.1.1.  DoD employees and contractors performing IA functions on the 

effective date of this Manual have up to 4 years to comply with the certification requirements, 
based on DoD Component plans to meet the implementation milestones established in Chapter 9.   

 
C3.2.4.1.1.2.  New hires’ qualification periods begin the date they start in the 

position (i.e., they must obtain the appropriate certification within 6 months of being assigned IA 
functions).   

 
C3.2.4.1.2.  IAT Level I certification is the minimum requirement prior to IA 

Managers authorizing unsupervised privileged access for personnel performing IAT Levels I 
through III functions described in this Chapter. 

 
C3.2.4.2.  Designated Accrediting Authorities  (DAAs) may waive the certification 

requirement under severe operational or personnel constraints.  The waiver will be documented 
by the DAA using a memorandum for the record stating the reason for the waiver and the plan to 
rectify the constraint.  Waivers will not extend beyond 6 months, must include an expiration 
date, and be documented in the individual’s IA training record.  Consecutive waivers for 
personnel are not authorized except as noted in paragraph C3.2.4.3.  Waivers must be a 
management review item per Reference (b).  Uncertified IAT Level Is are not authorized to have 
unsupervised privileged access.  

 
C3.2.4.3.  IAT category personnel must be fully trained and certified prior to deployment 

to a combat environment.  The DAA may approve a waiver for certified IAT-I’s to fill level IAT-
II or IAT-III billets without attaining the appropriate certification while deployed to a combat 
environment.  The DAA may grant an interim waiver limited to the period of the deployment.  
The interim waiver places an individual in a suspense status and must be time limited and 
include an expiration date not to exceed 6 months following date of return from combat status.  

 
C3.2.4.4.  Personnel in technical category positions must be issued and retain an 

appointing letter to their IA duties including a statement of responsibilities for the system.  
Appendix 4 provides a sample statement of acceptance of responsibilities.  DoD Components 
will appropriately edit this form and maintain a completed copy in the individual’s personnel 
record or with the contracting officer’s technical representative for contractors.  

 
C3.2.4.5.  Personnel in technical category positions must maintain certifications, as 

required by the certifying provider, to retain privileged system access.  Level 1 certification is 
required prior to being authorized unsupervised privileged access. 
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C3.2.4.6.  Personnel who are not appropriately certified qualified within 6 months of 
assignment to a position or who fail to maintain their certification status shall not be permitted 
privileged access.  The DoD Components will develop programs to address remedial training and 
conditions for individuals to attain or return to certified status.         

 
C3.2.4.7.  The DoD Components must document and maintain the certification status of 

their IAT category personnel as long as they are assigned to those duties.  Identification and 
tracking requirements are addressed in Chapter 7. 

 
C3.2.4.8.  To support the GIG infrastructure security requirements, certification standards 

apply equally to DoD civilian, military, and contractor personnel including those staffed by LNs 
(with conditional privileged access per Reference (b)).  

 
C3.2.4.8.1.  New contract language must specify certification requirements.  Existing 

contracts must be modified, at an appropriate time during the phased implementation, to specify 
certification requirements.  

 
C3.2.4.8.2.  Per  References (b) and (gi) and DoD 5200.2-R (Reference (hj)), LNs and 

Foreign Nationals (FNs) must comply with background investigation requirements and cannot be 
assigned to IAT Level III positions. 

 
C3.2.4.8.3.  In addition to the baseline IA baseline certification requirement for their 

level, IATs with privileged access must obtain appropriate Computing Environment (CE) 
certifications for the operating system(s) and/or security related tools/devices they support as 
required by their employing organization.  If supporting multiple tools and devices, an IAT 
should obtain CE certifications for all the tools and devices they are supporting.  At a minimum 
the IAT should obtain a certification for the tool or device he or she spends the most time 
supporting.  For example, if an IAT is spending most of his or her time supporting security 
functions on a CISCO router, the IAT should obtain a CE certification for that equipment.  This 
requirement ensures they can effectively apply IA requirements to their hardware and software 
systems.    

 
C3.2.4.8.4.  New hire civilian personnel must agree as a “condition of employment” 

that they will obtain the appropriate certification for the position to be filled. 
 
C3.2.4.8.5.  All personnel must agree to release their IA baseline certification 

qualification(s) to the Department of Defense through the DWCA. 
 
C3.2.4.9.  Technical category training requirements are summarized in Table C3.T1. 
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Table C3.T1.  IA Technical Workforce Requirements 

Civilian, Military, Contractor* 
(Including Civilian or Contractor 

LNs) 

IAT Level 
I - III 

(FN and LN Levels I & II only) 

Initial Training ** Yes 

IA Baseline Certification 
(from approved list) 

Yes 
 (within 6 months) 

Initial On the Job Practical OJT 
Evaluation 

Yes 
(for initial position) 

CE/OS Certification Certificate Yes 

Maintain Certification Status 
Yes 

(as required by certification) 

Continuous Education or 
Sustainment Training 

Yes  
(as required by certification           

(e.g., International Information 
Systems Security Certification 

Consortium, (ISC)2 requires 120 
hours within 3 years for the CISSP)) 

Background Investigation  As required by IA level and 
Reference (b) 

Sign Privileged Access Statement Yes 

*Contractor category, level, and certification requirements to be specified in 
the contract 
**Classroom, distributive, blended, government, or commercial provider 
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C3.3.  IAT LEVEL I 
 

C3.3.1.  IAT Level I personnel make the CE less vulnerable by correcting flaws and 
implementing IAT controls in the hardware or software installed within their operational 
systems.  IAT Level I position requirements are listed in Table C3.T2. 

 
Table C3.T2.  IAT Level I Position Requirements 

 
IAT Level I 

Attribute Level 

Experience 
Normally has 0 to 5 or more years of experience in 
IA technology or a related field. 

System Environment CE. 

Knowledge 
Applies basic knowledge of IA concepts, practices, 
and procedures within the CE. 

Supervision 
Works under supervision and typically reports to a 
CE manager. 

Other 
Actions are usually authorized and controlled by 
policies and established procedures. 

IA Baseline 
Certification & CE/OS 
Certificate 

Within 6 months of assignment to position and 
mandatory for unsupervised privileged access. 

 
C3.3.2.  Table C3.T3. lists the specific functions associated with the IAT Level I position.  

Personnel performing these functions, regardless of their occupational title (e.g., system 
administrator, help desk technician, information system technician, mechanic, infantry, logistics, 
aviation mechanic, etc.) shall be identified as part of the IA workforce and must comply with the 
requirements in the tables above and C3.T1. 

 Table C3.T3.  IAT Level I Functions 

T-I.1. Recognize a potential security violation, take appropriate action to report the incident as 
required by regulation, and mitigate any adverse impact.  

T-I.2. Apply instructions and pre-established guidelines to perform IA tasks within CE. 

T-I.3. Provide end user IA support for all CE operating systems, peripherals, and applications. 

T-I.4. Support, monitor, test, and troubleshoot hardware and software IA problems pertaining 
to their CE. 

T-I.5. Apply CE specific IA program requirements to identify areas of weakness.  

T-I.6. Apply appropriate CE access controls. 
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T-I.7. Install and operate the IT systems in a test configuration manner that does not alter the 
program code or compromise security safeguards. 

T-I.8. Conduct tests of IA safeguards in accordance with established test plans and 
procedures. 

T-I.9. Implement and monitor IA safeguards for CE system(s) in accordance with 
implementation plans and standard operating procedures. 

T-I.10. Apply established IA security procedures and safeguards and comply with 
responsibilities of assignment. 

T-I.11. Comply with system termination procedures and incident reporting requirements 
related to potential CE security incidents or actual breaches. 

T-I.12. Implement online warnings to inform users of access rules for CE systems. 

T-I.13. Implement applicable patches including IA vulnerability alerts (IAVA), IA 
vulnerability bulletins (IAVB), and technical advisories (TA) for the CE operating 
system(s). 

T-I.14. Install, test, maintain, and upgrade CE operating systems software and hardware to 
comply with IA requirements. 

T-I.15.   Understand and implement technical vulnerability corrections. 

T-I.16.   Enter assets in a vulnerability management system. 

T-I.17.   Apply system security laws and regulations relevant to the CE being supported. 

T-I.18.   Implement DoD and DoD Component password policy. 

T-I.19.   Implement specific IA security countermeasures. 
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C3.4.  IAT LEVEL II 

 
C3.4.1.  IAT Level II personnel provide network environment (NE) and advanced level CE 

support.  They pay special attention to intrusion detection, finding and fixing unprotected 
vulnerabilities, and ensuring that remote access points are well secured.  These positions focus 
on threats and vulnerabilities and improve the security of systems.  IAT Level II personnel have 
mastery of the functions of the IAT Level I position.  IAT Level II position requirements are 
listed in Table C3.T4. 

 
Table C3.T4.  IAT Level II Position Requirements 

 
IAT Level II 

Attribute Level 
Experience Normally has at least 3 years in IA technology or 

a related area. 
System Environment NE and advanced CE. 
Knowledge  • Mastery of the functions of the IAT Level I 

position. 
• Applies knowledge and experience with 

standard IA concepts, practices, and 
procedures within the NE. 

Supervision Works under general supervision and typically 
reports to network manager. 

Other Relies on experience and judgment to plan and 
accomplish goals within the NE. 

IA Baseline Certification 
& CE/OS Certificate 

Within 6 months of assignment to position. 

 
C3.4.2.  Table C3.T5. lists the specific functions associated with the IAT Level II position.  

Personnel performing these functions, regardless of their occupational title (e.g., system 
administrator, help desk technician, information system technician, mechanic, infantry, logistics 
coordinator) shall be identified as part of the IA workforce and must comply with the 
requirements in the table above and C3.T1. 

 
Table C3.T5.  IAT Level II Functions 

  
T-II.1. Demonstrate expertise in IAT Level I CE knowledge and skills. 
T-II.2. Examine potential security violations to determine if the NE policy has been breached, 

assess the impact, and preserve evidence. 
T-II.3. Support, monitor, test, and troubleshoot hardware and software IA problems pertaining 

to the NE. 
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T-II.4. Recommend and schedule IA related repairs in the NE. 
T-II.5. Perform IA related customer support functions including installation, configuration, 

troubleshooting, customer assistance, and/or training, in response to customer 
requirements for the NE. 

T-II.6. Provide end user support for all IA related applications for the NE. 
T-II.7. Analyze patterns of non-compliance and take appropriate administrative or 

programmatic actions to minimize security risks and insider threats. 
T-II.8. Manage accounts, network rights, and access to NE systems and equipment. 
T-II.9. Analyze system performance for potential security problems. 
T-II.10. Assess the performance of IA security controls within the NE. 
T-II.11. Identify IA vulnerabilities resulting from a departure from the implementation plan or 

that were not apparent during testing. 
T-II.12. Provide leadership and direction to IA operations personnel. 
T-II.13. Configure, optimize, and test network servers, hubs, routers, and switches to ensure 

they comply with security policy, procedures, and technical requirements. 
T-II.14. Install, test, maintain, and upgrade network operating systems software and hardware to 

comply with IA requirements. 
T-II.15. Evaluate potential IA security risks and take appropriate corrective and recovery action.
T-II.16. Ensure that hardware, software, data, and facility resources are archived, sanitized, or 

disposed of in a manner consistent with system security plans and requirements. 
T-II.17. Diagnose and resolve IA problems in response to reported incidents. 
T-II.18. Research, evaluate, and provide feedback on problematic IA trends and patterns in 

customer support requirements. 
T-II.19. Ensure IAT Level I personnel are properly trained and have met OJT program 

requirements. 
T-II.20. Perform system audits to assess security related factors within the NE. 
T-II.21. Develop and implement access control lists on routers, firewalls, and other network 

devices. 
T-II.22. Install perimeter defense systems including intrusion detection systems, firewalls, grid 

sensors, etc., and enhance rule sets to block sources of malicious traffic. 
T-II.23. Work with other privileged users to jointly solve IA problems. 
T-II.24. Write and maintain scripts for the NE. 
T-II.25. Demonstrate proficiency in applying security requirements to an operating system for 

the NE or CE used in their current position.  
T-II.26. Implement applicable patches including IAVAs, IAVBs, and TAs for their NE. 
T-II.27. Adhere to IS security laws and regulations to support functional operations for the NE.
T-II.28. Implement response actions in reaction to security incidents.  
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T-II.29. Support the design and execution of exercise scenarios. 
T-II.30. Support Security Test and Evaluations (Part of C&A Process). 
T-II.31. Obtain and maintain IA certification appropriate to position. 
 
 
C3.5.  IAT LEVEL III 

 
C3.5.1.  IAT Level III personnel focus on the enclave environment and support, monitor, test, 

and troubleshoot hardware and software IA problems pertaining to the CE, NE, and enclave 
environments.  IAT Level III personnel have mastery of the functions of both the IAT Level I 
and Level II positions.  IAT Level III position requirements are listed in Table C3.T6. 

 
Table C3.T6.  IAT Level III Position Requirements 

 
IAT Level III 

Attribute Level 
Experience Normally has at least seven years experience in IA 

technology or a related area. 
System Environment Enclave Environment, advanced NE, and advanced CE. 

Knowledge  • Expert in all functions of both IAT Level I and IAT 
Level II positions. 

• Applies extensive knowledge of a variety of the IA 
field’s concepts, practices, and procedures to ensure 
the secure integration and operation of all enclave 
systems. 

Supervision • Works independently to solve problems quickly and 
completely. 

• May lead and direct the work of others. 
• Typically reports to an enclave manager. 

Other • Relies on extensive experience and judgment to plan 
and accomplish goals for the enclave environment. 

• Supports, monitors, tests, and troubleshoots hardware 
and software IA problems pertaining to the enclave 
environment. 

• Must be a U.S. Citizen. 

IA Baseline Certification 
& CE/OS Certificate 

Within 6 months of assignment to position. 
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C3.5.2.  Table C3.T7. lists the specific functions associated with the IAT Level III position.  
Personnel performing these functions, regardless of their occupational title (e.g., system 
administrator, help desk technician, information system technician, aviation mechanic, infantry, 
logistics coordinator) shall be identified as part of the IA workforce and must comply with the 
requirements in the table above and C3.T1. 

 
Table C3.T7.  IAT Level III Functions  

 
T-III.1. Mastery of IAT Level I and IAT Level II CE/NE knowledge and skills. 

T-III.2. Recommend, schedule, and/or implement IA related repairs within the enclave 
environment. 

T-III.3. Coordinate and/or provide support for all enclave applications and operations. 

T-III.4. Lead teams and/or support actions to quickly resolve or mitigate IA problems for the 
enclave environment. 

T-III.5. Formulate or provide input to the enclave's IA/IT budget. 

T-III.6. Support the installation of new or modified hardware, operating systems, and software 
applications ensuring integration with IA security requirements for the enclave. 

T-III.7. Identify and/or determine whether a security incident is indicative of a violation of law 
that requires specific legal action. 

T-III.8. Direct and/or implement operational structures and processes to ensure an effective 
enclave IA security program including boundary defense, incident detection and 
response, and key management. 

T-III.9. Provide direction and/or support to system developers regarding correction of security 
problems identified during testing. 

T-III.10. Evaluate functional operation and performance in light of test results and make 
recommendations regarding C&A. 

T-III.11. Examine enclave vulnerabilities and determine actions to mitigate them. 

T-III.12. Monitor and evaluate the effectiveness of enclave IA security procedures and 
safeguards. 

T-III.13. Analyze IA security incidents and patterns to determine remedial actions to correct 
vulnerabilities. 

T-III.14. Support development and/or implementation of the enclave termination plan to ensure 
that IA security incidents are avoided during shutdown and long term protection of 
archived resources is achieved. 

T-III.15. Implement vulnerability countermeasures for the enclave. 

T-III.16. Provide support for IA customer service performance requirements. 

T-III.17. Provide support for the development of IA related customer support policies, 
procedures, and standards. 

T-III.18. Write and maintain scripts required to ensure security of the enclave environment. 
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T-III.19. Implement and maintain perimeter defense systems including, but not limited to, 
intrusion detection systems, firewalls, grid sensors. 

T-III.20. Schedule and perform regular and special backups on all enclave systems. 

T-III.21. Establish enclave logging procedures to include:  important enclave events; services 
and proxies; log archiving facility. 

T-III.22. Provide OJT for IAT Level I and II DoD personnel. 

T-III.23. Analyze IAVAs and Information Assurance Vulnerability Bulletins for enclave impact 
and take or recommend appropriate action. 

T-III.24. Obtain and maintain IA certification appropriate to position. 
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C4.  CHAPTER 4 
 

IA WORKFORCE MANAGEMENT CATEGORY  
 
 

C4.1.  INTRODUCTION 
 

C4.1.1.  This chapter provides detailed position guidelines and IA functions for each level 
within the Information Assurance Management (IAM) category.  

 
C4.1.2.  The functions associated with each of these levels are intended to be baseline DoD 

requirements.  The DoD Components are expected to have additional requirements reflecting 
their operating policy and information system technical environment.  The requirements of this 
Manual do not exempt individuals from meeting their own organization’s standards and 
requirements.  
 
 
C4.2.  MANAGEMENT CATEGORY DESCRIPTION 

 
C4.2.1.  This Category comprises IAM Levels I, II, and III, as well as the DAA function 

covered in Chapter 5.  Positions required to perform IA Manager responsibilities, as established 
in Reference (b), and performing functions defined in this chapter are included in the 
Information Assurance Management category. 

 
C4.2.2.  The levels and functions in the management category are not necessarily cumulative.  
Table C4.T1. provides IAM category requirements. 

 
Table C4.T1.  IAM Workforce Requirements 

 
Civilian, Military, or Contractor* 
(Including LNs ) 

IAM Level I - III                  
(FN/LN Levels I & II** only) 

Initial Training *** Yes 
IA Baseline Certification 
(from approved list) 

Yes 
(within six months) 

Initial OJT Evaluation No 

CE/OS Certificate No 

Maintain Certification Status Yes 
(as required by certification) 

Continuous Education or 
Sustainment Training 

Yes 
(as required by certification          

(e.g., (ISC)2 requires 120 hours 
within 3 years for CISSP)) 

Background Investigation  As required by IA level and 
Reference (b) 
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*Requirements to be stated in contract
** FN/LN IAM Level II must meet conditions of References (b), (gi) and (hj) 
***Classroom, distributive, blended, government, or commercial provider 

 
C4.2.3.  IAM Category Certification Requirements: 

 
C4.2.3.1.  The certification requirement for IAM category positions includes all the 

functions identified for that level.  All management category personnel, whether they perform IA 
functions as primary or as an additional/embedded duty, will be certified based on the IA 
functions of the position. 

 
C4.2.3.1.1.  Personnel required to perform any management category IA function(s) 

(one or more functions) at any level must be certified to the highest level function(s) performed.  
An IAM position’s functional requirement(s) for a particular level establish the basis for the 
certification requirement.   

 
C4.2.3.1.2.  IAM positions that also perform IAT functions must also obtain the 

appropriate technical level certification and complete the other IAT level requirements prior to 
being granted unsupervised privileged access. 

 
C4.2.3.2.  Within 6 months of assignment of IA duties, management category military 

and Government civilian personnel must achieve the appropriate IA baseline certification for 
their level.  The requirements in paragraphs C3.2.4.1.1.1. and C3.2.4.1.1.2. for current and new 
hire DoD employees also apply to IAMs. 
  
 C.4.2.3.2.1.  DAAs may waive the certification requirement under severe operational 
or personnel constraints.  The waiver will be documented by the DAA using a memorandum for 
the record stating the reason for the waiver and the plan to rectify the constraint.   
 
 C4.2.3.2.2.  Waivers will not extend beyond 6 months and must include an expiration 
date and be documented in the individual IA training record.  Consecutive waivers for personnel 
are not authorized except as noted in paragraph C4.2.3.4.2.  Waivers must be a management 
review item.   

 
C4.2.3.3.  Personnel in management category positions must maintain certifications, as 

required by their certification provider, as described in Appendix 3, to retain their position. 
 
C4.2.3.4.  Personnel not certified within 6 months of assignment of IA duties or who fail 

to maintain their certified status will not be permitted to carry out the responsibilities of the 
position.  The DoD Components must develop programs to address remedial training and to 
establish conditions allowing management personnel to return to certified status. 

 
C4.2.3.4.1.  If after appropriate remediation efforts individuals do not meet 

certification requirements, they must be reassigned to other duties.   
 
C4.2.3.4.2.  IAM category personnel must be fully trained and certified prior to 

deployment to a combat environment.  However, the DAA may grant an interim waiver for 
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personnel required to fill IAM II or III level billets with IAM I or IAM II certified individuals 
who cannot obtain the appropriate certification while deployed in a combat environment.  The 
interim waiver may be granted by the DAA for the period of deployment.  The interim waiver 
places an individual in a suspense status and must be time limited and include an expiration date 
not to exceed 6 months following the date of return from the combat environment. 

 
C4.2.3.5.  The DoD Components must document and maintain the certification status of 

their management category personnel as long as they are assigned to those duties.  Identification 
and tracking requirements are addressed in Chapter 7. 

 
C4.2.3.6.  Personnel in management category positions will retain an appointing letter 

assigning them IA responsibilities for their system(s) per Reference (b).  If a management 
category position requires IA privileged access, a statement of responsibility for the system(s) 
will also be executed per Reference (b).  Appendix 4 provides a sample statement of acceptance 
of responsibilities. 

 
C4.2.3.7.  In support of GIG infrastructure security requirements, certification standards 

apply equally to DoD civilian, military, contractor personnel, and LNs. 
 
C4.2.3.7.1.  New contract language must specify certification requirements.  Existing 

contracts must be modified to specify certification requirements during the phased 
implementation described in Chapter 9. 

 
C4.2.3.7.2.  LNs or FNs may be conditionally assigned to IAM Level II but may not 

be assigned to IAM Level III positions (per Reference (b)).  They must comply with background 
investigation requirements per Reference (hj). 
 
 
C4.3.  IAM LEVEL I 

 
C4.3.1.  IAM Level I personnel are responsible for the implementation and operation of a 

DoD IS or system DoD Component within their CE.  Incumbents ensure that IA related IS are 
functional and secure within the CE.  IAM Level I position requirements are listed in Table 
C4.T2. 

 
Table C4.T2.  IAM Level I Position Requirements 

 
IAM Level I  

Attribute Level 
Experience Usually an entry level management position with 

0 to 5 or more years of management experience. 
System Environment CE IAM. 
Knowledge  Applies knowledge of IA policy, procedures, and 

structure to develop, implement, and maintain a 
secure CE. 

Supervision • For IA issues, typically reports to an IAM 
Level II (NE). 
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• May report to other management for other CE 
operational requirements. 

Other Manages IA operations for a CE system(s). 
IA Baseline Certification Within 6 months of assignment to position. 

 
C4.3.2.  Table C4.T3. lists the specific functions associated with the IAM Level I position.  

Personnel performing these functions, regardless of their occupational title (e.g., ISSO, IAO, 
ISSM, logistics manager, pilot, infantry officer) shall be identified as part of the IA workforce 
and must comply with the requirements in the table above and C4.T1. 

 
Table C4.T3.  IAM Level I Functions  

 

M-I.1. Use federal and organization specific published documents to manage operations of 
their CE system(s). 

M-I.2. Provide system related input on IA security requirements to be included in statements of 
work and other appropriate procurement documents. 

M-I.3. Support and administer data retention and recovery within the CE. 

M-I.4. Participate in the development or modification of the computer environment IA security 
program plans and requirements. 

M-I.5. Validate users’ designation for IT Level I or II sensitive positions, per Reference (b). 

M-I.6. Develop procedures to ensure system users are aware of their IA responsibilities before 
granting access to DoD information systems. 

M-I.7. Recognize a possible security violation and take appropriate action to report the 
incident, as required. 

M-I.8. Supervise or manage protective or corrective measures when an IA incident or 
vulnerability is discovered. 

M-I.9. Ensure that system security configuration guidelines are followed. 

M-I.10. Ensure that IA requirements are integrated into the Continuity of Operations Plan 
(COOP) for that system or DoD Component. 

M-I.11. Ensure that IA security requirements are appropriately identified in computer 
environment operation procedures. 

M-I.12. Monitor system performance and review for compliance with IA security and privacy 
requirements within the computer environment. 
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M-I.13. Ensure that IA inspections, tests, and reviews are coordinated for the CE. 

M-I.14. Participate in an IS risk assessment during the Certification and Accreditation process. 

M-I.15. Collect and maintain data needed to meet system IA reporting requirements. 

M-I.16. Obtain and maintain IA baseline certification appropriate to position. 

 
 
C4.4.  IAM LEVEL II 

 
C4.4.1.  IAM Level II personnel are responsible for the IA program of an IS within the NE.  

Incumbents in these positions perform a variety of security related tasks, including the 
development and implementation of system information security standards and procedures.  
They ensure that IS are functional and secure within the NE.  IAM Level II position 
requirements are listed in Table C4.T4. 

 
Table C4.T4.  IAM Level II Position Requirements 

 
IAM Level II 

Attribute Level 
Experience Usually has at least five years of management 

experience. 
System Environment NE IAM. 
Knowledge  Applies knowledge of IA policy, procedures, and 

workforce structure to develop, implement, and 
maintain a secure NE. 

Supervision • For IA issues, typically reports to an IAM 
Level III (Enclave) Manager or DAA. 

• May report to other senior management for 
network operational requirements. 

Other • Relies on experience and judgment to plan and 
accomplish goals. 

• Manages IA operations for a NE(s). 
IA Baseline Certification Within six months of assignment to position. 

 
C4.4.2.  Table C4.T5. lists the specific functions associated with the IAM Level II position.  

Personnel performing these functions, regardless of their occupational title (e.g., ISSO, IAO, 
ISSM, logistics manager, pilot, infantry officer) shall be identified as part of the IA workforce 
and must comply with the requirements in the table above and C4.T1. 
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Table C4.T5.  IAM Level II Functions  
 

M-II.1. Develop, implement, and enforce policies and procedures reflecting the legislative 
intent of applicable laws and regulations for the NE. 

M-II.2. Prepare, distribute, and maintain plans, instructions, guidance, and standard operating 
procedures concerning the security of network system(s) operations. 

M-II.3. Develop NE security requirements specific to an IT acquisition for inclusion in 
procurement documents. 

M-II.4. Recommend resource allocations required to securely operate and maintain an 
organization’s NE IA requirements. 

M-II.5. Participate in an IS risk assessment during the C&A process. 

M-II.6. Develop security requirements for hardware, software, and services acquisitions 
specific to NE IA security programs. 

M-II.7. Ensure that IA and IA enabled software, hardware, and firmware comply with 
appropriate NE security configuration guidelines, policies, and procedures. 

M-II.8. Assist in the gathering and preservation of evidence used in the prosecution of 
computer crimes. 

M-II.9. Ensure that NE IS recovery processes are monitored and that IA features and 
procedures are properly restored. 

M-II.10. Review IA security plans for the NE. 

M-II.11. Ensure that all IAM review items are tracked and reported. 

M-II.12. Identify alternative functional IA security strategies to address organizational NE 
security concerns. 

M-II.13. Ensure that IA inspections, tests, and reviews are coordinated for the NE. 

M-II.14. Review the selected security safeguards to determine that security concerns identified 
in the approved plan have been fully addressed. 

M-II.15. Evaluate the presence and adequacy of security measures proposed or provided in 
response to requirements contained in acquisition documents. 

M-II.16. Monitor contract performance and periodically review deliverables for conformance 
with contract requirements related to NE IA, security, and privacy. 

M-II.17. Provide leadership and direction to NE personnel by ensuring that IA security 
awareness, basics, literacy, and training are provided to operations personnel 
commensurate with their responsibilities. 

M-II.18. Develop and implement programs to ensure that systems, network, and data users are 
aware of, understand, and follow NE and IA policies and procedures. 

M-II.19. Advise the DAA of any changes affecting the NE IA posture. 
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M-II.20. Conduct an NE physical security assessment and correct physical security weaknesses. 

M-II.21. Help prepare IA certification and accreditation documentation. 

M-II.22. Ensure that compliance monitoring occurs, and review results of such monitoring 
across the NE. 

M-II.23. Obtain and maintain IA baseline certification appropriate to position. 
 
 
C4.5.  IAM LEVEL III 

 
C4.5.1.  IAM Level III personnel are responsible for ensuring that all enclave IS are 

functional and secure.  They determine the enclaves’ long term IA systems needs and acquisition 
requirements to accomplish operational objectives.  They also develop and implement 
information security standards and procedures through the DoD certification and accreditation 
process.  IAM Level III position requirements are listed in Table C4.T6. 

 
Table C4.T6.  IAM Level III Position Requirements 

 
IAM Level III 

Attribute Level 

Experience Usually has at least 10 years of management 
experience. 

System Environment Enclave Environment IAM. 

Knowledge Applies knowledge of IA policy, procedures, and 
workforce structure to develop, implement, and 
maintain a secure enclave environment. 

Supervision • Typically reports to a DAA for IA issues. 
• May report to other senior managers for enclave 

operational requirements. 
Other • Must be a U.S. Citizen.  

• Relies on extensive experience and judgment to 
plan and accomplish enclave security related 
goals.  

• Manages IA operations for an enclave(s). 
IA Baseline Certification Within 6 months of assignment to position. 
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C4.5.2.  Table C4.T7. lists the specific functions associated with the IAM Level III position.  

Personnel performing these functions, regardless of their occupational title (e.g., ISSO, IAO, 
ISSM, logistics manager, pilot, infantry officer) shall be identified as part of the IA workforce 
and must comply with the requirements in the table above and C4.T1. 

 
Table C4.T7.  IAM Level III Functions  

 
M-III.1. Securely integrate and apply Department/Agency missions, organization, function, 

policies, and procedures within the enclave. 

M-III.2. Ensure that protection and detection capabilities are acquired or developed using the 
IS security engineering approach and are consistent with DoD Component level IA 
architecture. 

M-III.3. Ensure IAT Levels I – III, IAM Levels I and II, and anyone with privileged access 
performing IA functions receive the necessary initial and sustaining IA training and 
certification(s) to carry out their IA duties. 

M-III.4. Prepare or oversee the preparation of IA certification and accreditation 
documentation. 

M-III.5. Participate in an IS risk assessment during the C&A process. 

M-III.6. Ensure information ownership responsibilities are established for each DoD IS and 
implement a role based access scheme. 

M-III.7. Analyze, develop, approve, and issue enclave IA policies. 

M-III.8. Evaluate proposals to determine if proposed security solutions effectively address 
enclave requirements, as detailed in solicitation documents. 

M-III.9. Identify IT security program implications of new technologies or technology 
upgrades. 

M-III.10. Evaluate cost benefit, economic and risk analysis in decision making process. 

M-III.11. Interpret and/or approve security requirements relative to the capabilities of new 
information technologies. 

M-III.12. Interpret patterns of non compliance to determine their impact on levels of risk and/or 
overall effectiveness of the enclave’s IA program. 

M-III.13. Analyze identified security strategies and select the best approach or practice for the 
enclave. 

M-III.14. Ensure that security related provisions of the system acquisition documents meet all 
identified security needs. 

M-III.15. Evaluate and approve development efforts to ensure that baseline security safeguards 
are appropriately installed. 

M-III.16. Evaluate the presence and adequacy of security measures proposed or provided in 
response to requirements contained in acquisition documents. 
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M-III.17. Take action as needed to ensure that accepted products meet Common Criteria 
requirements as stated in Reference (b). 

M-III.18. Monitor and evaluate the effectiveness of the enclaves’ IA security procedures and 
safeguards to ensure they provide the intended level of protection. 

M-III.19. Provide enclave IA guidance for development of the COOP. 

M-III.20. Ensure all IAM review items are tracked and reported. 

M-III.21. Advise the DAA of changes affecting the enclave’s IA posture. 

M-III.22. Obtain and maintain IA baseline certification appropriate to position. 
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C5.  CHAPTER 5 
 

DESIGNATED ACCREDITING AUTHORITY (DAA) 
 REQUIREMENTS 

 
 
C5.1.  INTRODUCTION 

 
C5.1.1.  Reference (fh) directs that a DAA be appointed for each DoD information system 

operating within, or on behalf of, the Department of Defense.  It requires that all DAAs be U.S. 
citizens.  They must also be DoD employees, with a level of authority allowing them to accept, 
in writing, the risk of operating DoD ISs under their purview.  Reference (a) further requires that 
all DoD personnel be adequately trained and certified in order to perform the tasks associated 
with their IA responsibilities and makes the heads of the DoD Components responsible for 
ensuring that DAAs are appointed for all DoD Component ISs. 

 
C5.1.1.1.  DAA functions may be performed on a full- or part-time basis by a DoD 

civilian or military employee in the designated role.   
 
C5.1.1.2.  DAA performing other management functions such as IAM-II or IAM-III, 

must also meet the training and certification requirements for those categories and levels. 
 
C5.1.2.  All personnel performing DAA functions must satisfy both preparatory and 

sustaining DoD training and certification requirements.   
 
 
C5.2.  DAA FUNCTIONS AND RESPONSIBILITIES 

 
C5.2.1.  DAA Functional Description 

 
C5.2.1.1.  The official with the authority to formally assume responsibility for operating a 

system at an acceptable level of risk. 
 
C5.2.1.2.  Establishes and directs the long term goals, policies, and procedures relating to 

the IS security requirements. 
 
C5.2.1.3.  Ensures that the policies, systems, and procedures comply with and support IA 

requirements.  
 
C5.2.1.4.  Given a final report requesting approval to operate an IS at a specified level of 

trust, the DAA will analyze and judge the information for validity and reliability to ensure the 
system is able to operate at the proposed level of security. 

 
C5.2.1.5.  Review accreditation documents to confirm the level of risk is acceptable for 

an IS.  This decision will be made by weighing the system mission requirements against the 
identified level of risk per DoD Instruction 8510.01 (Reference (ik)) (or its successor documents) 
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and implemented countermeasures to known vulnerabilities.  Additional factors to consider 
include system architecture, system security measures, system operations policy, system security 
management plan, and provisions for system operator and end-user training. 

 
C5.2.1.6.  Table C5.T1. lists the DAA’s functions. 
 

Table C5.T1.  DAA Functions  
 

DAA.1. Grant the authority to operate an IS or network at an acceptable level of risk. 

DAA.2. Review accreditation documents to confirm that the level of risk is within acceptable 
limits for each network and/or IS. 

DAA.3. Verify that each IS complies with IA requirements. 

DAA.4. Ensure establishment, administration, and coordination of security for systems that 
Component personnel or contractors operate. 

DAA.5. Ensure the program manager defines the system security requirements for acquisitions.

DAA.6. Manages the IA workforce.  Assigns IA responsibilities to the individuals reporting 
directly to the DAA.    

DAA.7. Ensures individuals filling IA positions are assigned in writing, trained, certified, and 
sign a statement of responsibilities. 

DAA.8. Assign the mission assurance category in accordance with References (b) and (fh) for 
each IS and approve the classification level required for the applications implemented 
on them. 

DAA.9. Allocate resources to achieve and maintain an acceptable level of security and to 
remedy security deficiencies. 

DAA.10. Resolve issues regarding those systems requiring multiple or joint accreditation.  This 
may require documentation of condition or agreements in Memoranda of Agreement. 

DAA.11. Ensure that, when classified or sensitive unclassified information is exchanged 
between ISs or networks (internal or external), the content of this communication is 
protected from unauthorized observation or modification by acceptable means. 

 
 
C5.3.  DAA TRAINING AND CERTIFICATION REQUIREMENT 

 
C5.3.1.  Each assigned DAA must: 

 
C5.3.1.1.  Complete the DoD DAA computer-based training (CBT) or Web-based 

training (WBT) product within 60 days of assignment to the position.  The CBT, titled “DAA, 
Designated Accrediting Authority,” is located on the DoD IA Portal for those with a CAC or 
directly from IASE. 
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C5.3.1.2.  The DAA and the unit training officer will sign the DAA CBT certificate upon 
completion of the DISA DAA Certification Course (Figure C5.F1.). 

 
C5.3.1.3.  Maintain the course completion certificate (Figure C5.F1.), also available at 

the DoD IA Portal, as a part of the DAA’s official personnel file. 
 
C5.3.1.4.  Recertify every 3 years. 

 
C5.3.2.  The DAA may substitute the following National Defense University/Information 

Resource Management College Courses for the DoD DAA CBT: 
 

C5.3.2.1.  Computer Network Security Systems Instruction No. 4012 (DAA) course and 
certificate.  The IRMC official transcript shall be used to document completion of the 
requirement. 

 
C5.3.2.2.  The Information System Certification and Accreditation course (catalog # 

6209).  The IRMC Transcript will serve as proof of Completion.  
 
C5.3.3.  The DoD Components are encouraged to provide additional training specific to their 

unique requirements.   
 

Figure C5.F1. Sample DAA Certificate of Completion 
 

T his Ce rtif ic ate of Com ple tion is award ed to

for  c om pleti ng ins tr uct ion
c ontained in

Dep ar tm en t o f D efen se 
D esign ated  Acc red itin g A uth o ri ty (DA A) 

c om puter-bas ed t raining
Versio n 2.0 Ma y 200 2

(T rai nin g Of f i cer Si gna ture an d da te )

(DAA) (T rai nin g Off i cer)

(Si gna ture an d Da te )
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C6.  CHAPTER 6 
 

AUTHORIZED USER MINIMUM IA AWARENESS REQUIREMENTS 
 

 
C6.1.  INTRODUCTION 
 

C6.1.1.  IT has enabled the Department of Defense to transmit, communicate, collect, 
process, and store unprecedented amounts of information. 

 
C6.1.2.  Increasing dependence on information systems has focused attention on the need to 

ensure that these assets, and the information they process, are protected from actions that would 
jeopardize the DoD’s ability to effectively function. 

 
C6.1.3.  Responsibility for securing the Department’s information and systems lies with the 

DoD Components.  The trained and aware user is the first and most vital line of defense. 
 
C6.1.4.  IT users need to maintain a degree of understanding about IA policies and doctrine 

commensurate with their responsibilities.  They must be capable of appropriately reporting and 
responding to suspicious activities, and know how to protect the information and IT systems to 
which they have access. 

 
C6.1.5.  IA training must be current, engaging, and relevant to the target audience to enhance 

its effectiveness.  Its primary purpose is to educate and influence behavior.  The focus must be 
on education and awareness of threats and vulnerabilities so users do not perform actions that 
lead to or enable exploitations of the DoD ISs.  Authorized users must understand that they are a 
critical link in their organization’s overall IA success. 

 
C6.1.6.  DISA’s DoD IA Awareness CBT is the DoD baseline standard.  It meets all DoD 

level requirements for end user awareness training.  DISA will ensure it provides distributive 
awareness content to address evolving requirements promulgated by Congress, the OMB under 
the ISS LoB for Tier I, or the Office of the Secretary of Defense.  DISA’s training products can 
be accessed via the DoD IA Portal for those with a CAC or directly from IASE. 

 
C6.1.7.  The DoD Components are required to use the DoD SSC as their IA Awareness 

Provider.  The DoD IA Awareness Course will be used to meet the initial and annual training 
mandated by this Manual and Reference (c).  However, Components are expected to address 
organization specific topics and local incident reporting procedures.  

 
C6.1.8   The DoD SSC Intelligence Community IA Awareness Training product meets all 

DoD requirements and may be substituted for the DoD SSC IA Awareness Training product.  
 
 
C6.2.  GENERAL REQUIREMENTS 
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C6.2.1  The requirements for computer security awareness training have been established 
under the authority of 2224 of title 10, United States Code; section 278g-3 of title 15, United 
States Code; and OMB Circular A-130 (References (jl), (km), and (ln)).  References (b) and (gi) 
implement the requirements and extend it to IA.  

 
C6.2.2.  To ensure understanding of the critical importance of IA, all individuals with access 

to DoD IT systems are required to receive and complete initial IA awareness training before 
being granted access to the system(s) and annual IA awareness training to retain access. 

 
C6.2.3.  The DoD Components must document and maintain the status of awareness 

compliance for each user.  Required versus actual IA awareness will be a management review 
item. 

 
C6.2.4.  All users will be informed of their information and IS security responsibilities, and 

consent to monitoring. 
 
C6.2.5.  At a minimum, the following themes must be conveyed in IA initial annual 

awareness programs: 
 
C6.2.5.1.  Critical reliance on information and IS resources. 
 
C6.2.5.2.  Commitment to protect information and IS resources to include personal 

identifiable information. 
 
C6.2.5.3.  Threats, vulnerabilities, and related risks associated with IS. 
 
C6.2.5.4.  Consequences for inadequate protection of the organization’s IS resources. 
 
C6.2.5.5.  The essential role of the DoD employee. 

 
 
C6.3.  SPECIFIC REQUIREMENTS 
 
User awareness programs shall address the topics specified in ISS LoB, Reference (mo), to 
include but not limited to the following: 

 
C6.3.1.  The importance of IA to the organization and to the authorized user. 
 
C6.3.2.  Relevant laws, policies, and procedures, and how they affect the authorized user 

(e.g., copyright, ethics, and standards of conduct). 
 
C6.3.3.  Examples of external threats such as script kiddies, crackers, hackers, protesters, or 

agents in the employ of terrorist groups or foreign countries.   
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C6.3.4.  Examples of internal threats such as malicious or incompetent authorized users, 
users in the employ of terrorist groups or foreign countries, disgruntled employees or Service 
members, hackers, crackers, and self-inflicted intentional or unintentional damage. 

 
C6.3.5.  The potential elevated sensitivity level of aggregated unclassified information. 
 
C6.3.6.  Authorized user risk from social engineering. 
 
C6.3.7.  Common methods to protect critical system information and procedures. 
 
C6.3.8.  Principles of shared risk in networked systems (i.e., how a risk assumed by one 

person is imposed on the entire network) and changes in the physical environment (e.g., water, 
fire, and dust/dirt). 

 
C6.3.9.  Risks associated with remote access (e.g., telecommuting, during deployment, or on 

temporary duty). 
 
C6.3.10.  Legal requirements regarding privacy issues, such as email status (see DoD 

Directive 1000.25 (Reference (np)) and the need to protect systems containing payroll, medical 
and personnel records.  

 
C6.3.11.  Knowledge of malicious code (e.g., logic bomb, Trojan horse, malicious mobile 

code, viruses, and worms) including how they attack, how they damage an IS, how they may be 
introduced inadvertently or intentionally, and how users can mitigate their impact. 

 
C6.3.12.  The impact of distributed denial of service attacks and what users can do to 

mitigate them. 
 
C6.3.13.  How to prevent self-inflicted damage to system information security through 

disciplined application of IA procedures such as proper logon, use of passwords, preventing 
spillage of classified information, e-mail security, etc. 

 
C6.3.14.  Embedded software and hardware vulnerabilities, how the Department of Defense 

corrects them (e.g., IAVA process), and the impact on the authorized user. 
 
C6.3.15.  Prohibited or unauthorized activity on DoD systems (e.g., peer-to-peer file sharing, 

gambling, personal use, and gain issues). 
 
C6.3.16.  Requirements and procedures for reporting spillage, unauthorized or suspicious 

activity, and local IA office point of contact information. 
 
C6.3.17.  Categories of information classification and differences between handling 

information on the Non-Classified Internet Protocol Router Network (NIPRNet) or the SECRET 
Internet Protocol Router Network (SIPRNet). 

 

Change 3, 01/24/2012  CHAPTER 6 46



DoD 8570.01-M, December 19, 2005 

CHAPTER 6 47Change 3, 01/24/2012  

C6.3.18.  Software issues including license restrictions on DoD systems, encryption, and 
media sanitation requirements and procedures.  

 
C6.3.19.  Requirements and procedures for transferring data to/from a non-DoD network. 

C6.3.20.  Requirements and procedures for protection of Data at Rest. 

C6.3.21.  Requirements and procedures for sharing information.
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C7.  CHAPTER 7 
 

IA WORKFORCE IDENTIFICATION, TRACKING, AND ASSIGNMENT 
 
 

C7.1.  INTRODUCTION 
 

C7.1.1.  The Department of Defense must manage its IA workforce effectively and 
efficiently to provide trained, skilled personnel who will protect the operation of its IS. 

 
C7.1.2.  The DoD Components will leverage existing manpower and personnel databases, 

learning management systems, other tools, and procedures to support effective management of 
their IA workforces. 

 
C7.1.3.  Tools and procedures must enable the assignment and tracking of qualified 

personnel both within the DoD Components and in support of joint assignments. 
 
C7.1.4.  As a prerequisite to effective IA management, the DoD Components must identify 

all positions and personnel with IA responsibilities, regardless of occupational specialty, or 
whether the duty is performed as primary or as an additional/embedded duty.  Positions and 
personnel will be aligned to an IA category, specialty and level, per Chapters 3, 4, 5, 10, and 11, 
and documented in the appropriate database(s).  IA Workforce data elements must comply with 
requirements established in Reference (b), and DoD Instruction 7730.64, DoD Instruction 
1336.5, and DoD Instruction 7730.54 (References (oq), (pr), and (qs)). 

 
C7.1.5.  The DoD Components must use, to the extent possible, existing 

personnel/manpower and unit organizational databases, such as DCPDS, to satisfy the 
requirements outlined in this chapter.  DoD Components are responsible for providing this 
information per References (pr) and (qs) for military members.  DoD Instruction 1444.2 
(Reference (rt)) dictates DoD civilian database requirements. 

 
C7.1.6.  The Defense Manpower Data Center (DMDC) will leverage DoD Component 

provided information on civilian and military IA positions and personnel to support development 
of an integrated picture of the DoD IA workforce per Chapter 8 and References (b), (oq), (pr), 
(qs), and (rt). 
 
 
C7.2.  IA WORKFORCE MANAGEMENT  

 
C7.2.1.  The DoD Components must identify military, civilian, and contractor personnel 

performing IA functions whether performed as their primary duty, or as an additional/embedded 
duty.  Chapters 3, 4, 5, 10, and 11 provide a DoD standard naming convention and descriptions 
of IA categories, specialties, levels, and their related functions. 
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C7.2.2.  Identify all positions required to perform IA functions, by category or specialty and 
level, in manpower tables of organization.  Identification of the IA workforce positions must be a 
management review item. 

 
C7.2.3.  Assign appropriately trained and certified personnel to IA positions (internal and 

joint positions), per Chapters 2-5, 10 and 11. 
 
C7.2.4.  Require each individual assigned IA responsibilities to sign a statement of 

responsibilities appropriate for that position.  Appendix 4 provides a recommended statement of 
responsibilities for privileged access users. 

 
C7.2.5.  Track IA personnel training and certification against position requirements.  

Positions required to perform functions in more than one category or level of management, 
technical, or specialized IA functions must be identified individually in the appropriate 
manpower database.  Personnel filling these positions must be aligned with the position and 
maintain the appropriate certification/qualifications for each.     

 
C7.2.6.  Report Collect metrics on DoD Component training (including awareness) and 

certification programs in accordance with Chapter 8. 
 
 
C7.3.  IA WORKFORCE IDENTIFICATION REQUIREMENTS 

 
C7.3.1.  To manage the IA workforce effectively, the DoD Components must comply with 

the following requirements for each employee group.   
 
C7.3.2.  Civilians: 

 
C7.3.2.1.  DoD personnel in the 2210 job series and other civilian IA job series (e.g., 

0854, 1550)  General Schedule (GS) or occupation code (NSPS) shall be classified by GS or 
NSPS parenthetical specialty title. They must indicate a primary title based on the position’s 
primary or paramount duties.  They must also indicate a secondary parenthetical specialty title if 
performing additional/embedded duties beyond those primary duties.  

 
C7.3.2.2.  Identify all civilian positions and personnel required to perform IA functions 

described in this Manual in the appropriate database(s) (e.g., DCPDS, e-Joint Manpower and 
Personnel System (e-JMAPS), or equivalent), including Local Nationals, performing IA 
functions, regardless of series, and align them with the categories and levels described in 
Chapters 3, 4, 5, 10, and 11.  IA workforce management reporting metrics includes the 
following:  

 
C7.3.2.2.1.  All IA positions, regardless of whether IA functions are performed as a 

primary duty, or as an additional/embedded duty. 
 
C7.3.2.2.2.  Certification status of incumbent including certification or recertification 

date, cost of certification/recertification test, and associated training (if paid by the government). 
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C7.3.2.2.3.  Waivers granted for personnel filling IA positions.  

 
C7.3.2.3.  Verify that DCPDS or its equivalent has the correct data (down to the 

parenthetical specialty level for the series). 
 
C7.3.2.4.  Use the DCPDS Special civilian titling to align reporting workforce metrics 

across the Department of Defense based on the following: 
 

C7.3.2.4.1.  Use the existing authorized Position Specialty Code, “INFOSEC,” to 
support IA workforce identification and management requirements across the Department of 
Defense.  The DoD Components will ensure that DCPDS reflects the following guidance: 

 
C7.3.2.4.2.  All positions in the 2210 or other civilian IA job series (e.g., 0854, 1550) 

must comply with Office of Personnel Management (OPM) guidance on standardized titling.  
Positions in job series with primary or additional/embedded IA functions must enter at least one 
but not more than two authorized parenthetical titles. 

 
C7.3.2.4.3.  Ensure that all DoD civilian positions and personnel with IA functions, 

regardless of OPM series or job title, use “INFOSEC” as the Position Specialty Code (PSC) in 
the Defense Civilian Personnel Data System.  The PSC allows identification of a DoD civilian 
position with IA functions regardless of OPM series or job title.  The abbreviation for Security, 
“INFOSEC,” established in this Manual, supports civilian IA workforce identification and 
management requirements across the Department of Defense. 

 
C7.3.3.  Military: 

 
C7.3.3.1.  Identify all military positions and personnel required to perform IA functions 

described in this Manual in the appropriate database(s) (e.g., e-JMAPS, or DoD Component 
Manpower/Personnel Systems), including Foreign Nationals, regardless of occupational 
specialty, and align them with the categories and levels described in Chapters 3-5, 10, and 11.   

 
C7.3.3.2.  Identify the following, regardless of occupational specialty, in, e-JMAPS, or 

the DoD Component manpower and/or personnel management systems, as appropriate: 
 
C7.3.3.2.1.  All IA positions, regardless of whether IA responsibilities are performed 

as a primary duty, or as an additional/embedded duty. 
 
C7.3.3.2.2.  All personnel performing IA functions. 
 
C7.3.3.2.3.  Certification status of incumbent including certification or recertification 

date, cost of certification/recertification test, and associated training (if paid by the government). 
 
C7.3.3.3.  Assign a code to each IA position that identifies its category or specialty and 

level, and the corresponding minimum certification requirements per Chapters 3-5, 10, 11, and 
Appendix 3. 
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C7.3.3.4.  Assign a code to individuals based on their certification level. 
 
C7.3.3.5.  Match the certified individuals against required positions. 
 
C7.3.3.6.  Track the IA workforce against the required positions. 

 
C7.3.4.  Contractors 

 
C7.3.4.1.  Identify all contractors performing IA functions and align them with the 

categories and levels described in Chapters 3, 4, 10, and 11. 
 
C7.3.4.2.  Ensure that contractor personnel, including LNs, have the appropriate IA 

certification and background investigation. 
 
C7.3.4.3.  Ensure the capability to report collect metrics in detail on individual contractor 

employee certification(s) and certification status. 
 
C7.3.4.4.  Specify contractor certification and training requirements in all contracts that 

include acquisition of IA services.  Eligible contractor personnel must have their IA certification 
and function level documented in DMDC supported application which will support tracking 
contractors IA category or specialty, level, and certification qualification. 

 
C7.3.4.5.  Contracting officers’ technical representatives will enter the required data into 

the DMDC application which will support tracking contractors IA category, specialty, level, and 
certification qualification. 
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C8.  CHAPTER 8 
 

IA WORKFORCE MANAGEMENT REPORTING AND METRICS 
 
 
C8.1.  INTRODUCTION 

 
C8.1.1.  To manage its IA workforce effectively and efficiently, and provide trained and 

certified qualified personnel when and where needed, the Department of Defense must know IA 
position requirements, the existing IA workforce and its qualifications, and where these critical 
assets are employed. 

 
C8.1.2.  The reporting requirements and workforce metrics outlined in this chapter support 

the DoD current and long term management of critical IA personnel resources. 
 
C8.1.3.  The DoD Components must use, to the extent possible, existing 

personnel/manpower/unit organizational databases and tools to satisfy these IA reporting and 
workforce management metrics requirements. 

 
C8.1.4.  The IA WIP Annual Report is due at the end of the Calendar Year fiscal year and 

will leverage support the Federal Information Security Management Act (FISMA) report 
(Reference (c)) workforce data requirements.  The IA WIP Annual Report consolidates IA 
training, certification, qualification and workforce management reporting requirements per 
References (a), (b), (fh), (gi), and (hj). 
 
 
C8.2.  REPORTING AND IA WORKFORCE METRICS REQUIREMENTS 

 
C8.2.1.  ASD(NII)/DoD CIO coordinates IA Training and Certification Program reporting 

management requirements, and ensures that collected information supports ASD(NII)/DoD CIO 
validation of DoD IA workforce readiness.  Each DoD Component must provide DMDC with 
the individual and position level data required to populate the tables in Figure C8.F1., which will 
be used to generate the IA WIP Annual Report to support FISMA requirements and IA workforce 
management at each level of the DoD.    

 
C8.2.2.  All the DoD Components are required to submit data on the status of their IA 

workforce for inclusion in the IA WIP Annual Report. 
 
C8.2.3.  The DoD Components will provide both qualitative and quantitative information. 

The information reported will support the following IA workforce management critical 
information requirements:  

 
C8.2.3.1.  Methodologies used to identify employees required to perform IA functions. 
 
C8.2.3.2.  Training and certification requirements developed by the DoD Components for 

employees performing IA functions. 
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C8.2.3.3.  Tracking processes used to determine requirements for how many employees 

perform IA functions and have received IA training and certification. 
 
C8.2.3.4.  Plans and methodologies to track, monitor, and document completion of IA 

awareness training for all network users. 
 
C8.2.3.5.  The ASD(NII)/DoD CIO will review and validate/approve the methodologies 

and processes reported by the DoD Components to implement and maintain the DoD baseline  
requirements of this Manual.   

 
C8.2.4.  To support DoD IA Workforce management requirements, the ASD(NII)/DoD CIO 

will combine metrics from the DoD Components to assemble a consolidated IA WIP Annual 
Report and  status.  The IA WIP Annual Report will include DoD Component comments 
regarding IA workforce lessons learned, issues from the previous calendar year, and plans for the 
next.  It will also provide statistics for personnel performing IA functions on a primary or 
additional/embedded duty basis, broken down by IA category, specialty and level. 

 
C8.2.5.  In addition to the reporting requirements outlined in this chapter, ASD(NII)/DoD 

CIO will gather data on numerous aspects of the IA workforce including recruitment, retention, 
training, and impact on IA operations.  This data will be combined with the DoD Component 
submitted reports to develop a comprehensive picture of the IA workforce and its operational 
effectiveness.   

 
C8.2.6.  The DoD Components will submit qualitative data as part of IA WIP annual 

reporting that describes the methodologies, requirements, and processes used to implement the 
requirements of Reference (a) and this Manual.  Specifically, the DoD Components will report: 

 
C8.2.6.1.  Methodologies used to identify employees in the IA workforce. 
 
C8.2.6.2.  Training and certification requirements developed for employees in the IA 

workforce such as:  
 

C8.2.6.2.1.  DoD Component schools/training centers IA-related curriculum status 
and actual/planned annual throughput.  Highlight accomplishments and initiatives and describe 
any partnerships/cooperative arrangements with other DoD entities and/or the private sector (i.e., 
industry and academia) regarding IA curriculum program activities. 

 
C8.2.6.2.2.  DoD Component specific training and certification requirements 

including the operating system requirement in addition to the DoD baseline requirements. 
 
C8.2.6.2.3.  Programs to train and certify personnel performing IA functions.  

Highlight key features (e.g., needs self-assessment) and accomplishments to include number and 
percent of total participants completing training and certification.    
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C8.2.6.3.  Tracking processes used to determine how many employees are in the IA 
workforce, are properly certified, and have received the required training. 

 
C8.2.6.4.  Status of recruitment and retention for the IA workforce, indicating if it is 

increasing, stable, or decreasing, and why.  
 

C8.2.6.5.  Plans and methodologies used to track, monitor, and document completion of 
IA awareness training for all network users. 
 

C8.2.6.6.  Programs for IA awareness in the workforce.  Highlight key features of the 
program and major accomplishments. 

 
C8.2.6.7.  Provide evidence to substantiate/explain reported completion rates for the IA 

awareness program requirement. 
 
C8.2.6.8.  IA curriculum/treatment in CAPSTONE, officer accession programs, Flag, 

Commanding Officer/Executive Officer, and Warrant Officer indoctrination and Component 
professional military education courses, as applicable including resident, distributive, and 
blended. 

 
C8.2.6.9.  Defense/Service colleges, universities, and professional military education.  IA 

related curriculum, its status, and actual/planned annual throughput, including resident, 
distributive, and/or blended.  Highlight any IA related accomplishments and initiatives; including 
partnerships/cooperative arrangements with other DoD entities, and/or the private sector (e.g., 
industry or academia).  

 
C8.2.76.  The DoD Components will submit quantitative data as part of IA WIP annual 

reporting that identifies its positions, number filled, and qualifications of the personnel filling 
them to support both DoD FISMA reporting and the DoD CIO’s IA workforce management 
responsibility. 

 
C8.2. 76.1.  Each DoD Component must ensure that its personnel and staffing databases 

are properly configured, per References (oq) through (rt), to capture the following quantitative 
data.  If a given metric cannot be captured to a database it must be collected manually and 
included with the submission of the qualitative data described above.  

 
C8.2. 76.2.  IA workforce positions and manning status.  (This is a management 

review item.) 
 
C8.2. 76.2.1.  Number of IA positions by category, specialty and level. 

 
C8.2. 76.2.1.1.  Primary duty IA positions. 
 
C8.2. 76.2.1.2.  Additional/embedded duty IA positions. 

 
C8.2. 76.2.2.  Number of IA positions filled, by category or specialty, and level. 
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C8.2. 76.2.3.  Number of IA positions filled with certified qualified incumbents by 

category or specialty and level. 
 
C8.2. 76.3.  Personnel certified qualified levels:  (This is a management review item.) 

 
C8.2. 76.3.1.  Number of personnel certified qualified, by category or specialty, and 

level. 
 
C8.2. 76.3.2.  Number of personnel certified qualified, by category, specialty, and 

level who are actually filling an IA position. 
 
C8.2.73.3.3.  Number of personnel who were recertified during the current year. 
 
C8.2.73.3.4.  Number of waivers granted for personnel filling IA positions. 

 
C8.2.7.4.  Total dollars obligated or expended for IA training and certification (including 

courses leading to certification).  
 
C8.2.7.5.  Compliance with the workforce certification continuing education and 

sustainment training requirement.  
 
C8.2. 76.64.  Number of users who completed the IA awareness training requirement 

versus total number of authorized users.  (This is a management review item.) 
 

C8.2.87.  The IA WIP Annual Report covers 1 January October through 1 December 30 
September each calendar fiscal year.  Each DoD Component must provide the DMDC with 
individual and position level data required to populate the tables in Figure C8.F1 for the 
preceding Calendar  fiscal year.  The DoD Components will submit their qualitative information 
to ASD NII/DoD CIO by 31 January 30 September for the preceding calendar fiscal year.  The 
DMDC will create a consolidated report capturing the DoD Components’ IA Workforce Data 
Metrics reflected in the tables in Figure C8.F1.  (Note:  LNs are included in two employee 
groups:  Civilian and Contractor.  LN includes all individuals working for the Department of 
Defense in a foreign country who are nationals or non U.S. residents of that country). 

 
C8.2.98.  The IA WIP Annual Report referred to in paragraphs C1.4.1.5., C8.1.4., C8.2.1., 

C8.2.2., C8.2.4., C8.2.6., C8.2.7., and Figure C8.F1. of this issuance has been assigned report 
control symbol DD-NII(A)2274 in accordance with the procedures in DoD 8910.1-M (Reference 
(su)).   

Preparation of this report/study cost the Department of Defense a 
total of approximately $188,000 in Fiscal Years 2012 - 2017.  

Generated on 2011Nov15 1034 

 RefID: 5-2B2C687 

Change 3, 01/24/2012  CHAPTER 8 55



DoD 8570.01-M, December 19, 2005 

Figure C8.F1.  IA WIP Annual Report Format Workforce Metrics 
 

Table 1:  IA Workforce Primary Duty Positions      
 Civilian Military Contractor 

  Number Filled 

Certified 
Qualified*
/ Waiver Number Filled 

Certified 
Qualified*
/Waiver  Filled 

Certified 
Qualified* 
/Waiver  

IAT I                  
IAT II                 
IAT III                 
IAM I                  
IAM II                  
IAM III                   
CND-A         
CND- IS         
CND-IR         
CND-AU         
CND-SPM         
IASAE I         
IASAE II         
IASAE III         

Total                 
*Certified Qualified in accordance with the policy for that position.  Report waivers must be 
approved by the DAA (see paragraph C3.2.4.2., C3.2.4.3., C4.2.3.2., or C4.2.3.4.2.) separately 
from qualified (e.g., 100/10).  Count personnel filling IAT, CND-SP, IASAE, and IAM Category 
or specialty positions in all categories or specialties according to C2.2.5. and AP2.1.2.3.  
 

Table 2:  IA Workforce Additional/Embedded Duty Positions    
 Civilian Military Contractor 

  Number Filled 

Certified 
Qualified*
/Waiver   Number Filled 

Certified 
Qualified*
/ Waiver  Filled 

Certified 
Qualified*
/ Waiver  

IAT I                  
IAT II                 
IAT III                  
IAM I                  
IAM II                  
IAM III                   
CND-A         
CND- IS         
CND-IR         
CND-AU         
CND-SPM         
IASAE I         
IASAE II         
IASAE III         

Total                 
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*Certified Qualified in accordance with the policy for that position.  Report waivers must be approved 
by the DAA (see paragraph C3.2.4.2., C3.2.4.3., C4.2.3.2., or C4.2.3.4.2.) separately from qualified 
(e.g,. 100/10).  Count personnel filling IAT, CND-SP, IASAE, IAM Category or Specialty positions in 
all categories per C2.2.5. and AP2.1.2.3. 
 
Table 3:  IA Workforce Certification/Recertification    

  Civilian Military Contractor 

  Required Recertified  Required Recertified Required Recertified 

IAT I              

IAT II              

IAT III              

IAM I              

IAM II              

IAM III              

CND-A       

CND- IS       

CND-IR       

CND-AU       

CND-SPM       

IASAE I       

IASAE II       

IASAE III       

Total             
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C9.  CHAPTER 9 
 

IA WORKFORCE IMPLEMENTATION REQUIREMENTS 
 

 
C9.1.  INTRODUCTION 
 

C9.1.1.  This chapter provides guidance to support a coordinated and orderly transition from 
the legacy systems and processes to full compliance with the DoD’s requirements.  These actions 
require in-depth budget and personnel management planning. 

 
C9.1.2.  Adhering to the categories, specialties and levels outlined is critical to support the 

effective identification of the IA workforce across the Department of Defense.  Standardizing 
skill sets supports joint assignments and system interoperability. 
 
 
C9.2.  GENERAL REQUIREMENTS   
 

C9.2.1.  The DoD Components must: 
 
C9.2.1.1.  Plan for, and incrementally complete, these requirements over four years from 

the effective date of this manual.   Complete requirements to this Manual within 5 years from the 
publication date (1 extra year to implement CND-SP and IASAE Specialties).  

 
C9.2.1.2.  Develop and submit to the IA WIPAC implementation policies, processes, and 

plans to support compliance with the requirements outlined below within 6 months of the 
publication date of this Manual. 

 
C9.2.1.3.  Provide representation to the IA WIPAC as required in Chapter 1. 
 
C9.2.1.4.  Report progress annually, against implementation requirements, to 

ASD(NII)/DoD CIO, using the format presented in Figure C9.F1. 
 
 
C9.3.  SPECIFIC REQUIREMENTS 

 
C9.3.1.  To allow for proper identification and planning of requirements, the Department of 

Defense has adopted a phased approach to this implementation.  The first year provides time for 
the identification of specific requirements to support budget and staffing planning, and to certify 
the initial 10 percent of the IA workforce.  The next 3 years provide time to bring the full IA 
workforce into compliance with the requirements in phases.  Thirty percent of the workforce 
must come into compliance each year, as outlined below. 

 
C9.3.2.  Within 12 months of the effective date of this Manual, the DoD Components must: 
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C9.3.2.1.  Provide Component IA Manager and Human Resource Management 
participation in the DoD sponsored Component Implementation Workshop that will be 
conducted by the Defense-wide Information Assurance Program (DIAP) Office within three 
months of publication of this Manual.  

 
C9.3.2.2.  Identify all positions per Chapters 3-5, 7, 10 and 11, required to execute the IA 

functions listed in Chapters 3-5, 10 and 11 as primary or additional/embedded duties. 
 
C9.3.2.3.  Assign IA workforce category, specialty and level codes for the Component’s 

staffing and personnel data systems based on the categories and levels described in Chapters 3-5,  
10 and 11.  These codes must be identified to DMDC per References (oq), (pr), (qs), and (rt).  
The data elements will be routinely captured by the DMDC and formatted to support the DoD’s 
IA workforce management requirements.  If a Component uses a personnel or manpower system 
or database that does not exchange data with DMDC systems, develop the necessary data fields 
to track IA workforce requirements. 

 
C9.3.2.4.  Budget for IA training, certification, and workforce management requirements 

of DoD government personnel, as described below.  The budget plan must ensure 
implementation of the requirements over a three year period, and must specifically include 
resources for: 

 
C9.3.2.4.1.  Staffing identified IA positions (primary or additional/embedded duty). 
 
C9.3.2.4.2.  Training incumbents. 
 
C9.3.2.4.3.  Ensuring staffing and unit databases/tools are upgraded to support IA 

workforce management requirements as appropriate. 
 
C9.3.2.4.4.  Training for staffing managers on the systems and processes required to 

support the IA workforce training and management requirements. 
 
C9.3.2.4.5.  Certifying (including training and testing) current and planned IA 

workforce members. 
 
C9.3.2.5.  The DoD Components must plan to meet the following milestones.  The 

milestone plan will begin with the next planning, program, and budget cycle to execute these 
requirements beginning in Calendar Year (CY)-07.  The phases of this implementation approach 
are: 

 
C9.3.2.5.1.  Year One (CY-07):  Identify IA workforce positions, fill 10 percent of 

the IA positions with certified personnel.  Develop budget to support follow-on implementation 
years two–four. 

 
C9.3.2.5.2.  Year Two (CY-08):  Fill a total of 40 percent of the IA positions with 

certified personnel. 
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C9.3.2.5.3.  Year Three (CY-09):  Fill a total of 70 percent of the IA positions with 
certified personnel. 

 
C9.3.2.5.4.  Year Four (CY-10):  All IAT and IAM Category positions are held by 

certified personnel. 
 
C9.3.2.5.5.  Year Five (CY-11):  All CND-SP and IASAE Specialty positions are 

held by certified personnel. 
 
C9.3.2.5.6.  Thereafter, all incumbents and new hires must be trained, certified, and 

recertified in accordance with this Manual. 
 

 
C9.4.  IMPLEMENTATION PLAN REPORTING REQUIREMENTS 

 
C9.4.1.  The DoD Components must report progress to ASD(NII)/DoD CIO on budgeting to 

meet implementation requirements using the format in Figure C9.F1.  The Information 
Assurance Workforce Milestone Budget Plan Report is exempt from licensing in accordance 
with the provisions of paragraph C4.4.6. of Reference (su). 

 
C9.4.2.  The IA Workforce Implementation Milestone Budget Plan report is due 31 July each 

year for five years from the date of publication of this Manual.  
 

Figure C9.F1.  IA Workforce Milestone Budget Plan Report  
 

IA Workforce Milestone Budget Plans (training and certification, costs) 
IA WF Budget PY CY BY00 BY01 BY02 BY03 BY04 Total 
Required                
Budgeted         
Obligated                

 
PY = Previous Year, CY = Current Year, BY = Budget Year 
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C10.  CHAPTER 10 
 

IA WORKFORCE SYSTEM ARCHITECT AND ENGINEER (IASAE) SPECIALTY 
 
 
C10.1.  INTRODUCTION 

 
C10.1.1.  This chapter provides detailed position guidelines and IA functions for each level 

within the IASAE specialty. 
 
C10.1.2.  The functions associated with each of these levels are intended to be baseline DoD 

requirements.  The DoD Components are expected to have additional requirements reflecting 
their operating policy and information system technical environment.  The requirements of this 
Manual do not exempt individuals from meeting their own organization’s standards and 
requirements.  
 
 
C10.2.  IASAE SPECIALTY DESCRIPTION 

 
C10.2.1.  This specialty comprises IASAE Levels I, II, and III. 
 
C10.2.2.  The levels and functions in the IASAE specialty are not necessarily cumulative.  

Table C10.T1. summarizes IASAE position requirements. 
 

Table C10.T1.  IASAE Workforce Requirements 
 

Civilian, Military or Contractor* 
(Including LNs ) 

IASAE Level I – III                
(FN/LN Levels I and II** only) 

Initial Training *** Yes 
IA Baseline Certification 
(from approved list) 

Yes 
(within 6 months) 

Initial OJT Evaluation No 

CE/OS Certification 
Certificate No 

Maintain Certification Status Yes 
(as required by certification) 

Continuous Education or 
Sustainment Training 

Yes 
(as required by certification (e.g., 

(ISC)2 requires 120 hours within 3 
years for the CISSP)) 

As required by IA level and 
Reference (b) Background Investigation  

*Requirements to be stated in contract
**FN/LN IASAE Level II must meet conditions of References (b), (gi) and (hj) 
***Classroom, distributive, blended, government, or commercial provider 
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C10.2.3.  IASAE Specialty Certification Requirements: 

 
C10.2.3.1.  The certification requirement for IASAE specialty positions includes all the 

functions identified for that level.  All IASAE specialty personnel, whether they perform IA 
functions as primary or as an additional/embedded duty, will be certified based on the IA 
functions of the position. 

 
C10.2.3.1.1.  Personnel required to perform any IASAE specialty IA function(s) (one 

or more functions) at any level must be certified to the highest level function(s) performed.  An 
IASAE position’s functional requirement(s) for a particular level establish the basis for the 
certification requirement.   

 
C10.2.3.1.2.  IASAE positions that also perform IAT functions must also obtain the 

appropriate computing environment certification and complete the other IAT level requirements 
prior to being granted unsupervised privileged access. 

 
C10.2.3.2.  Within 6 months of assignment of IA duties, IASAE specialty military and 

Government civilian personnel must achieve the appropriate IA baseline certification for their 
level.   

 
C10.2.3.2.1.  New hires’ qualification periods begin the date they start in the position 

(i.e., they must obtain the appropriate certification within 6 months of being assigned IA 
functions). 

 
C10.2.3.2.2.  DoD employees and contractors performing IA functions on the 

effective date of this Manual have up to 4 years to comply with the certification requirements, 
based on DoD Component plans to meet the implementation milestones established in Chapter 9.   

  
C10.2.3.2.3.  DAAs may waive the certification requirement under severe operational 

or personnel constraints.  The waiver will be documented by the DAA using a memorandum for 
the record stating the reason for the waiver and the plan to rectify the constraint.   

 
C10.2.3.2.4.  Waivers will not extend beyond 6 months, must include an expiration 

date, and be documented in the individual’s IA training record.  Consecutive waivers for 
personnel are not authorized except as noted in paragraph C10.2.3.4.2.  Waivers must be a 
management review item.   

 
C10.2.3.3.  Personnel in IASAE specialty positions must maintain certifications, as 

required by their certification provider, as described in Appendix 3, to retain their position. 
  
C10.2.3.4.  Personnel not certified within 6 months of assignment of IA duties or who fail 

to maintain their certified status will not be permitted to carry out the responsibilities of the 
position.  The DoD Components must develop programs to address remedial training and to 
establish conditions allowing IASAE personnel to return to certified status. 
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C10.2.3.4.1.  Individuals continuing to not meet certification requirements after 
appropriate remediation efforts shall be reassigned to other duties. 

 
C10.2.3.4.2.  IASAE specialty personnel must be fully trained and certified prior to 

deployment to a combat environment.  However, the DAA may grant an interim waiver for the 
period of the deployment for IASAE personnel to fill IASAE billets one level higher than their 
current certification.  The interim waiver places an individual in a suspense status and must be 
time limited and include an expiration date not to exceed 6 months following the date of return 
from the combat environment. 

 
C10.2.3.5.  The DoD Components must document and maintain the certification status of 

their IASAE specialty personnel as long as they are assigned to those duties.  Identification and 
tracking requirements are addressed in Chapter 7. 

 
C10.2.3.6.  Personnel in IASAE specialty positions will retain an appointing letter 

assigning them IA responsibilities for their system(s) in accordance with Reference (b).  If an 
IASAE specialty position requires IA privileged access, a statement of responsibility for the 
system(s) will also be executed in accordance with Reference (b).  Appendix 4 provides a sample 
statement of acceptance of responsibilities. 

 
C10.2.3.7.  In support of GIG infrastructure security requirements, certification standards 

apply equally to DoD civilian, military, contractor personnel, and LNs. 
 
C10.2.3.7.1.  New contract language must specify certification requirements.  

Existing contracts must be modified to specify certification requirements during the phased 
implementation described in Chapter 9. 

 
C10.2.3.7.2.  LNs or FNs may be conditionally assigned to IASAE Level II but may 

not be assigned to IASAE Level III positions in compliance with Reference (b).  IASAE 
positions/personnel with privileged access or management functions must comply with 
background investigation requirements in Table E3.T1. of Reference (b). 
 
 
C10.3.  IASAE LEVEL I 

 
C10.3.1.  IASAE Level I personnel are responsible for the design, development, 

implementation, and/or integration of a DoD IA architecture, system, or system component for 
use within their CE.  Incumbents ensure that IA related IS will be functional and secure within 
the CE.  IASAE Level I position requirements are listed in Table C10.T2. 

 
Table C10.T2.  IASAE Level I Position Requirements 

 
IASAE Level I  

Attribute Level 
Experience Usually an entry level IASAE position with 0 or 

more years of IASAE experience. 
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System Environment CE IASAE. 
Knowledge  Applies knowledge of IA policy, procedures, and 

structure to design, develop, and implement CE 
system(s), system components, or system 
architectures. 

Supervision • For IA issues, typically reports to an IASAE 
Level II, IAM, or DAA. 

• May report to other management for other CE 
operational requirements. 

Other Actions are usually authorized and controlled by 
policies and established procedures. 

IA Baseline Certification Within 6 months of assignment to position. 
 
C10.3.2.  Table C10.T3. lists the specific functions associated with the IASAE Level I 

position.  Positions responsible for performing any of these functions, regardless of the 
incumbent’s occupational title (Engineer, Scientist, Computer Specialist, ISSO, IAO, ISSM, 
manager, pilot, infantry officer, etc.) shall be identified as part of the IA workforce and must 
comply with the requirements in Tables C10.T1. and C10.T2. 

 
Table C10.T3.  IASAE Level I Functions 

 

IASAE-I.1. Identify information protection needs for CE system(s) and network(s). 

IASAE-I.2. Define CE security requirements in accordance with applicable IA requirements 
(e.g., Reference (b), Director Central Intelligence Directive 6/3 (Reference (tv)), 
organizational security policies). 

IASAE-I.3. Provide system related input on IA security requirements to be included in 
statements of work and other appropriate procurement documents. 

IASAE-I.4. Design security architectures for CE system(s) and network(s). 

IASAE-I.5. Design and develop IA or IA-enabled products for use within a CE. 

IASAE-I.6. Integrate and/or implement Cross Domain Solutions (CDS) for use within a CE. 

IASAE-I.7. Design, develop, and implement security designs for new or existing CE system(s).  
Ensure that the design of hardware, operating systems, and software applications 
adequately address IA security requirements for the CE. 

IASAE-I.8. Design, develop, and implement system security measures that provide 
confidentiality, integrity, availability, authentication, and non-repudiation. 
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IASAE-I.9. Develop and implement specific IA countermeasures for the CE. 

IASAE-I.10. Develop interface specifications for CE system(s). 

IASAE-I.11. Develop approaches to mitigate CE vulnerabilities, recommend changes to system 
or system components as needed. 

IASAE-I.12. Ensure that system designs support the incorporation of DoD-directed IA 
vulnerability solutions, e.g., IAVAs. 

IASAE-I.13. Develop IA architectures and designs for DoD IS with basic integrity and 
availability requirements, to include MAC III systems as defined in References (b) 
and (fh); systems with a Basic Level-of-Concern for availability or integrity in 
accordance with Reference (tw); and other DAA designated systems. 

IASAE-I.14. Develop IA architectures and designs for systems processing Sensitive 
Compartmented Information (SCI) that will operate at Protection Level 1 or 2 as 
defined in Reference (tv).  

IASAE-I.15. Assess threats to and vulnerabilities of CE system(s). 

IASAE-I.16. Identify, assess, and recommend IA or IA-enabled products for use within a CE; 
ensure recommended products are in compliance with the DoD evaluation and 
validation requirements of References (b) and (fh). 

IASAE-I.17. Ensure that the implementation of security designs properly mitigate identified 
threats. 

IASAE-I.18. Assess the effectiveness of information protection measures utilized by CE 
system(s). 

IASAE-I.19. Ensure security deficiencies identified during security/certification testing have 
been mitigated, corrected, or a risk acceptance has been obtained by the 
appropriate DAA or authorized representative. 

IASAE-I.20. Provide input to IA C&A process activities and related documentation (system life-
cycle support plans, concept of operations, operational procedures and 
maintenance training materials, etc.). 

IASAE-I.21. Participate in an IS risk assessment during the C&A process and design security 
countermeasures to mitigate identified risks. 

IASAE-I.22. Provide engineering support to security/certification test and evaluation activities. 
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IASAE-I.23. Document system security design features and provide input to implementation 
plans and standard operating procedures. 

IASAE-I.24. Recognize a possible security violation and take appropriate action to report the 
incident. 

IASAE-I.25. Implement and/or integrate security measures for use in CE system(s) and ensure 
that system designs incorporate security configuration guidelines. 

IASAE-I.26. Ensure the implementation of CE IA policies into system architectures. 

IASAE-I.27. Obtain and maintain IA baseline certification appropriate to position. 

 
 
C10.4.  IASAE LEVEL II 

 
C10.4.1.  IASAE Level II positions are responsible for the design, development, 

implementation, and/or integration of a DoD IA architecture, system, or system component for 
use within the NE.  Incumbents ensure that IA related IS will be functional and secure within the 
NE.  IASAE Level II position requirements are listed in Table C10.T4. 

 
Table C10.T4.  IASAE Level II Position Requirements 

 
IASAE Level II 

Attribute Level 
Experience Usually has at least 5 years of IASAE 

experience. 
System Environment NE IASAE. 
Knowledge  Applies knowledge of IA policy, procedures, and 

workforce structure to design, develop, and 
implement a secure NE. 

Supervision • For IA issues, typically reports to an IASAE 
Level III, IAM, or DAA. 

• May report to other senior IASAE for network 
operational requirements. 

Other • Relies on experience and judgment to plan 
and accomplish goals. 

• LN opportunities are extremely limited and 
must meet requirements of Table E3.T1. of 
Reference (b). 

IA Baseline Certification Within 6 months of assignment to position. 
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C10.4.2.  Table C10.T5. lists the specific functions associated with the IASAE Level II 

position.  Positions responsible for performing any of these functions, regardless of the 
incumbent’s occupational title (Engineer, Scientist, Computer Specialist, ISSO, IAO, ISSM, 
manager, pilot, infantry officer, etc.) shall be identified as part of the IA workforce and must 
comply with the requirements in Tables C10.T4. and C10.T1. 

 
Table C10.T5.  IASAE Level II Functions  

 

IASAE-II.1. Identify information protection needs for the NE. 

IASAE-II.2. Define NE security requirements in accordance with applicable IA requirements 
(e.g., References (b) and (tu) and organizational security policies). 

IASAE-II.3. Provide system related input on IA security requirements to be included in 
statements of work and other appropriate procurement documents. 

IASAE-II.4. Design security architectures for use within the NE. 

IASAE-II.5. Design and develop IA or IA-enabled products for use within a NE. 

IASAE-II.6. Integrate and/or implement CDS for use within a CE or NE. 

IASAE-II.7. Develop and implement security designs for new or existing network system(s).    
Ensure that the design of hardware, operating systems, and software applications 
adequately address IA security requirements for the NE. 

IASAE-II.8. Design, develop, and implement network security measures that provide 
confidentiality, integrity, availability, authentication, and non-repudiation. 

IASAE-II.9. Design, develop, and implement specific IA countermeasures for the NE. 

IASAE-II.10. Develop interface specifications for the NE. 

IASAE-II.11. Develop approaches to mitigate NE vulnerabilities and recommend changes to 
network or network system components as needed. 

IASAE-II.12. Ensure that network system(s) designs support the incorporation of DoD-directed 
IA vulnerability solutions, e.g., IAVAs. 

IASAE-II.13. Develop IA architectures and designs for DoD IS with medium integrity and 
availability requirements, to include MAC II systems as defined in References (b) 
and (fh), systems with a medium Level-of-Concern for availability or integrity in 
accordance with Reference (tv), and other DAA designated systems. 
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IASAE-II.14. Develop IA architectures and designs for systems processing SCI that will operate 
at Protection Level 1 or 2 as defined in Reference (tv).   

IASAE-II.15. Assess threats to and vulnerabilities of the NE. 

IASAE-II.16. Identify, assess, and recommend IA or IA-enabled products for use within an NE; 
ensure recommended products are in compliance with the DoD evaluation and 
validation requirements of References (b) and (fh). 

IASAE-II.17. Ensure that the implementation of security designs properly mitigate identified 
threats. 

IASAE-II.18. Assess the effectiveness of information protection measures used by the NE. 

IASAE-II.19. Evaluate security architectures and designs and provide input as to the adequacy 
of security designs and architectures proposed or provided in response to 
requirements contained in acquisition documents. 

IASAE-II.20. Ensure security deficiencies identified during security/certification testing have 
been mitigated, corrected, or a risk acceptance has been obtained by the 
appropriate DAA or authorized representative. 

IASAE-II.21. Provide input to IA C&A process activities and related documentation (e.g., 
system life-cycle support plans, concept of operations, operational procedures, and 
maintenance training materials). 

IASAE-II.22. Participate in an IS risk assessment during the C&A process and design security 
countermeasures to mitigate identified risks. 

IASAE-II.23. Provide engineering support to security/certification test and evaluation activities. 

IASAE-II.24. Document system security design features and provide input to implementation 
plans and standard operating procedures. 

IASAE-II.25. Recognize a possible security violation and take appropriate action to report the 
incident. 

IASAE-II.26. Implement and/or integrate security measures for use in network system(s) and 
ensure that system designs incorporate security configuration guidelines. 

IASAE-II.27. Ensure the implementation of NE IA policies into system architectures. 

IASAE-II.28. Ensure the implementation of subordinate CE IA policies is integrated into the NE 
system architecture. 
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IASAE-II.29. Obtain and maintain IA baseline certification appropriate to position. 

 
 
C10.5.  IASAE LEVEL III 

 
C10.5.1.  IASAE Level III positions are responsible for the design, development, 

implementation, and/or integration of a DoD IA architecture, system, or system component for 
use within CE, NE, and enclave environments.  They ensure that the architecture and design of 
DoD IS are functional and secure.  This may include designs for program of record systems and 
special purpose environments with platform IT interconnectivity.  Incumbents may also be 
responsible for system or network designs that encompass multiple CE and/or NE to include 
those with differing data protection/classification requirements.  IASAE Level III position 
requirements are listed in Table C10.T6. 

 
Table C10.T6.  IASAE Level III Position Requirements 

 
IASAE Level III 

Attribute Level 

Experience Usually has at least 10 years of IASAE 
experience. 

System Environment Enclave Environment IASAE. 

Knowledge Applies knowledge of IA policy, procedures, and 
workforce structure to design, develop, and 
implement a secure enclave environment. 

Supervision • Typically reports to a DAA for IA issues. 
• May report to other senior managers for enclave 

operational requirements. 
Other • Must be a U.S. Citizen.  

• Relies on extensive experience and judgment to 
plan and accomplish enclave security related 
goals.  

• May also serve in a management/oversight 
capacity for an enclave(s). 

IA Baseline Certification Within 6 months of assignment to position. 
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C10.5.2.  Table C10.T7. lists the specific functions associated with the IASAE Level III 

position.  Positions responsible for performing any of these functions, regardless of the 
incumbents’ occupational title (Chief Engineer, Engineer, Scientist, Computer Specialist, ISSO, 
IAO, ISSM, manager, pilot, infantry officer, etc) shall be identified as part of the IA workforce 
and must comply with the requirements in Tables C10.T6. and C10.T1. 

 
Table C10.T7.  IASAE Level III Functions 

 

IASAE-III.1. Identify information protection needs for the enclave environment. 

IASAE-III.2. Define enclave security requirements in accordance with applicable IA policies 
(e.g., References (b) and (tv) and organizational security policies). 

IASAE-III.3. Provide input on IA security requirements to be included in statements of work 
and other appropriate procurement documents. 

IASAE-III.4. Support Program Managers responsible for the acquisition of DoD IS to ensure 
IA architecture and systems engineering requirements are properly addressed 
throughout the acquisition life-cycle. 

IASAE-III.5. Design security architectures for use within the enclave environment. 

IASAE-III.6. Design and develop IA or IA-enabled products for use within the enclave. 

IASAE-III.7. Design and develop CDS for use within CE, NE, or enclave environments. 

IASAE-III.8. Develop and implement security designs for new or existing enclave system(s). 
Ensure that the design of hardware, operating systems, and software applications 
adequately address IA security requirements for the enclave. 

IASAE-III.9. Design, develop, and implement security measures that provide confidentiality, 
integrity, availability, authentication, and non-repudiation for the enclave 
environment. 

IASAE-III.10. Design, develop, and implement specific IA countermeasures for the enclave. 

IASAE-III.11. Develop interface specifications for use within the enclave environment. 

IASAE-III.12. Develop approaches to mitigate enclave vulnerabilities and recommend changes 
to system or system components as needed. 

IASAE-III.13. Ensure that enclave system(s) and network(s) designs support the incorporation 
of DoD-directed IA vulnerability solutions, e.g., IAVAs. 
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IASAE-III.14. Develop IA architectures and designs for DoD IS with high integrity and 
availability requirements, to include MAC I systems as defined in References (b) 
and (fh), systems with a high Level-of-Concern for availability or integrity in 
accordance with Reference (tv), and other DAA designated systems. 

IASAE-III.15. Develop IA architectures and designs for systems and networks with multilevel 
security requirements or requirements for the processing of multiple classification 
levels of data (e.g., UNCLASSIFIED, SECRET, and TOP SECRET). 

IASAE-III.16. Develop IA architectures and designs for systems processing SCI that will 
operate at Protection Level 3, 4, or 5 as defined in Reference (tv). 

IASAE-III.17. Develop IA architectures and designs for DoD IS to include automated IS 
applications, enclaves (which include networks), and special purpose 
environments with platform IT interconnectivity, e.g., weapons systems, sensors, 
medical technologies, or distribution systems. 

IASAE-III.18. Ensure that acquired or developed system(s) and network(s) employ Information 
Systems Security Engineering and are consistent with DoD Component level IA 
architecture. 

IASAE-III.19. Assess threats to and vulnerabilities of the enclave. 

IASAE-III.20. Identify, assess, and recommend IA or IA-enabled products for use within an 
enclave and ensure recommended products are in compliance with the DoD 
evaluation and validation requirements of References (b) and (fh). 

IASAE-III.21. Ensure that the implementation of security designs properly mitigate identified 
threats. 

IASAE-III.22. Assess the effectiveness of information protection measures utilized by the 
enclave. 

IASAE-III.23. Evaluate security architectures and designs and provide input as to the adequacy 
of security designs and architectures proposed or provided in response to 
requirements contained in acquisition documents. 

IASAE-III.24. Ensure security deficiencies identified during security/certification testing have 
been mitigated, corrected, or a risk acceptance has been obtained by the 
appropriate DAA or authorized representative. 

IASAE-III.25. Provide input to IA C&A process activities and related documentation (e.g., 
system life-cycle support plans, concept of operations, operational procedures, 
and maintenance training materials). 
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IASAE-III.26. Participate in an IS risk assessment during the C&A process and design security 
countermeasures to mitigate identified risks. 

IASAE-III.27. Provide engineering support to security/certification test and evaluation activities. 

IASAE-III.28. Document system security design features and provide input to implementation 
plans and standard operating procedures. 

IASAE-III.29. Recognize a possible security violation and take appropriate action to report the 
incident. 

IASAE-III.30. Implement and/or integrate security measures for use in the enclave and ensure 
that enclave designs incorporate security configuration guidelines. 

IASAE-III.31. Ensure the implementation of enclave IA policies into system architectures. 

IASAE-III.32. Ensure the implementation of subordinate CE and NE IA policies are integrated 
into the enclave system architecture. 

IASAE-III.33. Oversee and provide technical guidance to IASAE Level I and II personnel. 

IASAE-III.34. Obtain and maintain IA baseline certification appropriate to position. 
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C11. CHAPTER 11 
 

COMPUTER NETWORK DEFENSE-SERVICE PROVIDER (CND-SP) SPECIALTY 
 

 
C11.1.  INTRODUCTION 

 
C11.1.1.  This chapter provides detailed guidelines and CND-SP functions for each level 

within the CND-SP specialty.  The requirements of this Manual apply to CND-SP established 
and accredited in accordance with Reference (gi). 

 
C11.1.2.  The functions associated with this specialty are intended to be baseline DoD 

requirements.  Each CND-SP is expected to have additional requirements reflecting its operating 
policy, specific organizational mission, and technical operating environment.  The requirements 
of this Manual do not exempt individuals from meeting their own organization’s standards and 
requirements. 

 
 

C11.2.  CND-SP SPECIALTY DESCRIPTION 
 
C11.2.1.  This specialty is comprised of the following:  
 

C11.2.1.1.  CND-SP Analyst (CND-A) 
 
C11.2.1.2.  CND-SP Infrastructure Support (CND-IS) 
 
C11.2.1.3.  CND-SP Incident Responder (CND-IR) 
 
C11.2.1.4.  CND-SP Auditor (CND-AU) 
 
C11.2.1.5.  CND-SP Manager (CND-SPM) 

 
C11.2.2.  Personnel assigned to accredited CND-SPs will normally occupy a position 

corresponding to a single CND-SP specialty.  In cases where personnel perform functions 
corresponding to multiple CND-SP specialties, their position should be designated based on the 
CND-SP specialty that most closely aligns to the position’s primary responsibility and functions.  

 
C11.2.3.  The following are CND-SP specialty training requirements: 

 
C11.2.3.1.  Participation in initial formal training (classroom, distributive, government, or 

blended) before or immediately upon assignment of Computer Network Defense (CND) 
responsibilities.  Training does not need to result in the award of a military category code (e.g., 
Military Occupational Specialty, Navy Enlisted Specialty Code, and/or Air Force Specialty 
Code), but must be sufficient to meet minimum certification standards outlined here and in 
Appendices 2 and 3. 
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C11.2.3.2.  Completion of an on-the-job skills practical evaluation to meet functional 
requirements listed in this chapter (except CND-SPM). 

 
C11.2.3.3.  Completion of sustainment training/continuing education as required to 

maintain certification status.  For planning purposes the standard is normally a minimum of 20 to 
40 hours annually, or 120 hours over 3 years.  
 

C11.2.4.  The following are CND technical specialty certification requirements: 
 
C11.2.4.1.  The certification program for CND-SP specialty positions must include the 

functions identified for that level.  All CND-SP specialty personnel must be certified based on 
their primary CND position.     

 
C11.2.4.1.1.  Within 6 months of assignment to an accredited CND-SP position, all 

CND-SP specialty military and Government civilian personnel must achieve the appropriate 
CND certification unless a waiver is granted in accordance with paragraphs C11.2.4.2. or 
C11.2.4.3.   

 
C11.2.4.1.2.  DoD employees or contractors performing CND functions on the 

effective date of this Manual have up to 4 years to comply with these requirements, based on 
DoD Component plans to meet the implementation milestones established in Chapter 9.   

 
C11.2.4.1.3.  The qualification period for new hires begins the date they start in the 

position (i.e., they must obtain the appropriate certification within 6 months of being assigned 
CND functions).   

 
C11.2.4.2.  USSTRATCOM may waive the certification requirement under severe 

operational or personnel constraints.  The waiver will be documented by the USSTRATCOM 
using a memorandum for the record stating the reason for the waiver and the plan to rectify the 
constraint.  Waivers will not extend beyond 6 months, must include an expiration date, and be 
documented in the individual’s CND training record.  Consecutive waivers for personnel are not 
authorized except as noted in paragraph C11.2.4.3.  Waivers must be a management review item 
in accordance with Reference (b).   

 
C11.2.4.3.  CND-SP specialty personnel must be fully trained and certified prior to 

deployment to a combat environment.  USSTRATCOM may approve a waiver for certified 
CND-SP billets without attaining the appropriate CND-SP specific certification while deployed 
to a combat environment (however, CND-SP specialty personnel must have the appropriate 
baseline IAT or IAM Certification).  USSTRATCOM may grant an Interim Waiver limited to 
the period of the deployment.  The interim waiver places an individual in a suspense status, 
which must be time limited and include an expiration date not to exceed 6 months following the 
date of return from combat status.  

 
C11.2.4.4.  Personnel in CND-SP specialty positions must maintain certifications, as 

required by the certification provider, to retain the CND-SP position.   
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C11.2.4.5.  Personnel who are not appropriately certified within 6 months of assignment 
to a position or who fail to maintain their certification status shall not be permitted to execute the 
responsibilities of the position.  The DoD Components will develop programs to address 
remedial training and conditions for individuals to attain or return to certified status.        

 
C11.2.4.6.  The DoD Components must document and maintain the certification status of 

their CND-SP specialty personnel as long as they are assigned to those duties.  Identification and 
tracking requirements are addressed in Chapter 7. 

 
C11.2.4.7.  To support the GIG infrastructure security requirements, certification 

standards apply equally to DoD civilian, military, including those staffed by LNs (with 
conditional privileged access according to Reference (b)), and contractor personnel. 

 
C11.2.4.7.1.  New contract language must specify certification requirements.  

Existing contracts must be modified, at an appropriate time during the phased implementation, to 
specify certification requirements.  

 
C11.2.4.7.2.  In addition to the baseline CND certification requirement for their level, 

privileged users must obtain CE certifications as required by their employing organization to 
ensure they can effectively apply CND requirements to those systems. 

 
C11.2.4.7.2.1.  New hire civilian personnel must agree as a “condition of 

employment” that they will obtain and maintain the appropriate certification for the position. 
 
C11.2.4.7.2.2.  All personnel must agree to release their certification 

qualification(s) to the Department of Defense. 
 
C11.2.4.8.  CND-SP specialty training requirements are summarized in Table C11.T1.        
 

Table C11.T1.  Accredited CND-SP Workforce Requirements 
 

Civilian, Military, Contractor* CND-A, CND-IS, CND-IR, CND-AU, 
CND-SPM (Including Civilian or Contractor 

LNs) 
Initial Training ** Yes 

CND IA Baseline Certification 
(from approved list) 

Yes 
 (within 6 months) 

Initial OJT Evaluation Yes 
(except CND-SPM) 

CE/OS Certification Certificate Yes  
(except CND-SPM) 

Maintain Certification Status Yes 
(as required by certification) 

Continuous Education or 
Sustainment Training 

Yes  
As Required by Certification             
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(e.g., (ISC)2 requires 120 hours triennially 
for the CISSP ) 

 

Background Investigation  As required by CND level and Reference 
(b) 

Sign Privileged Access Statement Yes 
 

*Contractor specialty, level, and certification requirements to be specified in the 
contract 
**Classroom, Distributive, Blended, Government, or Commercial Provider 

 
 
C11.3.  CND-A 

 
C11.3.1.  CND–A personnel use data collected from a variety of CND tools (including 

intrusion detection system alerts, firewall and network traffic logs, and host system logs) to 
analyze events that occur within their environment.  Individuals within CND-SPs who collect 
and analyze event information or perform threat or target analysis duties within the CND-SP 
shall be considered CND-As.  CND-A position requirements are listed in Table C11.T2. 

 
Table C11.T2.  CND-A Position Requirements 

 
CND-A 

Attribute Level 
Recommended at least 2 years of experience in 
CND technology or a related field. Experience 

Works on a specific number of CND systems but 
analyzes events within the NE or enclave. System Environment 

Significant knowledge of particular CND tools, 
tactics, techniques, and procedures which support 
their analysis of event information. 

Knowledge 

Works under supervision and typically reports to a 
CND-SPM. Supervision 

Actions are usually authorized and controlled by 
policies and established procedures. Other 

IAT-I or II IA Baseline 
Certification, CND IA 
Baseline Certification, 
and CE/OS Certificate  

Within 6 months of assignment to position and 
mandatory for unsupervised privileged access. 

 
C11.3.2.  Table C11.T3. lists the specific functions associated with the CND-A position.  

Personnel performing these functions as their primary CND responsibilities, regardless of their 
occupational title within the CND-SP organization, shall be identified as part of the CND-A 
specialty and must comply with the requirements in Tables C11.T2. and C11.T3. 
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Table C11.T3.  CND-A Functions 
 

CND-A.1. Mastery of IAT Level I and IAT Level II CE and/or NE knowledge and skills 
with applicable certification. 

CND-A.2. Receive and analyze network alerts from various sources within the NE or 
enclave and determine possible causes of such alerts. 

CND-A.3. Coordinate with enclave CND staff to validate network alerts. 
CND-A.4. Perform analysis of log files from a variety of sources within the NE or 

enclave, to include individual host logs, network traffic logs, firewall logs, 
and intrusion detection system logs. 

CND-A.5. Characterize and analyze network traffic to identify anomalous activity and 
potential threats to network resources. 

CND-A.6. Monitor external data sources (e.g. CND vendor sites, Computer Emergency 
Response Teams, SANS, Security Focus) to maintain currency of CND threat 
condition and determine which security issues may have an impact on the NE 
or enclave. 

CND-A.7. Assist in the construction of signatures which can be implemented on CND 
network tools in response to new or observed threats within the NE or 
enclave. 

CND-A.8. Perform event correlation using information gathered from a variety of 
sources within the NE or enclave to gain situational awareness and determine 
the effectiveness of an observed attack. 

CND-A.9. Notify CND managers, CND incident responders, and other CND-SP team 
members of suspected CND incidents and articulate the event’s history, 
status, and potential impact for further action. 

 
C11.4.  CND-IS 

 
C11.4.1.  CND-IS personnel test, implement, deploy, maintain, and administer the 

infrastructure systems which are required to effectively manage the CND-SP network and 
resources.  This may include, but is not limited to routers, firewalls, intrusion 
detection/prevention systems, and other CND tools as deployed within the NE or enclave.  
Individuals within CND-SPs who maintain these infrastructure devices shall be considered 
CND-IS. CND-IS position requirements are listed in Table C11.T4. 

 
Table C11.T4.  CND-IS Position Requirements 

 
CND-IS 

Attribute Level 
Recommended at least 4 years of experience in 
supporting CND and/or network systems and 
technology. 

Experience 

Manages a number of specific CND tools/systems 
within the NE or enclave. System Environment 

Knowledge 
Significant knowledge of particular networking 
technologies, operating systems, and CND tools, 
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tactics, techniques, and procedures which are part 
of the systems they support. 
Works under supervision and typically reports to a 
CND-SPM. Supervision 

Actions are usually authorized and controlled by 
policies and established procedures. Other 

IAT-I or II IA Baseline 
Certification, CND IA 
Baseline Certification, 
and CE/OS Certificate  

Within 6 months of assignment to position and 
mandatory for unsupervised privileged access.  
(Note CND-IS personnel supporting multiple 
systems must obtain the operating system 
certification for each system prior to getting full 
unsupervised privileged access.  However, they 
may begin performing CND-IS duties on systems 
for which they do have OS certifications.)  

 
C11.4.2.  Table C11.T5. lists the specific functions associated with the CND-IS position.  

Personnel performing these functions as their primary CND responsibilities, regardless of their 
occupational title within the CND-SP organization, shall be identified as part of the CND-IS 
specialty and must comply with the requirements in Tables C11.T4. and C11.T5.  

 
Table C11.T5.  CND-IS Functions 

 
CND-IS.1. Mastery of the appropriate IAT Level I and IAT Level II CE and/or NE 

knowledge and skills with applicable certification. 
CND-IS.2. Create, edit, and manage changes to network access control lists on specialized 

CND systems (e.g., firewalls and intrusion prevention systems). 
CND-IS.3. Perform system administration on specialized CND applications and systems 

(e.g., anti-virus, or Audit/Remediation) to include installation, configuration,   
maintenance, and backup/restore.   

CND-IS.4. Implement C&A requirements for specialized CND systems within the NE or 
enclave, and document and maintain records for them. 

CND-IS.5. Coordinate with the CND-A to manage and administer the updating of rules and 
signatures (e.g., IDS/IPS, anti-virus, and content blacklists) for specialized CND 
applications. 

CND-IS.6. Identify potential conflicts with implementation of any CND tools within the 
CND-SP area of responsibility (e.g., tool/signature testing and optimization). 

CND-IS.7. Administer CND test bed and test and evaluate new CND applications, 
rules/signatures, access controls, and configurations of CND-SP managed 
platforms. 

 
 
C11.5.  CND-IR 

 
C11.5.1.  CND-IR personnel investigate and analyze all response activities related to cyber 

incidents within the NE or Enclave.  These tasks include, but are not limited to: creating and 
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maintaining incident tracking information; planning, coordinating, and directing recovery 
activities; and incident analysis tasks, including examining all available information and 
supporting evidence or artifacts related to an incident or event.  Individuals within CND-SPs 
who perform any of the incident management and incident response tasks shall be considered 
CND-IRs.  CND-IR position requirements are listed in Table C11.T6. 

 
Table C11.T6.  CND-IR Position Requirement 

 
CND-IR 

Attribute Level 
Recommended at least 5 years of experience in 
CND technology or a related field. Experience 

Works on a wide variety of systems within the NE 
or enclave as CND incidents dictate. System Environment 

Significant knowledge of particular CND tools, 
tactics, techniques, and procedures which support 
the tracking, management, analysis, and resolution 
of incidents. 

Knowledge 

Works under supervision and typically reports to a 
CND-SPM.  Supervision 

Actions are usually authorized and controlled by 
policies and established procedures. Other 

IAT-I, II, or III IA 
Baseline Certification, 
CND IA Baseline 
Certification, and CE/OS 
Certificate 

Within 6 months of assignment to position and 
mandatory for unsupervised privileged access. 

 
C11.5.2.  Table C11.T7. lists the specific functions associated with the CND-IR position.  

Personnel performing these functions as their primary CND responsibilities, regardless of their 
occupational title within the CND-SP organization, shall be identified as part of the CND-IR 
specialty and must comply with the requirements in Tables C11.T.6. and C11.T7.  

 
Table C11.T7.  CND-IR Functions 

 
CND-IR.1. Mastery of the appropriate IAT Level I, IAT Level II, or IAT Level III CE, NE, 

or enclave knowledge and skills with applicable certification. 
CND-IR.2. Collect and analyze intrusion artifacts (e.g., source code, malware, and trojans) 

and use discovered data to enable mitigation potential CND incidents within the 
enclave. 

CND-IR.3. Perform initial, forensically sound collection of images and inspect to discern 
possible mitigation/remediation on enclave systems. 

CND-IR.4. Coordinate with and provide expert technical support to enclave CND technicians 
to resolve CND incidents. 
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CND-IR.5. Track and document CND incidents from initial detection through final 
resolution. 

CND-IR.6. Perform CND incident triage to include determining scope, urgency, and potential 
impact; identify the specific vulnerability and make recommendations which 
enable expeditious remediation. 

CND-IR.7. Correlate incident data and perform CND trend analysis and reporting. 
CND-IR.8. Coordinate with intelligence analysts to correlate threat assessment data. 
CND-IR.9. Serve as technical experts and liaisons to law enforcement personnel and explain 

incident details, provide testimony, etc. 
CND-IR.10. Perform real-time CND Incident Handling (e.g., forensic collections, intrusion 

correlation/tracking, threat analysis, and direct system remediation) tasks to 
support deployable Incident Response Teams (IRT). 

CND-IR.11. Maintain deployable CND toolkit (e.g., specialized CND software/hardware) to 
support IRT missions. 

CND-IR.12. Write and publish CND guidance and reports on incident findings to appropriate 
constituencies.  

 
 
C11.6.  CND-AU 

 
C11.6.1.  CND-AU personnel perform assessments of systems and networks within the NE 

or enclave and identify where those systems/networks deviate from acceptable configurations, 
enclave policy, or local policy.  CND-AUs achieve this through passive evaluations (compliance 
audits) and active evaluations (penetration tests and/or vulnerability assessments).  Individuals 
within CND-SPs who perform compliance and audit related tasks shall be considered CND-AUs.  
CND-AU position requirements are listed in Table C11.T8. 

 
Table C11.T8.  CND-AU Position Requirements 

 
CND-AU 

Attribute Level 
Recommended at least 2 years of experience in 
CND technology or a related field. Experience 

Works on a specific number of CND systems but 
does compliance testing on portions of the NE or 
enclave. 

System Environment 

Significant knowledge of particular CND tools, 
tactics, techniques, and procedures which support 
their compliance tests. 

Knowledge 

Works under supervision and typically reports to a 
CND Manager. Supervision 

Actions are usually authorized and controlled by 
policies and established procedures. Other 

IAT-I, II, or III IA 
Baseline Certification, 

Within 6 months of assignment to position and 
mandatory for unsupervised privileged access. 
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CND IA Baseline 
Certification, and 
CE/OS Certification 
Certificate 

 
C11.6.2.  Table C11.T9. lists the specific functions associated with the CND-AU position.  

Personnel performing these functions as their primary CND responsibilities, regardless of their 
occupational title within the CND-SP organization, shall be identified as part of the CND-AU 
specialty and must comply with the requirements in the Tables C11.T8. and C11.T9.  

 
Table C11.T9.  CND-AU Functions 

 
CND-AU.1. Mastery of the appropriate IAT Level I, IAT Level II, or IAT Level III CE, NE, 

or enclave knowledge and skills with applicable certification. 
CND-AU.2. Maintain knowledge of applicable CND policies, regulations, and compliance 

documents specifically related to CND auditing. 
CND-AU.3. Perform CND vulnerability assessments within the enclave. 
CND-AU.4. Perform CND risk assessments within the enclave. 
CND-AU.5. Conduct authorized penetration testing of enclave network assets. 
CND-AU.6. Analyze site/enclave CND policies and configurations and evaluate compliance 

with regulations and enclave directives. 
CND-AU.7. Prepare audit reports that identify technical and procedural findings and provide 

recommended remediation strategies/solutions. 
CND-AU.8. Maintain deployable CND audit toolkit (e.g., specialized CND 

software/hardware) to support CND audit missions. 
 
C11.7.  CND-SPM 

 
C11.7.1.  CND-SPMs oversee the CND-SP operations within their organization.  CND-SPMs 

are responsible for producing guidance for their NE or enclave, assisting with risk assessments 
and risk management for organizations within their NE or enclave, and are responsible for 
managing the technical classifications within their organization.  CND-SPM position 
requirements are listed in Table C11.T10. 

 
Table C11.T10.  CND-SPM Position Requirements 

 
CND-SPM 

Attribute Level 
Recommended at least 4 years of experience in 
CND management or a related field. Experience 

Manages technicians who are responsible for all 
CND duties across the entire NE or enclave. System Environment 

Knowledge 

Significant knowledge of the capabilities and 
limitations of particular CND tools, tactics, 
techniques, and procedures which are employed 
by the technicians within the NE or enclave.  
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Supervision 
Supervises technicians within the organization; 
reports to a senior CND Manager or to 
USSTRATCOM. 

Other 
Actions are usually authorized and controlled by 
policies and established procedures. 

IAM-I or II IA Baseline 
Certification and CND IA 
Baseline Certification  

Within 6 months of assignment to position and 
mandatory for unsupervised privileged access. 

 
C11.7.2.  Table C11.T11. lists the specific functions associated with the CND-SPM position.  

Personnel performing these functions as their primary CND responsibilities, regardless of their 
occupational title within the CND-SP organization, shall be identified as part of the CND-SPM 
specialty and must comply with the requirements in Tables C11.T10. and C11.T11.  

 
Table C11.T11.  CND-SPM Functions 

 
CND-SPM.1. Mastery of the appropriate IAM Level I or IAM Level II CE and/or NE 

knowledge and skills with applicable certification. 
CND-SPM.2. Implement and enforce CND policies and procedures reflecting applicable laws, 

policies, procedures, and regulations (e.g., Reference (gi)). 
CND-SPM.3. Manage the publishing of CND guidance (e.g., IAVAs and TCNOs) for the 

enclave constituency. 
CND-SPM.4. Provide incident reports, summaries, and other situational awareness information 

to higher headquarters. 
CND-SPM.5. Manage an incident (e.g., coordinate documentation, work efforts, resource 

utilization within the organization) from inception to final remediation and after 
action reporting. 

CND-SPM.6. Manage threat or target analysis of CND information and production of threat or 
target information within the network or enclave environment. 

CND-SPM.7. Manage the monitoring of external CND data sources to maintain enclave 
situational awareness. 

CND-SPM.8. Interface with external organizations (e.g., public affairs, law enforcement, 
Command or Component Inspector General) to ensure appropriate and accurate 
dissemination of incident and other CND information. 

CND-SPM.9. Lead risk analysis and management activities for the network or enclave 
environment. 

CND-SPM.10. Track compliance audit findings, incident after-action reports, and 
recommendations to ensure appropriate mitigation actions are taken. 
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AP1.  APPENDIX 1 
 

DEFINITIONS 
 

AP1.  DEFINITIONS 

AP1.1.  Authorized User.  As defined in Reference (a), any appropriately cleared individual 
required to access a DoD IS to carry out or assist in a lawful and authorized governmental 
function.  Authorized users include: DoD employees, contractors, and guest researchers. 

AP1.2.  Categories, Specialties, Levels, and Functions.  As defined in Reference (a), the 
structure for identifying all DoD Information Assurance (IA) positions and personnel. 

AP1.2.1.  Categories, Specialties.  The DoD IA workforce is split into two major 
categories of Technical and Management.  Management refers to personnel performing any IAM 
functions described in Chapters 4 or 5. Specialties are a category of the DoD IA Workforce 
performing advanced and/or specialized functions.  Specialties may perform functions at various 
levels.  A specialty may also require the mastery of a specified Technical or Management level.    

AP1.2.2.  Levels.  Each of the IA workforce categories has three levels (Technical or 
Management Level I, II, and III).  The management category also includes the Designated 
Accrediting Authority (DAA) position. 

AP1.2.3.  Functions.  High level tasks required to successfully perform IA for an 
information system.  The function indicates the tasks that an employee performs or occupational 
requirements to successfully perform as part of the IA Workforce.  For the purposes of this 
Manual the IA functions have been associated with a category and level.  These functions 
provide a means to distinguish between different levels of work.  The functional level approach 
also encourages a broader, more integrated means of identifying what an employee must know to 
perform the tasks that comprise an IA position across all of the DoD Components. 

AP1.3.  Certification.  Recognition given to individuals who have met predetermined 
qualifications set by an agency of government, industry, or profession.  Certification provides 
verification of individuals’ knowledge and experience through evaluation and approval, based on 
a set of standards for a specific profession or occupation’s functional job levels.  Each 
certification is designed to stand on its own, and represents an individual’s mastery of a 
particular set of knowledge and skills. 

AP1.4. Computing Environment (CE).  Per Reference (fh), local area network(s) server host 
and its operating system, peripherals, and applications. 

AP1.5.  Contractor.  Per the Defense Acquisition University Glossary, “an entity in private 
industry which enters into contracts with the government to provide goods or services.”  For 
DoD IA purposes, an entity is a private sector employee performing IA functions in support of a 
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DoD IS.  Private sector employees performing IA functions must meet the same standards for 
system access or management as government IA employees. 

AP1.6.  Defense Civilian Personnel Data System (DCPDS).  DCPDS is a human resources 
transaction IS supporting civilian personnel operations in the Department of Defense.  DCPDS is 
designed to support appropriated fund, non-appropriated fund, and LN human resources 
operations.   

AP1.6.1.  The Corporate Management Information System (CMIS) consolidates DoD 
employee and position data for all DoD civilian employees from all DCPDS databases to provide 
a corporate level data query and reporting capability. 

AP1.6.2.  DCPDS and CMIS support strategic DoD civilian workforce planning, trend 
analysis, mobilization, and contingency planning. 

AP1.7.  Designated Accrediting Authority (DAA).  As defined in Reference (b). 

AP1.8.  DoD Information System (IS).  As defined in References (a) and (b), includes 
automated IS (AIS) applications, enclaves, outsourced IT based processes, and platform IT 
interconnections. 

AP1.8.1.  An AIS application performs clearly defined functions for which there are 
readily identifiable security considerations and needs addressed as part of the acquisition.  An 
AIS application may be a single software application (e.g., Integrated Consumable Items 
Support); multiple software applications related to a single mission (e.g., payroll or personnel); 
or a combination of software and hardware performing a specific support function across a range 
of missions (e.g., Global Command and Control System, Defense Messaging System ).  AIS 
applications are deployed to enclaves for operations and have their operational security needs 
assumed by the enclave. 

 AP1.8.2.   Note:  An AIS application is analogous to a “major application,” as defined in 
OMB A-130 (Reference (ln)). However, to avoid confusion with the DoD acquisition category 
called “Major Automated Information System”, this term (AIS) is not used in this Manual. 

AP1.9.  Duty. 

AP1.9.1.  Primary.  An IA position with primary duties focused on IA functions.  The 
position may have other duties assigned, but the main effort focuses on IA functions.  The 
position would normally require at least 25 to 40(+) hours per week devoted to IA functions. 

AP1.9.2.  Additional.  A position requiring a significant portion of the incumbent’s 
attention and energies to be focused on IA functions, but in which IA functions are not the 
primary responsibility.  The position would normally require 15 to 24 hours, out of a 40(+) hour 
week, devoted to IA functions. 
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AP1.9.3.  Embedded.  A position with IA functions identified as an integral part of other 
major assigned duties.  These positions normally require up to 14 hours, out of a 40(+) hour 
week be devoted to IA related functions. 

AP1.10.  Eligible DoD Contractors. An employee or individual under contract or subcontract 
to the Department of Defense, designated as providing services or support to the Department that 
requires logical and/or physical access to the Department's assets. 

AP1.11.  Enclave.  As defined in Reference (fh) a collection of CE connected by one or more 
internal networks under the control of a single authority and security policy, including personnel 
and physical security.  Enclaves provide standard IA capabilities such as boundary defense, 
incident detection and response, and key management, and also deliver common applications 
such as office automation and electronic mail.  Enclaves are analogous to general support 
systems, as defined in OMB A-130 (Reference (ln)).  Enclaves may be specific to an 
organization or a mission and the CE may be organized by physical proximity or by function, 
independent of location.  Examples of enclaves include local area networks and the applications 
they host, backbone networks, and data processing centers. 

AP1.12.  Foreign National.  Individuals who are non-U.S. citizens including U.S. military 
personnel, DoD civilian employees, and contractors. 

AP1.13.  General Schedule (GS)/Pay Band.  The Office of Personnel Management’s basic 
classification and compensation system for white collar occupations in the federal government, 
as established by Reference (wy). 

AP1.13.1.  Job Series.  A subgroup of an occupational group or job family that includes 
all classes of positions at the various levels in a particular kind of work, such as the GS-2210 
series.  Positions within a series are similar in subject matter, basic knowledge and skill 
requirements.  

AP1.13.2.  Parenthetical Specialty.  A subset of work within a series distinguishing 
positions on the basis of specialized technical requirements.  For example, the 2210 series has 
officially designated parenthetical specialties agencies must include in the official position titles.  
“INFOSEC” is the parenthetical specialty used in DCPDS for 2210 employees performing 
security (IA) functions. 

AP1.13.3.  Position Specialty Code.  A unique DoD civilian workforce code to support 
effective management of the IA workforce.  The position specialty code identifies a DoD civilian 
position, or person with IA functions, regardless of OPM job series. 

AP1.14.  Information Assurance (IA).  Per Reference (fh), measures that protect and defend 
information and ISs by ensuring their availability, integrity, authentication, confidentiality, and 
non-repudiation.  These measures include providing for restoration of IS by incorporating 
protection, detection, and reaction capabilities. 

Change 3, 01/24/2012  APPENDIX 1 85



DoD 8570.01-M, December 19, 2005 

AP1.15.  Information Assurance Workforce.  The IA workforce focuses on the operation and 
management of IA capabilities for DoD systems and networks.  The workforce ensures adequate 
security measures and established IA policies and procedures are applied to all ISs and networks.  
The IA workforce includes anyone with privileged access and IA managers who perform any of 
the responsibilities or functions described in Chapters 3-5,10 or 11.  The DoD IA Workforce 
includes but is not limited to all individuals performing any of the IA functions described in this 
Manual.  Additionally the  IA workforce categories, specialties and their /functions will be 
expanded to include for example system architecture and engineering, and computer network 
defense, certification and accreditation, and vulnerability assessment as changes to this Manual.  
These individuals are considered to have significant “security responsibilities” and must receive 
specialized training and be reported per Reference (c) and this Manual. 

AP1.16.  Information Assurance Vulnerability Alert (IAVA).  The comprehensive 
distribution process for notifying the Components about vulnerability alerts and countermeasures 
information as established in Reference (gi). 

AP1.17.  Information Assurance Vulnerability Management (IAVM).  The IAVM process 
provides positive control of the vulnerability notification process for DoD network assets.  The 
IAVM requires Components receipt acknowledgement and provides specific time parameters for 
implementing appropriate countermeasures, depending on the criticality of the vulnerability. 

AP1.18.  Information Operations Condition (INFOCON).  A comprehensive defense posture 
and response based on the status of ISs, military operations, and intelligence assessments of 
adversary capabilities and intent. 

AP1.19.  Local National Employee.  Per Reference (a) civilians or contractors, whether paid 
from appropriated or non-appropriated funds, employed or used by the U.S. Forces in a foreign 
country who are nationals or non-U.S. residents of that country. 

AP1.20.  Network Environment (Computer).  The constituent element of an enclave 
responsible for connecting CE by providing short haul data transport capabilities, such as local or 
campus area networks, or long haul data transport capabilities, such as operational, metropolitan, 
or wide area and backbone networks that provides for the application of IA controls. 

AP1.21.  Network Operations.  An organizational and procedural framework intended to 
provide DoD IS and computer network owners the means to manage their systems and networks.  
This framework allows IS and computer network owners to effectively execute their mission 
priorities, support DoD missions, and maintain the IS and computer networks.  The framework 
integrates the mission areas of network management, information dissemination management, 
and information assurance. 

AP1.22.  Privileged Access.  An authorized user who has access to system control, 
monitoring, administration, criminal investigation, or compliance functions.  Privileged access 
typically provides access to the following system controls:  
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AP1.22.1.  Access to the control functions of the information system/network, 
administration of user accounts, etc. 

AP1.22.2.  Access to change control parameters (e.g., routing tables, path priorities, 
addresses) of routers, multiplexers, and other key information system/network equipment or 
software. 

AP1.22.3.  Ability and authority to control and change program files, and other users’ 
access to data. 

AP1.22.4.  Direct access to operating system level functions (also called unmediated 
access) that would permit system controls to be bypassed or changed. 

AP1.22.5.  Access and authority for installing, configuring, monitoring, or 
troubleshooting the security monitoring functions of information systems/networks (e.g., 
network/system analyzers; intrusion detection software; firewalls) or in performance of 
cyber/network defense operations. 

AP1.23.  Red Team.  An independent and focused threat based effort by a multi-disciplinary, 
opposing force using active and passive capabilities; based on formal; time bounded tasking to 
expose and exploit information operations vulnerabilities of friendly forces as a means to 
improve readiness of U.S. units, organizations, and facilities. 

AP1.24.  Supporting IA Infrastructures.  Collections of interrelated processes, systems, and 
networks providing a continuous flow of information assurance services throughout the 
Department of Defense (e.g., the key management infrastructure or the incident detection and 
response infrastructure). 

AP1.25.  Training. 

AP1.25.1.  Resident.  Instructor led classroom instruction based on specific 
performance criteria. 

AP1.25.2.  Distributive.  Computer based training (CBT) via website, computer disc, 
or other electronic media. 

AP1.25.3.  On the job training (OJT).  Supervised hands on training, based on specific 
performance criteria that must be demonstrated to a qualified supervisor. 

AP1.25.4.  Blended:  A combination of instructor led classroom training and 
distributed media.  This may also include instructor led classroom training using distributed 
multi-media. 

AP1.26.  Waivers. 
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APPENDIX 1 88Change 3, 01/24/2012  

AP1.26.1.  DAAs may waive the IAT or IAM certification requirement(s) under severe 
operational or personnel constraints.  The waiver must be documented by the DAA using a 
memorandum for the record stating the reason for the waiver and the plan to rectify the 
constraint.  Waivers must be time limited, not to exceed six months, and include an expiration 
date.  Uncertified IAT Level Is are not authorized unsupervised privileged access until fully 
qualified per Chapter 3. 

AP1.26.2.  Waivers for IAT Level I certification requirements are not authorized for 
personnel deployed to a combat theatre of operations.  The DAA may approve a waiver for 
certified IAT-Is to fill level IAT-II or  IAT-III billets while deployed in a combat environment 
without attaining the appropriate certification.  The DAA may grant an interim waiver limited to 
the period of the deployment.  The interim waiver places an individual in a suspense status and 
must be time limited and include an expiration date not to exceed six months following date of 
return from combat status.   The DAA may also authorize waivers for certified IAM-Is or IAM 
IIs to fill higher management positions in combat zones. 
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APPENDIX 2 
 

AP2.  IA WORKFORCE LEVELS, FUNCTIONS, AND CERTIFICATION APPROVAL 
PROCESS 

 
 
AP2.1.  CERTIFICATION CRITERIA 
 

AP2.1.1.  The list of certifications contained in Table AP3.T2. posted on the DISA IASE 
website (http://iase.disa.mil/eta/iawip/) is approved for the DoD IA workforce as of the 
publication date of Change 3 to this Manual.  
 
 AP2.1.2.  The table list of certifications map the to the IA categories, specialties and levels to 
which they apply. 
 
  AP2.1.2.1.  IA personnel must obtain and maintain a certification corresponding to the 
highest level function(s) they perform.  Certifications held by an IA workforce member on the 
“change date” to this Manual remain valid for as long as member remains in that position and 
keeps their certification status up to date according to individual certification provider standards. 
 
  AP2.1.2.2.  Individuals performing IAT functions must hold, at a minimum, an IAT 
Level I certification, before gaining privileged access to any DoD system. 
 
  AP2.1.2.3.  Individuals performing functions in multiple categories or specialties must 
hold certifications appropriate to the functions performed in each category or specialty. 
 
 AP2.1.3.  Commercial, vendor specific, or component developed equivalent certifications 
approved for the DoD IA workforce requirement must align to the IA category or specialty 
functional requirements.  For validity, certifications must be accredited and maintain 
accreditation through the American National Standards Institute (ANSI) under the International 
Organization for Standardization/International Electrotechnical Commission (ISO/IEC) 17024, 
“General Requirements for Bodies Operating Certification of Persons,” April 2003 ISO/ISEC 
17024 Standard, Reference (xz).  ANSI is the only personnel certification accreditation body in 
the United States to meet ISO/IEC 17011:2004, "Conformity assessment - General requirements 
for accreditation bodies accrediting conformity assessment bodies" (Reference (yz)), which 
represents the highest nationally accepted practices for accreditation bodies. Certifications that 
receive ANSI accreditation also must be approved by the IA WIPAC for inclusion into this 
Manual as a baseline certification.  
 
 
AP2.2.  CERTIFICATION REVIEW PROCESS 
 
 AP2.2.21.  The Office of the DoD DCIO will charter and chair the IA WIPAC to maintain 
the workforce categories, levels, functions, and certifications.  The IA WIPAC must meet 
periodically to approve, remove and assign certifications to the appropriate IA workforce levels. 
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 90 APPENDIX 2 Change 3, 01/24/2012 

All changes to the approved IA baseline certification list will be made or vetted by the IA 
WIPAC.  The DISA IASE website will be updated to reflect the IA WIPAC’s changes. 
 
 AP2.2.12.  The list of approved IA baseline certifications must be reviewed at least annually 
to ensure continued applicability to the Department of Defense.  Certifications may be 
government or commercially granted, but all IA baseline certifications must be accredited 
through ANSI to the requirements of Reference (xz) prior to being considered by the IA WIPAC 
for addition to the approved IA baseline certification list.  Certifications listed in this Manual 
currently do not all meet this standard.  Each has submitted a letter of intent to do so within two 
years from the publication date of this Manual.  Certifications not accredited through ANSI to 
the ISO standard within two years cannot be used to meet the DoD IA security standard.  
However, they may, if appropriate, be used to meet Component local operating system 
requirements. 
 
 AP2.2.3.  Appendix 3 will be updated and reissued as needed to reflect the results of this 
review process. 
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AP3.  APPENDIX 3 
 

IA WORKFORCE REQUIREMENTS AND CERTIFICATIONS 
 
 

AP3.1  Table AP3.T1 consolidates IA workforce requirements described in this Manual. 
Requirements for each category are discussed and described in more depth in the preceding 
chapters of this Manual.  

Table AP3.T1 Summary of IA Workforce Requirements 

 
IAT I-III IAM I-III IASAE I-III 

CND-A, CND-IS,  
CND-IR, CND-AU and 

CND-SPM 
Initial Training Yes** Yes** Yes** Yes**
IA Baseline 
Certification 
(from approved 
list) 

Yes  
(IA Certification)     
(within 6 months) 

Yes 
 (IA Certification)    
(within 6 months) 

Yes  
(IA Certification)      
(within 6 months) 

Yes  
 (CND Certification)       

(within 6 months) 

Initial OJT 
Evaluation 

Yes               
(for initial position) 

No No Yes                   
(except CND-SPM)

CE/OS 
Certification 
Certificate 

Yes No No Yes                    
(except CND-SPM) 

Maintain 
Certification 
Status 

Yes               
(as required by 
certification) 

Yes               
(as required by 
certification)

Yes                 
(as required by 
certification)

Yes                    
(as required by 
certification)

Continuous 
Education or 
Sustainment 
Training 

Yes               
(as required by 
certification) 

Yes              
(as required by 
certification) 

Yes                 
(as required by 
certification) 

Yes                    
(as required by 
certification) 

Background 
Investigation 

As required by IA 
level and Reference 

(b) 

As required by IA 
level and 

Reference (b)

As required by IA 
level and Reference 

(b)

As required by CND-SP 
level and Reference (b) 

Sign Privileged 
Access Statement 

Yes n/a n/a Yes                    

Experience  IAT I: Normally 
has 0 to 5 or more 

years of experience 
in IA technology or 

a related field. 

IAM I: Usually an 
entry level 

management 
position with 0 to 5 

or more years of 
management 
experience.

IASAE I: Usually an 
entry level IASAE 
position with 0 or 

more years of IASAE 
experience. 

Recommended years of 
experience in CND 

technology or a related 
field: 

CND-A: at least 2 
CND-IR: at least 5 
CND-AU: at least 2 

IAT II: Normally 
has at least 3 years 
in IA technology or 

a related area. 

IAM II: Usually 
has at least five 

years of 
management 
experience.

IASAE II: Usually 
has at least 5 years of 
IASAE experience. 

CND-IS: Recommended 
at least 4 years of 

experience supporting 
CND and/or network 

systems and technology    
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IAT III: Normally 
has at least seven 

years experience in 
IA technology or a 

related area. 

IAM III: Usually 
has at least 10 

years of 
management 
experience.

IASAE III: Usually 
has at least 10 years 

of IASAE 
experience. 

CND-SPM: 
Recommended at least 4 

years of experience in 
CND management or a 

related field
*Classroom, distributive, blended or commercial provider 
**Classroom, distributive, blended, government or commercial provider

 
AP3.2.  Each cell within Table AP3.T2 The approved IA baseline certifications table on the 
DISA IASE website (http://iase.disa.mil/eta/iawip/) provides a list of DoD approved certifications 
aligned to each category and level of the IA Workforce. Personnel performing IA functions must 
obtain one of the certifications required for their positions category or specialty and level.  DoD 
Components may choose any approved certification to meet the certification requirements for the 
associated level for which the certification has been approved.  
 

AP3.2.1.  Each cell within Table AP3.T3 contains The IASE website lists the names of the 
organizations that sponsors the own each certification.  These may be commercial, government, 
or other entities whose certification meets the requirements for the IA functional level(s) 
represented by the cell. 
 
 AP3.2.2.  A certification may apply to more than one level. 
 
 AP3.2.3.  Most IA levels within a category or specialty have more than one approved 
certification. 
 
 AP3.2.4.  An individual needs to obtain only one of the “approved certifications” for his or 
her IA category or specialty and level to meet the minimum requirement.  For example, an 
individual in an IAT Level II position could obtain any one of the four certifications listed in the 
corresponding cell. 
 
  AP3.2.4.1.  Higher level IAT certifications satisfy lower level requirements. 
Certifications listed in Level II or III cells can be used to qualify for Level I.  However, Level I 
certifications cannot be used for Level II or III unless the certification is also listed in the Level 
II or III cell. For example: 
 
   AP3.2.4.1.1.  The A+ or Network+ certification qualify only for Technical Level I 
and cannot be used for Technical Level II positions. 
 
   AP3.2.4.1.2.  The System Security Certified Practitioner (SSCP) certification 
qualifies for both Technical Level I and Technical Level II.  If the individual holding this 
certification moved from an IAT Level I to an IAT Level II position, he or she would not have to 
take a new certification. 
  
    
 AP3.2.5.  Higher-level IAM certifications satisfy lower level requirements.  Certifications 
listed in Level II or III cells can be used to qualify for Level I.  However, Level I certifications 
cannot be used for Level II or III unless the certification is also listed in the Level II or III cell. 
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AP3.2.6.  Operating System Requirement.  IATs and designated CND-SPs must also obtain 

certifications required to implement the IA requirements for their specific operating system 
environment (e.g., Microsoft Operating Systems Administrator Certification), unless the 
operating system certification is also on the list of approved DoD IA baseline certifications. at 
Table AP3.T2   
 

AP3.2.7.  All IA workforce personnel must maintain their certifications as required by their 
certification providers to retain their DoD IA workforce position. 

 
AP3.2.8.  Changes to the approved IA baseline certification list will be made by the IA 

WIPAC in accordance with AP2.2.1.  The DISA IASE website will be updated to reflect these 
changes.  
 
AP3.3.  Each cell within Table AP3.T2.The approved IA baseline certification table on the DISA 
IASE website (http://iase.disa.mil/eta/iawip/) provides a list of DoD approved certifications for 
personnel performing IA functions that meet baseline requirements. DoD Components may 
choose any of the approved certifications to meet the applicable certification requirements for 
each associated level.  
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Table AP3. T2.  DoD Approved Baseline Certifications  
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Table AP3.T3.  IA Workforce Certification Organizations 

 
Certification Provider Certification Name 

Computer Security Incident Handler (CSIH) Carnegie Mellon Software Engineering 
Institute CERT®* 
Computing Technology Industry Association 
(CompTIA) * 

A+ 

CompTIA* Security + 
CompTIA* Network+ 
EC-Council* Certified Ethical Hacker (CEH) 

Certified Information Systems Security 
Professional (CISSP) (or Associate - this means 
the individual has qualified for the certification 
except for the number of years experience) 

International Information Systems Security 
Certifications Consortium (ISC)2* 

(ISC)2* Certification and Accreditation Professional 
(CAP) 

(ISC)2* Information Systems Security Architecture 
Professional (ISSAP) 

(ISC)2* Information Systems Security Engineering 
Professional (ISSEP) 

(ISC)2* Information Systems Security Management 
Professional (ISSMP) 

(ISC)2* System Security Certified Practitioner (SSCP) 
Information Systems Audit and Control 
Association (ISACA) * 

Certified Information Security Manager (CISM)

ISACA* Certified Information Security Auditor (CISA) 
SecurityCertified Program* Security Certified Network Professional 

(SCNP) 
SecurityCertified Program* Security Certified Network Architect (SCNA) 
Global Information Assurance Certification 
(GIAC) * 

GIAC Certified Intrusion Analyst (GCIA) 

GIAC* GIAC Certified Incident Handler (GCIH) 
GIAC* GIAC Security Expert (GSE) 
GIAC* GIAC Security Essentials Certification (GSEC) 
GIAC* GIAC Security Leadership Certificate (GSLC) 
GIAC* GIAC Systems and Network Auditor (GSNA) 
GIAC* GIAC Information Security Fundamentals 

(GISF) 
* This organization is the sole propriety owner of the memberships, site licenses, preassessments, 
test vouchers, and all other materials related to this certification and their association. 
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APPENDIX 4 
 

AP4.  SAMPLE STATEMENT OF ACCEPTANCE OF RESPONSIBILITIES 
 

<IS NAME> 
 

INFORMATION SYSTEM PRIVILEGED ACCESS AGREEMENT AND 
ACKNOWLEDGMENT OF RESPONSIBILITIES 

 
Date: __________ 
 
1.  I understand there are two DoD Information Systems (IS), classified (SIPRNET) and 
unclassified (NIPRNET), and that I have the necessary clearance for privileged access to <IS 
NAME> [specify which IS the privileges are for].  I will not introduce or process data or 
software for the IS that I have not been specifically authorized to handle. 
 
2.  I understand the need to protect all passwords and other authenticators at the highest level of 
data they secure.  I will not share any password(s), account(s), or other authenticators with other 
coworkers or other personnel not authorized to access the < IS NAME>.  As a privileged user, I 
understand the need to protect the root password and/or authenticators at the highest level of data 
it secures.  I will NOT share the root password and/or authenticators with coworkers who are not 
authorized <IS NAME > access.  
 
3.  I understand that I am responsible for all actions taken under my account(s), root, or 
otherwise.  I will not attempt to “hack” the network or any connected information systems, or 
gain access to data to which I do not have authorized access.  
 
4.  I understand my responsibility to appropriately protect and label all output generated under 
my account (including printed materials, magnetic tapes, floppy disks, and downloaded hard disk 
files). 
 
5.  I will immediately report any indication of computer network intrusion, unexplained 
degradation or interruption of network services, or the actual or possible compromise of data or 
file access controls to the appropriate <IS NAME > Information Assurance Management (IAM) 
or senior Information Assurance Technical (IAT) Level representatives.  I will NOT install, 
modify, or remove any hardware or software (e.g., freeware/shareware and security tools) 
without written permission and approval from the <IS NAME > IAM or senior IAT Level 
representatives. 
 
6.  I will not install any unauthorized software (e.g., games, entertainment software) or hardware 
(e.g., sniffers). 
 
7.  I will not add/remove any users’ names to the Domain Administrators, Local Administrator, 
or Power Users group without the prior approval and direction of the <IS NAME > IAM/or 
senior IAT Level representatives.  
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8.  I will not introduce any unauthorized code, Trojan horse programs, malicious code, or viruses 
into the <IS NAME > local area networks. 
 
9.  I understand that I am prohibited from the following while using the DoD IS: 
 
 a.  Introducing Classified and/or Controlled Unclassified Information (CUI) into a NIPRNet 
environment. 
 
 b.  Accessing, storing, processing, displaying, distributing, transmitting, or viewing material 
that is abusive, harassing, defamatory, vulgar, pornographic, profane, or racist; that promotes 
hate crimes, or is subversive or objectionable by nature, including material encouraging criminal 
activity, or violation of local, state, federal, national, or international law. 
 
 c.  Storing, accessing, processing, or distributing Classified, Proprietary, CUI, For Official 
Use Only (FOUO), or Privacy Act protected information in violation of established security and 
information release policies. 
 
 d.  Obtaining, installing, copying, pasting, transferring, or using software or other materials 
obtained in violation of the appropriate vendor’s patent, copyright, trade secret, or license 
agreement. 
 
 e.  Knowingly writing, coding, compiling, storing, transmitting, or transferring malicious 
software code, to include viruses, logic bombs, worms, and macro viruses. 
 

f.  Engaging in prohibited political activity. 
 
 g.  Using the system for personal financial gain such as advertising or solicitation of services 
or sale of personal property (e.g., eBay), or stock trading (i.e., issuing buy, hold, and/or sell 
directions to an online broker). 
 
 h.  Fundraising activities, either for profit or non-profit, unless the activity is specifically 
approved by the organization (e.g., organization social event fund raisers and charitable fund 
raisers, without approval). 
 
 i.  Gambling, wagering, or placing of any bets. 
 
 j.  Writing, forwarding, or participating in chain letters. 
 
 k.  Posting personal home pages. 
 
 l.  Any other actions prohibited by DoD 5500.7-R (Reference (yaa)) or any other DoD 
issuances. 
 
10.  Personal encryption of electronic communications is strictly prohibited and can result in the 
immediate termination of access. 
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APPENDIX 4 98Change 3, 01/24/2012  

11.  I understand that if I am in doubt as to any of my roles or responsibilities I will contact the 
<IS NAME > IAT Level III Supervisor for clarification. 
 
12.  I understand that all information processed on the <IS NAME> is subject to monitoring.  
This includes email and browsing the web. 
 
13.  I will not allow any user who is not cleared access to the network or any other connected 
system without prior approval or specific guidance from the <IS NAME> IAM. 
 
14.  I will use the special access or privileges granted to me ONLY to perform authorized tasks 
or mission related functions. 
 
15.  I will not use any <DOD/Components> owned information system to violate software 
copyright by making illegal copies of software. 
 
16.  I will ONLY use my PRIVILEGED USER account for official administrative actions.  This 
account will NOT be used for day to day network communications. 
 
17.  I understand that failure to comply with the above requirements will be reported and may 
result in the following actions: 
 
 a.  Revocation of IS privileged access.  
 
 b.  Counseling. 
 
 c.  Adverse actions pursuant to the Uniform Code of Military Justice and/or criminal 
prosecution. 
 
 d.  Disciplinary action, discharge or loss of employment. 
 
 e.  Revocation of Security Clearance. 
 
18.  I will obtain and maintain required certification(s), according to DoD 8570.01-M and the 
certification provider, to retain privileged system access. 
 
YOUR IAT Level III Supervisor is _____________________ 
 
INFORMATION SYSTEM NAME ____________________________________ 
 
IAT/IASAE/CND’s NAME_________________________________________ 
 
IAT/IASAE/CND’s SIGNATURE__________________________________________ 
 
Date________________________
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IAM  LEVEL I NAME _____________________ 
 
IAM  LEVEL I SIGNATURE __________________ 
 
Date________________________ 
 
(Level I or II Managers with privileged access will have signatures of the IAM Level II or III 
responsible for their IS functions). 
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DEPARTMENT OF DEFENSE CYBER RED TEAM CERTIFICATION  

AND ACCREDITATION  
 

Reference(s):  Enclosure F.   
 
1.  Purpose   
 
 a.  This manual, in accordance with references a through k, provides 
guidance for certifying and accrediting DoD Cyber Red Teams with the ability 
to evaluate Computer Network Defense Service Providers (CNDSPs) and/or 
prior to live play on DoD networks.  It describes evaluation preparation, 
grading criteria, processes, and procedure for the certification and 
accreditation (C&A) process.  Note:  The entire team is certified and accredited 
versus individuals of a team.  Additionally, the C&A process identified within 
this manual should not be confused with the DoD Information Assurance 
Certification and Accreditation Process, which is used to accredit DoD 
information systems. 
 
 b.  For the purpose of this manual, “Red Team” refers to a DoD Cyber Red 
Team that possesses a current accreditation, and the organization requesting a 
C&A evaluation is referred to as the “applicant.”  The term “C&A evaluation 
team” or “evaluation team” refers to the National Security Agency (NSA)-led 
group conducting the evaluation. 
 
 c.  Deviations from the requirements identified in this manual must be 
coordinated through the Certification Authority (CA) and approved by the 
Accreditation Authority (AA). 
 
2.  Cancellation.  None. 
 
3.  Applicability.  This manual applies to the Joint Staff, Combatant 
Commands, Services, Defense Agencies, and Department of Defense (DoD) field 
and joint activities (hereafter referred to as CC/S/As). 
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4. Procedures. See Enclosures B through E. 

5. Releasability. This manual is approved for public release; distribution is 
unlimited. DoD components (to include the Combatant Commands), other 
Federal agencies, and the public may obtain copies of this instruction/ 
manual/notice through the Internet from the Chairman of the Joint Chiefs of 
Staff (CJCS) Directives Home Page--http:/ fwww.dtic.mil/cjcs_directives. 

6. Effective Date. This manual is effective upon receipt. 

Enclosure(s): 

CURTIS M. SCAPARROTTI 
Lieutenant General, U.S. Army 
Director, Joint Staff 
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F - References 
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ENCLOSURE A 

 
DOD CYBER RED TEAM OVERVIEW 

 
1. CYBER RED TEAM DEFINITION AND OVERVIEW 
 
A DoD Cyber Red Team is a group of DoD personnel (military, civilian, 
contractor) authorized and organized to emulate a potential adversary’s 
exploitation or attack capabilities against a targeted mission or capability.  DoD 
Cyber Red Teams operate to identify exposed information and vulnerabilities of 
the target’s security posture; support information assurance readiness; create 
a degraded, disrupted, or denied cyber environment; develop the skills and 
exercise capabilities of cyber forces; participate in evaluation of Computer 
Network Defense Service Providers (CNDSPs) and its subscribers; and provide 
Protect Services for CNDSPs or support OPSEC surveys.  A DoD Cyber Red 
Team achieves its purpose by conducting cyberspace operations and limited 
supporting operations in the physical domains. 
 
2. C&A Roles   
 

a. The DoD Cyber Red Team Accreditation Authority (AA) is the authority to 
formally approve a DoD Red Team’s ability to effectively evaluate a CNDSP or 
conduct live play on DoD networks.  Formal approval is granted via an 
(Interim) Approval to Operate as described later in this document.  
USSTRATCOM is the AA for DoD Cyber Red Teams. 
 

b. The DoD Cyber Red Team Certification Authority (CA) manages the 
process for certifying a DoD Red Team’s ability to effectively evaluate a CNDSP.  
Certification award is in the form of a Certification Award Notice memorandum 
as discussed later in this document.  Director, NSA, is the designated CA and 
has designated the NSA Cyber Red Team to manage the certification process. 

 
c. The CA uses an evaluation team consisting of at least six members:  at 

least two team members from NSA, and the remaining persons from other 
accredited DOD Cyber Red Teams.  The evaluation team encompasses a 
subject matter expert from each discipline being evaluated.  All evaluation team 
members must:   
 

(1) Be a current member of an accredited DoD Cyber Red Team.  Note: 
A contractor may act as a DoD Cyber Red Team evaluator or consultant and 
provide technical support and recommendations to the certification and 
accreditation process, but may not serve in a lead capacity where such 
participation decides the overall approval or disapproval of a certification. 
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(2) Meet the minimum grade requirements of E-5 for military and GS-11 
for civilians.   
 

(3) Possess an understanding of public law, Federal and DoD policies 
that apply to DoD Cyber Red Teams, and DoD Cyber Red Team guidance, and 
possess DoD required certifications. 
 

(4) Have at least 1 year of experience on an accredited DoD Cyber Red 
Team, knowledge and experience with the DoD Cyber Red Team C&A 
evaluation methodology and its related processes, and past participation in at 
least one C&A evaluation as an observing member. 
 

(5) Have a clearance equal to or greater than any information they may 
come in contact with.  At a minimum, members must have a final SECRET 
clearance.   
 

(6) Be independent of and lack a vested interest in the team being 
evaluated. 
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ENCLOSURE B  
 

PHASE I – REGISTRATION 
 

1. Registration 
 

a. This phase consists of three activities:  C&A Application Submission, 
C&A Application Review, and C&A Application Acceptance.   
 

b. The applicant submits application documents to the CA.  Upon review, 
the CA makes the determination to either proceed with the C&A process or 
continue to work with the applicant to ensure all documentation is in order. 
 

c. The CA establishes an evaluation team consisting of members from 
accredited DoD Cyber Red Teams.  The CA, as the team lead, forwards the 
applicant’s documentation to the evaluation team for review.   
 
2. CA and C&A Evaluation Team Preparation 
 

a. The C&A evaluation team’s primary activities during Phase I include 
identifying information of the assigned mission, key supporting organizations, 
facilities, team personnel, and contact information, and determining the goals 
and objectives for the evaluation.     
 

b. During Phase I, the CA shall: 
 

(1) Be the central point of coordination for the evaluation process. 
 

(2) Be the recipient of the applicant's application package. 
 

(3) Collect, guide, and store all metrics, documentation, and audits. 
 

(4) Conduct a review of the required application package. 
 

(5) Notify the applicant and schedule the on-site evaluation. 
 

(6) Coordinate request for evaluation team members and designate a 
team lead for all certification evaluations.  When the NSA Cyber Red Team is 
due for an evaluation, two team leads are selected from experienced members 
of accredited DoD Cyber Red Teams not associated with NSA. 
 

(7) Determine the course of action if the preliminary evaluation indicates 
that the applicant has not met minimum requirements for a C&A evaluation. 
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c. The C&A evaluation team lead shall: 
 

(1) Provide the C&A evaluation team members with documents and 
information to review. 

 
(2) Coordinate with the applicant point of contact (POC) to provide any 
additional information. 
 
(3) Notify C&A evaluation team members of the proposed on-site evaluation 
schedule.  Note:  An on-site evaluation is conducted at all Cyber Red Team 
sites.  For example, if Service X is requesting that multiple Cyber Red 
Teams be evaluated at the same time, the evaluation team must go to all 
locations where the Cyber Red Teams reside.   
 
(4) Develop an evaluation timeline and plan for Phase II activities. 
 
(5) Complete administrative preparations for the Phase II activities. 

 
3. Application Submission.  The applicant initiates the C&A evaluation 
process through formal submission of the application consisting of a 
Commanding Officer-endorsed letter of request (minimum O-5 or civilian 
equivalent), self-assessment results, completed application checklist, and all 
documentation supporting the Evaluator Scoring Metrics (ESM).  Documents, 
templates, and checklists are available on the DoD Cyber Red Team Secure 
Internet Protocol Router Network (SIPRNET) Web site.  Contact the NSA Client 
Advocate for USCYBERCOM (IE112) at 410-854-5100 for web address.   
 
4. Application Package Review and Acceptance 
 

a. The CA reviews the application to determine if the applicant has met at 
least the minimum requirements for evaluation.  The CA provides a 
recommendation of acceptance to the C&A evaluation team lead with all 
accompanying documentation. 
 

b. After the applicant’s documentation is accepted, the C&A process 
proceeds to Phase II, Verification, and the on-site evaluation. 
 
5. Nonconcurrence.  Phase I completion may be delayed if the CA or evaluation 
team identifies potential issues with the applicant’s documentation that may 
negatively impact the applicant’s ability to be certified.  In this case the CA 
continues to work with the applicant until all application or documentation 
issues are resolved. 
 
6. End of Phase I Action Items.  Application approval by the CA is a 
prerequisite for scheduling an on-site evaluation of the applicant.   
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ENCLOSURE C  
 

PHASE II - VERIFICATION 
 

1. Verification 
 

a. Phase II proceeds following the CA’s acceptance of the application.  
During this phase the C&A evaluation team proceeds to the applicant’s site(s) 
to conduct personnel interviews, site tours, data collection and analyses, 
observations, and reviews needed to evaluate the applicant as a DoD Cyber Red 
Team. 
 

b. During Phase II the C&A evaluation team uses performance metrics from 
the ESM to assess operational effectiveness of the applicant as a DoD Cyber 
Red Team.  The ESM focuses on administration, operations planning and 
reporting, training, processes and procedures, operations support, and tools.  
The NSA Cyber Red Team, in coordination with USSTRATCOM and other 
certified DoD Cyber Red Teams, may adjust the ESM as necessitated by 
changes in technologies; laws; and tactics, techniques, and procedures.  The 
most current ESM is available on the DoD Cyber Red Team SIPRNET Web site.  
Contact the NSA Client Advocate for USCYBERCOM (IE112) at 410-854-5100 
for a Web site address. 

 
c. Specific C&A evaluation team activities during phase II include:  

 
(1) Provide in-brief to the applicant and staff prior to commencing the 

evaluation.  In-brief shall describe the C&A process and all objectives 
associated with the evaluation. 
 

(2) Identify, obtain, review, and analyze additional applicant information 
and documentation as needed. 
 

(3) Utilize the ESM to conduct interviews of key personnel. 
 

(4) Complete the ESM in sufficient detail for preparation of deficiency or 
certification report.  At a minimum, the evaluator must complete scores prior to 
departing the applicant’s site.  ESM scores are uploaded to the DoD Cyber Red 
Team SIPRNET Web site within 7 calendar days after the evaluation is 
completed. 
 

(5) Provide out-brief containing all findings and recommendations to the 
applicant and staff. 
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2. Preevaluation Planning.  Planning activities are coordinated by the C&A 
evaluation team lead and/or an individual designated by the C&A evaluation 
team lead.  The planning activities include the following: 
 

a. Determine the initial scope of the evaluation based upon identified or 
imposed constraints or limitations specific to the applicant. 
 

b. Develop interview questions based on the applicant’s documentation.  
Questions should supplement the ESM. 
 

c. Provide site location and security clearance requirements to evaluation 
team members. 
 
3. On-site Evaluation  
 

a. The on-site evaluation determines how the applicant’s procedures, 
processes, and operational activities are conducted within DoD Cyber Red 
Team C&A requirements. 
 

b. The on-site evaluation process consists of the following actions:  
 

(1) The C&A evaluation team lead provides an in-brief of the C&A 
process to the applicant’s Commanding Officer or designated representative 
and staff.  This briefing includes introduction of the C&A evaluation team to 
the applicant and other staff. 
 

(2) Interview and discussions conducted with selected technical and 
support staff. 
 

(3) Completion of the ESM. 
 

(4) Site tours (optional). 
 

(5) At the conclusion of the evaluation, the team lead provides an out-
brief to the Commanding Officer or designated representative and staff with the 
results of the evaluation.   
 
4. Interview Process   
 

a. The applicant provides a finalized on-site interview schedule prior to the 
arrival of the evaluation team.   
 

b. A nominal list of key on-site personnel is provided for interviews that 
highlight the following areas:  Administration, Operations Planning and 
Reporting, Operations Support, and Tools.  It is incumbent upon the applicant  
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POC to coordinate the matching of interviews to personnel with responsibilities 
covered in the ESM.  The following personnel should be considered: 
 

(1) Division/Organization Chief 
 

(2) Division/Organization Deputy Chief 
 

(3) Functional Managers 
 

(4) Junior and Senior Operators 
 

(5) Supervisors 
 

(6) Training Personnel 
 

(7) Software Developers 
 

(8) Mission Planning Personnel 
 

(9) Mission Network Specialists 
 

c.  Demonstrations.  C&A evaluation team members observe demonstrations 
of critical applicant information systems, assets, tools, and/or key processes 
and procedures (e.g., tactics, techniques, and procedures) performed by 
qualified/certified applicant personnel. 
 
5. Evaluation Scoring.  The evaluation team scores the applicant’s 
administration, operations and reporting, operations support, and tools in 
accordance with the ESM.  The ESM is a metrics-based document, managed by 
the NSA and updated in coordination with USSTRATCOM and all accredited 
DoD Cyber Red Teams, that establishes the minimum standards to operate as 
a DoD Cyber Red Team on DoD information systems/networks.  The scoring 
methodology is broken down by priority, reflecting the metrics importance, with 
Priority I being the highest and Priority IV the lowest.  Minimum percentages 
are as follows: 
 

a. Priority I Metric 
 

(1) 100% = Pass 
 

(2) 99% or lower = Fail 
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b. Priority II Metric 
 

(1) 90% or greater = Pass 
 

(2) 75%-89% = Marginal 
 

(3) 74% or lower = Fail 
 

c. Priority III Metric 
 

(1) 75% or greater = Pass 
 

(2) 50%-74% = Marginal 
 

(3) 49% or lower = Fail 
 

d. Priority IV Metric.  Not Graded.  Priority IV metrics are “pilot” metrics.  
For example, if there is a new metric that NSA or USSTRATCOM would like to 
use to evaluate a DoD Cyber Red Team, they may start it as a Priority IV until 
it is refined enough to “make it count.”   
 
6. Certification Requirements 
 

a. In order to pass certification and be accredited, each applicant must 
achieve a passing score in all Priority I–III metrics.  
 

b. The CA uses evaluation scores and recommendation from the C&A 
evaluation team to make a certification determination during Phase III, 
Validation.   
 

c. Recertifications are conducted on a 3-year cycle, based on the last date 
of accreditation.   
 

d. An Interim Authority to Operate (IATO) may be granted by the AA for an 
assessment that receives a marginal score in any area without failures.  An 
IATO must not exceed 180 days.  Extensions may be granted by the AA on a 
case-by-case basis.   
 

(1) Corrective actions that cannot be implemented by the applicant 
while the C&A evaluation team is on-site must be identified, justified, and 
provided to the CA in a Plan of Action and Milestones (POA&M), that the CA 
accepts, within 30-days of the evaluation.  The POA&M is endorsed by the first 
O-6 in the chain of command.  Note:  Conflicts between the CA and applicant 
are resolved by the AA. 
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(2) The CA schedules a follow-on evaluation within 120-days of the IATO 
notification date.  The follow-on evaluation assesses the resolution actions 
implemented by the applicant. 
 

(3) The AA grants accreditation upon successful completion of the 
follow-on evaluation, as recommended by the CA.  
 
7. DoD Cyber Red Team ESM 
 

a. For each of the applicant’s services (i.e., Administration, Operations, 
Support, and Tool functions), a series of attributes and metrics have been 
designed to determine the applicant’s performance in each of these areas.  The 
current ESM can be found on the DoD Cyber Red Team SIPRNET Web site. 
 

b. The ESM is used by the C&A evaluation team to validate the ability of the 
applicant to meet the requirements for DoD Cyber Red Team services.  
 

c. Each evaluator scores individual ESMs.  If the evaluation team members 
are unable to reach a consensus on a final score for each metric, the team lead 
mediates the discrepancy with final authority over the metric score. 
 
8.  Pre-Brief to Technical Staff.  Prior to the formal out-brief, there is a pre-brief 
to the applicant POC and key technical personnel.  This is the same brief 
planned for the Commanding Officer. 
 
9.  Out-Brief.  The C&A evaluation team presents a formal out-brief to senior 
management and other key staff members.  The out-brief is presented in one of 
two formats, as selected by the applicant's senior management:  a) A formal 
out-brief that is recordable and attributable; or b) An informal out-brief that is 
not recordable and not attributable.  The reason for the formal versus informal 
out-brief is to stimulate frank discussion on DoD Cyber Red Team findings, as 
selected by senior management. 
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PHASE III – VALIDATION 

 
1. Validation 
 

a. Phase III is predicated on the certification of the applicant by the CA. 
 

b. The C&A evaluation team prepares Certification and Deficiency Reports for 
the CA.  The CA reviews the reports and makes a certification determination. 
 

c. The CA forwards the reports with a recommendation to the AA.  Validation 
culminates with accreditation by the AA provided to the applicant.   

 

2. Deficiency and Certification Reports.  The C&A evaluation reporting process 
includes a Deficiency Report and a Certification Report. 

a. The Team Lead sends the reports to the CA no later than 14 calendar 
days after return from the evaluated site. 

b. The C&A evaluation team lead forwards the final version of the 
Discrepancy and Certification Reports and recommendation to the CA, who 
reviews and packages the material for routing to the AA.   

c. The Deficiency Report contains identified deficiencies, recommended 
corrections, timeline for making corrections, and requirements for attaining 
certification (i.e., when a Priority I metric is failed). 

d. The Certification Report contains: 

(1) An Executive Summary. 

(2) Brief description of the C&A process. 

(3) Applicant’s ability to provide DoD Cyber Red Team services to its 
subscribers. 

(4) Applicant’s critical mission, operations and support, and 
infrastructure to include identification and justification for those not assessed. 

(5) Summary of applicant’s services, processes, and security measures 
assessed. 



CJCSM 6510.03 
28 February 2013 

 D-2 Enclosure D 
 

(6) ESM scores. 

(7) Accreditation recommendation. 

3. Certification Award Notice and Accreditation Recommendation 

a. After the on-site evaluation is complete and the Certification and 
Deficiency Reports have been submitted to the CA, the CA uses the reports to 
draft a certification award notice.  A copy of the reports and the award notice is 
sent to the applicant.  Certification award notices include a listing of DoD 
Cyber Red Team services certified by the CA. 

b. The reports, the certification award notice, and a letter recommending 
accreditation of the applicant must be submitted by the CA to the AA no later 
than 30 days after receipt of the reports from the evaluation team.  

4. Accreditation Award.  Once the applicant has been recommended for 
accreditation, the AA reviews the recommendation to ensure the applicant has 
met all the conditions for accreditation.  An Authorization to Operate may be 
granted for a period of 3 years from the date of certification.  The accreditation 
memorandum is provided to the applicant with copies provided to NSA and the 
United States Cyber Command.  Only the DoD Cyber Red Team identified in 
the accreditation memorandum is authorized to evaluate a CNDSP or conduct 
live play on a DoD network (i.e., accreditation of a single Navy Cyber Red Team 
does not authorize all Navy Cyber Red Teams to evaluate a CNDSP or conduct 
live play on DoD networks). 
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PHASE IV - POST ACCREDITATION 

 
1. Post Accreditation 
 

a. The Post Accreditation Phase includes activities by the accredited DoD 
Cyber Red Team to maintain C&A status, monitor changes to the DoD Cyber 
Red Team mission, and prepare and apply for recertification. 

b. Periodic self-assessments, not less than annually, shall be conducted 
during this phase.  Recertification and reaccreditation are required at a 
minimum of every 3 years; when there is a significant change to the DoD Cyber 
Red Team's operations (see paragraph 3 of this enclosure), policies and 
procedures, and/or performance levels; or when directed by the AA. 

2. Periodic Recertification 

a. All accredited DoD Cyber Red Teams must be recertified/reaccredited 
within 3 years of the accreditation date.  To prevent a lapse in C&A, the DoD 
Cyber Red Team, CA, and AA follow the timeline described below.  

(1) Eight months prior to the accreditation expiration date, the CA 
notifies the DoD Cyber Red Team by official message of the upcoming 
evaluation. 

(2) Six months prior to the accreditation expiration date, the DoD Cyber 
Red Team is required to submit its application via the registration process. 

(3) Four months prior to the accreditation expiration date, the C&A 
evaluation team performs an on-site pre-evaluation, which determines if the 
applicant is ready for the formal evaluation. 

b. Accreditation extensions must be requested by the DoD Cyber Red 
Team's Commanding Officer, in writing, to the CA at least 6 months prior to 
the current accreditation expiration date.  The CA evaluates the request and 
makes an extension recommendation to the AA within 30 calendar days. 

3. Recertification.  Recertification of accredited DoD Cyber Red Teams is 
conducted when: 

a. The DoD Cyber Red Team’s due date for certification is 4 months out. 

b. The DoD Cyber Red Team has acquired new tool suites.  The CA 
determines if a recertification is required and/or if an on-site visit is required. 
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c. The DoD Cyber Red Team has a requirement to provide a new service 
that was not previously certified (e.g., wireless assessment). 

d. The DoD Cyber Red Team has had a significant turnover of personnel 
(e.g., 50 percent of the personnel have less than 1 year on the team), or the 
Commanding Officer has decertified a sufficient number of personnel 
previously certified to perform critical tasks. 

4. Revocation of C&A 

a. Accredited DoD Cyber Red Teams that fail to apply for reaccreditation  
or fail to maintain certification as a result of deficiencies found during a 
recertification are subject to revocation of their accreditation. 

b. Failure to respond to general conditions and agreements of C&A shall be 
viewed as a basis for revocation of accreditation.  The AA, in coordination with 
the CA and the DoD CIO, makes this decision. 

c. DoD Cyber Red Teams that fail to successfully maintain C&A are not 
authorized to conduct DoD Cyber Red Team operations on any DoD-owned 
information system/network.
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GLOSSARY  
 

PART I -- ABBREVIATIONS AND ACRONYMS 
 

 
AA      Accreditation Authority 
 

 
C&A     Certification and Accreditation 
CA      Certification Authority 
CJCS     Chairman of the Joint Chiefs of Staff 
CJCSI     Chairman of the Joint Chiefs of Staff Instruction 
CJCSM    Chairman of the Joint Chiefs of Staff Manual 
CNDSP     Computer Network Defense Service Provider 
 

 
DoD     Department of Defense 
DoDD     Department of Defense Directive 
DoDI     Department of Defense Instruction 
DoDM     Department of Defense Manual 
 

 
ESM     Evaluator Scoring Metrics 
 

 
IATO     Interim Authority To Operate 
 

 
NSA     National Security Agency 
 

 
POA&M    Plan of Action and Milestones 
POC     Point of Contact  

 
 
 
 



CJCSM 6510.03 
28 February 2013 

 GL-2 Glossary 
 

 
PART II – DEFINITIONS 

 
Unless otherwise stated, the terms and definitions contained in this glossary 
are for the purpose of this instruction only. 
 
Accreditation.  Formal declaration by the Accrediting Authority that the 
Computer Network Defense Service (CNDS) Provider operates at a level meeting 
or exceeding CNDS certification standards and is approved to provide CNDS  
in accordance with DODI 8530.2 (reference a).   
 
Certification.  An evaluation of the technical and nontechnical services of a 
Computer Network Defense Service (CNDS) Provider completed in support of 
the CNDS accreditation process.  The evaluation determines the extent a CNDS 
Provider performs specified CNDS criteria.   
 
Information Assurance (IA).  See CNSSI No. 4009 (reference b). 
 
Red Team.  See CNSSI No. 4009 (reference b). 
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Purpose of Modification 
1. Exercise Option Period Two 
2. Add Incremental Funding  

Modification Summary 
1. Administrative Changes to Task Order 

 The Cover Page is revised to add the Date of Revision, May 31, 2018 and Modification PO16. 
 All Pages are revised to reflect Modification PO16 in the footer. 

 
2. Update Section B.6.1  Incremental Funding Limitation of Government’s Obligation 
 Section B.6.1 Incremental Funding Limitation of Government’s Obligation is modified to indicate that 

$12,815,000 for CLINs 0001 through 2006 is currently allotted and available for payment by the 
Government.  The estimated period of performance covered by the allotments for the mandatory CLINs is 
from award through September 2, 2018. 

 
3. Incrementally Fund Option Period 1  

CLIN 2001, Labor, funding is i n creased by   
CLIN 2002, Training, funding is i n creased by 
CLIN 2004, Travel, funding is i n creased by   
CLIN 2005, ODC, funding is i n creased by  
CLIN 2006, CAF, funding is i n creased by

  
Summary of Cost Impact for Above Changes 
1. The total amount obligated for the Option Period 2 is increased by 

The total amount obligated on the Task Order is increased in the amount of 

2. The total maximum ceiling amount under the Task Order remains unchanged and shall not exceed
  

Changes are reflected in the revised Task Order on pages:  Cover Page, B-4, and J-9 A vertical, black 
‘change bar’ along the right hand margin indicates a change. Except as noted herein, all other terms and 
conditions of this contract shall remain in full force and effect. 

 
- End of Modification - 
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B.5 SECTION B TABLES 
 
B.5.1   INDIRECT/MATERIAL HANDLING RATE 
Long Distance Travel and ODC costs incurred may be burdened with the Contractor’s 
indirect/material handling rate in accordance with the Contractor’s disclosed practices. 

 If no indirect/material handling rate is allowable in accordance with the Contractor’s 
disclosed practices, no indirect/material handling rate shall be applied to or reimbursed 
on these costs. 

 The basic contract must allow for reimbursement of these costs in order for material 
handling to be allowed on this task order. 

 If no rate is specified in the schedule of prices above, no indirect rate shall be applied to 
or reimbursed on these costs. 

The indirect handling rate over the term of the task order shall not exceed the rate specified in the 
schedule of prices above. 

B.5.2 DIRECT LABOR RATES 
Labor categories proposed shall be mapped to existing Alliant labor categories. 

 
B.5.3 CONTRACTOR MANPOWER REPORTING 
The costs to be reported under this activity are those associated with the reporting requirements 
specified in C.4.1.11 and relate to this TO only.  The effort shall be billed as a part of CLIN 
X001 Cyber Defense Support. 

 
B.6  INCREMENTAL FUNDING 

 
B.6.1  INCREMENTAL FUNDING LIMITATION OF GOVERNMENT’S 
OBLIGATION 
Incremental funding in the amount of
allotted and available for payment by the Government. Additional incremental funding for these 
CLINs will be allotted and available for payment by the Government as the funds become 
available.  The estimated period of performance covered by the allotments for the mandatory 
CLINs is from award through September 2, 2018. The TO will be modified to add funds 
incrementally up to the maximum of 
These allotments constitute the estimated cost for the purpose of Federal Acquisition Regulation 
(FAR) Clause 52.232-22, Limitation of Funds, which applies to this TO on a CLIN-by-CLIN 
basis. 

 
When the work required under any CLIN is completed, and that work is within the total 
estimated cost shown above, the Contractor shall be entitled to payment of fixed fee for that 
CLIN. The Contractor may present, with its monthly vouchers for costs, a fee voucher in an 
amount bearing the same percentage of fixed fee as the certification of incurred costs bears to the 
total estimated cost for each CLIN. However, after payment of 85 percent of the fixed fee for the 
total TO, the CO may withhold further payment of fixed fee until a reserve shall have been set 
aside in an amount which the CO considers necessary to protect the interest of the Government. 
This reserve shall not exceed 15 percent of the total fixed fee or $100,000, whichever is less. 
See Section J, Attachment H - Incremental Funding Chart (Excel Spreadsheet). 

(b) (4)

(b) (4)
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C.1 BACKGROUND 
The Marine Corps Cyberspace Operations Group (formerly Network Operations and Security 
Center (MCNOSC)) is an operational and staff organization supporting the global Marine Corps 
Enterprise Network (MCEN) Command and Control (C2) capabilities for Fleet Marine Forces 
and garrison forces stationed around the world, as well as joint forces within the Joint 
Information Environment (JIE). MCCOG is designated as the Marine Corps’ Computer Network 
Defense (CND) Service Provider (CNDSP) and has been fully accredited by the Defense 
Information Systems Agency (DISA) since the inception of the CNDSP program. In this role, the 
MCCOG executes defensive cyber operations on the global MCEN and joint networks to include 
protection, detection, response and sustainment functions in alignment with the DOD Directive 
O-8530.01, DOD O-8530.01-M, and DOD Instruction O-8530.02 which serve as the CNDSP 
program’s governing directives. 

 
MCCOG’s Operations Branch includes the Defensive Cyber Operations Section (DCOS) which 
is responsible for all technical CNDSP functions.  DCOS assigned duties encompass the full 
range of CND functions from incident handling to malware analysis and sensor signature 
management. The DCOS operates 24 by 7 centralized command and control (C2) of CND 
personnel and assets to achieve speed of action and uniformity of controls. Additionally, the 
DCOS directly oversees the application of information assurance (IA) controls and enterprise 
CND services for all out-sourced information technology (IT) vendors supporting Marine Corps 
systems and enclaves per DOD Instruction 8500.01, dated March 14, 2014. 

 
C.1.1 PURPOSE 
The primary purpose of this Task Order (TO) is to support MCCOG in carrying out the technical 
subset of the doctrinal DoD CNDSP functions of protection, detection and response in order to 
disrupt, deny and degrade network adversaries’ ability to influence the confidentiality, integrity, 
availability, authentication and non-repudiation of IT services provided to users on the MCEN 
and joint networks. 

 
C.2 SCOPE 
The scope of this TO supports the MCCOG DCOS by analyzing network traffic, identifying 
malicious and unauthorized activity, and responding to intrusion incidents; implementing, 
configuring, operating, and maintaining network defense systems; and auditing MCEN network 
security controls, managing enterprise vulnerabilities, drafting formal direction for review and 
ensuring compliance with enterprise remediation measures. The scope of this TO also includes 
operations of the DCOS internal workforce training program and maintaining a workforce 
consistent with DOD IA workforce standards, per the DOD Directive 8570.01-M. The primary 
location of work is Quantico, VA, with secondary sites in Camp Pendleton, CA and Kansas City, 
MO. Additional travel may be required per section F.4. 

 
C.3 MCCOG OPERATIONAL ENVIRONMENT 

 
C.3.1 MCCOG POLICIES AND GUIDANCE 
The MCCOG Cyber Defense support program is guided by the latest DOD policies and 
procedures in IA and CND, which includes those referenced throughout the performance work 
statement (PWS): 

 Marine Corps Order 5239.2B, “Marine Corps Cybersecurity”, dated 19 May 2015 or 
later. (included in attachment V) 

 Chairman of the Joint Chiefs of Staff Manual (CJCSM) 6510.01B, “Cyber Incident 
Handling Program,” dated 10 Jul 2012 or later. (included in attachment V) 
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 DoD 8570.01-M, “Information Assurance Workforce Improvement Program” (dated 24 
Jan 2012 or later) or succeeding DoD training directive. (included in attachment V) 

 Secretary of the Navy Instruction (SECNAVINST) 5239.19, “Department of the Navy 
Computer Network Incident Response and Reporting Requirements”, dated 18 Mar 2008 
or later or later. (included in attachment V) 

 National Institute of Standards and Technology (NIST) Special Publication (SP) 800-115, 
“Technical Guide to Information Security Testing and Assessment,” dated 30 Sep 2008 
or later. (included in attachment V) 

 CJCSM 6510.03, “Department of Defense Cyber Red Team Certification and 
Accreditation,” dated 28 Feb 2013 or later. (included in attachment V) 

 Marine Corps Warfighting Publication 5-1, “Marine Corps Planning Process,” dated 24 
August 2010 or later. (included in attachment V) 

 Joint Publication 3-12 (R), “Cyberspace Operations,” dated 5 February 2013 or later. 
 Marine Corps Order P3500.72A, “Marine Corps Ground Training and Readiness (T&R) 

Program,” dated 18 April 2005 or later. (included in attachment V) 
 Secretary of the Navy Manual (SECNAV-M) 5216.5, “Department of the Navy 

Correspondence Manual,” dated June 2015. (included in attachment V) 
 DoD Directive O-8530.01, Cybersecurity Activities Support to DoD Information 

Network Operations, March 7, 2016 
 DoD O-8530.01-M, “Department of Defense Computer Network Defense Service 

Provide Certification and Accreditation Program”, 17 December 2003 
 
The MCCOG is the Marine Corps’ designated Tier II CNDSP Service provider as directed in the 
SECNAVINST 5239.19 “Department of the Navy Computer Network Incident Response and 
Reporting Requirements”, dated 18 Mar 2008 or later, and the Marine Corps Order 5239.2B 
“Marine Corps Cybersecurity”, dated 19 May 2015. 

 
The DoD 8570.01-M “Information Assurance Workforce Improvement Program” (dated 24 Jan 
2012 or later) provides MCCOG the guidance on implementing and maintaining a qualified IA 
workforce. The CNDSP program established architecture (referenced in CJCSM 6510.01B, 
“Cyber Incident Handling Program,” dated 10 Jul 2012) is the DoD manual and foundation for 
the MCCOG Cyber Defense program. 

 
C.3.2 MCCOG CYBER DEFENSE TRAINING, TOOLS AND TECHNOLOGIES 

 
The following attachments are provided in Section J to provide the Contractor details of the 
MCCOG Cyber Defense environment: 

 Section J, Attachment S (Tools and Technology Inventory) – provides a list of general 
tools and technologies applicable to the performance of this task order. 

 Section J, Attachment T (Sample Training Calendar) – provides a sample of the annual 
course list. 

C.4 TASKS 
C.4.1 TASK 1 – PROVIDE PROGRAM MANAGEMENT 
The Contractor shall provide program management support under this TO. This includes the 
management and oversight of all activities performed by contractor personnel, including 
subcontractors, to satisfy the requirements identified in this PWS. The Contractor shall identify 
a Program Manager (PM) by name who shall provide onsite management, direction, 
administration, quality control, and leadership of the execution of this TO. The Contractor shall 
perform all activities necessary to ensure the accomplishment of timely and effective support by 
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implementing productivity and management methods ("timely" and "effective" means the 
activities meet the minimum mandatory requirements identified in CJCSM 6510.01B, “Cyber 
Incident Handling Program,” dated 10 Jul 2012 or later, and SECNAVINST 5239.19 
“Department of the Navy Computer Network Incident Response and Reporting Requirements”, 
dated 18 Mar 2008 or later. 

C.4.1.1 SUBTASK 1 – COORDINATE A PROJECT KICK-OFF MEETING 
The Contractor shall schedule and coordinate a Project Kick-Off Meeting (Section F, Deliverable 
2) at the location approved by the Government. The meeting will provide an introduction 
between the Contractor personnel and Government personnel who will be involved with the TO. 
The meeting will provide the opportunity to discuss transition, technical, management, and 
security issues, and travel authorization and reporting procedures. At a minimum, the attendees 
shall include the Contractor’s Key Personnel, representatives from MCCOG and directorates, 
other relevant Government personnel, and the GSA Federal Systems Integration Management 
(FEDSIM) contracting officer’s representative (COR). The Contractor shall provide the 
following at the Kick-Off meeting: 

a. Brief Status of Transition Activities 
b. Quality Control Plan (QCP) – (Section F, Deliverable 08) 

C.4.1.2 SUBTASK 2 – PREPARE A MONTHLY STATUS REPORT (MSR) 
The Contractor shall develop and provide an MSR (Section F, Deliverable 06) using Microsoft 
(MS) Office Suite applications, by the tenth of each month via electronic mail to the Technical 
Point of Contact (TPOC) and the COR. The MSR shall include the following: 

 
a. Activities during reporting period, by task (include: on-going activities, new activities, 

activities completed; progress to date on all above mentioned activities).  Start each 
section with a brief description of the task. 

b. Problems and corrective actions taken. Also include issues or concerns and proposed 
resolutions to address them. 

c. Personnel gains, losses, and status (security clearance, etc.). 
d. Government actions required. 
e. Schedule (show major tasks, milestones, and deliverables; planned and actual start and 

completion dates for each). 
f. Summary of trips taken, conferences attended, etc. (attach Trip Reports to the MSR for 

the reporting period). 
g. Incurred cost for each CLIN up to the previous month. 
h. Projected cost of each CLIN for the current month. 

 
C.4.1.3 SUBTASK 3 – CONVENE TECHNICAL STATUS MEETINGS 
The Contractor PM shall convene a monthly Technical Status Meeting with the TPOC, COR,  
and other Government stakeholders.  The purpose of this meeting is to ensure all stakeholders are 
informed of the monthly activities and MSR, provide opportunities to identify other activities  
and establish priorities, and coordinate resolution of identified problems or opportunities. The 
Contractor PM shall provide minutes of these meetings, including attendance, issues discussed, 
decisions made, and action items assigned, to the COR within five workdays following the 
meeting. 

 
C.4.1.4 SUBTASK 4 – PREPARE A PROJECT MANAGEMENT PLAN (PMP) 
The Contractor shall document all support requirements in a PMP. 
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The PMP shall: 
a. Describe the proposed management approach 
b. Contain detailed Standard Operating Procedures (SOPs) for all tasks 
c. Include milestones, tasks, and subtasks required in this TO 
d. Provide for an overall Work Breakdown Structure (WBS) and associated responsibilities 

and partnerships between or among Government organizations 
e. Include the Contractor’s Quality Control Plan (QCP) 
f. Include the Contractor’s Communication Management Plan (CMP) 
g. Include the Contractor’s Risk Management Plan (RMP) 
h. Include the Contractor’s Integrated Master Schedule (IMS) 

 
The Contractor shall provide the Government with a draft PMP (Section F, Deliverable 04), on 
which the Government will make comments. The final PMP (Section F, Deliverable 05) shall 
incorporate the Government’s comments. 

 
C.4.1.5 SUBTASK 5 – UPDATE THE PROJECT MANAGEMENT PLAN (PMP) 
The PMP is an evolutionary document that shall be updated annually at a minimum.  The 
Contractor shall work from the latest Government-approved version of the PMP. 

 
C.4.1.6 SUBTASK 6 –TRIP AFTER ACTION REPORTS 
The Government will identify the need for a Trip Report (Section F, Deliverable 07) when the 
request for travel is submitted.  The Contractor shall keep a summary of all long-distance travel 
including, but not limited to, the name of the employee, location of travel, duration of trip, and 
point of contact (POC) at travel location.  All trips made by the Contractor on behalf of the 
program require an After Action Report (AAR) (Section F, Deliverable 28) to be submitted 7 
business days from the date of return. The format and summary of information to provide in this 
AAR is provided in Section J, Attachment Y. 

 
C.4.1.7 SUBTASK 7 – UPDATE QUALITY CONTROL PLAN (QCP) 
The Contractor shall update the QCP submitted with their proposal and provide a final QCP as 
required in Section F, Deliverable 08. The Contractor shall periodically update the QCP, as 
required in Section F, as changes in program processes are identified. 

 
C.4.1.8 SUBTASK 8 – STAFFING PLAN 
The Contractor shall verify all personnel certifications status on a monthly basis (Section F, 
Deliverable 11). The Contractor shall provide a staffing plan with the names of all individuals 
supporting the TO by task area and functional support role, and include a copy of the latest 
Training Management Plan. 

 
C.4.1.9 SUBTASK 9 – TRANSITION-IN 
All transition activities will be completed 30 calendar days after the start date of the order. The 
Contractor shall ensure that there will be minimum service disruption to vital Government 
business and no service degradation during the 30 day transition period. The Contractor shall 
deliver an updated Transition-In Plan (Section F, Deliverable 03) within five workdays of task 
order start. 

 
C.4.1.10 SUBTASK 10 – TRANSITION-OUT 
The Transition-Out Plan shall facilitate the accomplishment of a seamless transition from the 
incumbent to an incoming contractor/Government personnel at the expiration of the TO. The 
Contractor shall provide a Transition-Out Plan NLT 90 calendar days prior to expiration of the 
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TO (Section F, Deliverable 25). The Contractor shall identify how it will coordinate with the 
incoming contractor and/or Government personnel to transfer knowledge regarding the 
following: 

 
a. Project management processes 
b. Points of contact 
c. Location of technical and project management documentation 
d. Status of ongoing technical initiatives 
e. Appropriate contractor–to-contractor coordination to ensure a seamless transition. 
f. Schedules and milestones 
g. Actions required of the Government. 

 
The Contractor shall also establish and maintain effective communication with the incoming 
contractor/Government personnel for the period of the transition via weekly status meetings. 

 
C.4.1.11 SUBTASK 11 – CONTRACTOR MANPOWER REPORTING 
The Contractor shall report ALL contractor labor hours (including subcontractor labor hours) 
required for performance of services provided under this contract for the USMC via a secure data 
collection site. The Contractor is required to completely fill in all required data fields using the 
following web address: http://www.ecmra mil/. 

 

Reporting inputs will be for the labor executed during the period of performance during each 
Government fiscal year (FY), which runs October 1 through September 30. While inputs may be 
reported any time during the FY, all data shall be reported no later than October 31 of each 
calendar year, beginning with 2013. Contractors may direct questions to the help desk at help 
desk at: http://www.ecmra.mil/. 

 

C.4.2 TASK 2 – DISCOVERY AND COUNTER-INFILTRATION (D&CI) 
The Contractor shall provide support in Incident Management, Hunt, and Cyber Threat Analysis 
Cell (CTAC) to defend the Marine Corps Enterprise Network (MCEN). This tasking will 
support the detection and response to all malicious activity throughout the MCEN to include 
classified environments. 

 
C.4.2.1 SUBTASK 1 – INCIDENT MANAGEMENT (IM) 

 
C.4.2.1.1 CYBER WATCH AND INCIDENT RESPONSE SUPPORT 
The Contractor shall provide 24 x 7 x 365 support to conduct real-time analysis of ongoing IA / 
CND events on the MCEN, identifying incidents and making recommendations to protect the 
MCEN. The Contractor shall lead efforts in collecting and analyzing network and computing 
events presented via numerous sources in order to identify and document malicious or 
unauthorized activity on the MCEN. The Contractor shall conduct initial, formal incident 
reporting (outlined in CJCSM 6510.01B, “Cyber Incident Handling Program,” dated 10 Jul 2012 
or later) and documenting technical details in the Marine Collections Database (MCD). The 
Contractor shall appropriately resolve daily incidents tracked in the MCD. The Contractor shall 
use appropriate skills and techniques in scoping, containing and eradicating incidents based on 
the processes outlined in CJCSM 6510.01B, “Cyber Incident Handling Program,” dated 10 July 
2012 or later.  Additionally, The Contractor shall be responsible for supporting the transition of 
network defense configurations as informed by resolved incidents in order to prevent future 
occurrences.  The Contractor shall be responsible for continuity of services as data sources, 
analysis tools, and techniques will evolve to changes in the Marine Corps’ technical computing 
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environment as well as by mandates from US Cyber Command (USCYBERCOM). These efforts 
will support the analysis and correlation of over 414 million events per day (on average).  During 
calendar year 2014, this resulted in over 4,295 incidents detected and handled within the MCEN. 
On average, each incident lasted 14.08 days. The Contractor shall perform 24x7x365 support 
from the primary site in Quantico, VA. Additional on-site support is required at the secondary 
location in Camp Pendleton, CA (see F.5 for shift schedule). 

 
The Contractor shall: 

a. Maintain the body of documentation that describes DCOS Computer Network Defense 
(CND) Watch Support and Incident Response tactics, techniques and procedures (Section 
F, Deliverable 16). 

b. Receive and analyze network alerts and reports from multiple sources and determine 
possible causes of such alerts. 

c. Monitor external data sources to maintain visibility of net defense threat conditions and 
emerging threats to the MCEN. 

d. Inspect, identify and analyze network traffic for possible malicious and anomalous 
network activity. 

e. Coordinate with MCCOG DCOS staff and outsourced IT-based process vendor personnel 
to investigate and validate network alerts. 

f. Analyze log files from a variety of sources within the MCEN to characterize anomalous 
activity. 

g. Conduct initial troubleshooting of network sensor availability and coordinate with DCOS 
Sensor Grid Support technicians to maintain sensor availability. 

h. Recommend refinements to user-defined signatures for network sensors to enhance 
overall effectiveness of the MCEN sensor grid. 

i. Recommend refinements to event correlation rules for implementation on the MCEN 
security information and event manager (SIEM). 

j. Document the technical details utilizing internal reporting database of suspected network 
incidents to support incident response and reporting requirements (Section F, Deliverable 
12). 

k. Perform event correlation using information gathered from multiple sources within the 
MCEN to gain situational awareness and determine the impact of a network attack. 

l. Notify DCOS Managers and appropriate parties of critical network incidents articulating 
the event’s history, status, and potential impact. 

m. Support post-mortem analysis of the magnetic and optical media collected from 
compromised systems. 

n. Collect and analyze network intrusion artifacts from a variety of sources to include logs, 
system images and packet captures to enable mitigation of network incidents within the 
MCEN. 

o. Perform initial forensic sound collection of system images to develop mitigation and 
remediation actions on the MCEN. 

p. Coordinate with and provide expert technical support to USMC Information Assurance 
managers, on-site technicians and outsourced IT-based process vendor technicians to 
restore integrity to the MCEN. 

q. Coordinate with intelligence analysts to correlate threat assessment data. 
r. Document and report incidents within the MCD from initial detection through final 

resolution using standard DoD incident reporting methods (refer to CJCSM 6510.01B, 
“Cyber Incident Handling Program,” dated 10 Jul 2012 or later). 
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s. Perform incident triage to determine scope, urgency, and potential operational impact by 
identifying the specific vulnerability and making recommendations which enable rapid 
remediation at the enterprise level. 

t. Serve as technical experts and liaisons to external incident response personnel and brief 
incident details as necessary. 

u. Provide remote incident handling support such as forensics collections, intrusion 
correlation tracking, threat analysis and direct system remediation tasks to on-site 
personnel. 

v. Develop and publish incident response guidance and high-quality incident reports to 
appropriate audiences. 

w. Upon resolution of network incidents, create custom signatures or correlation rules to 
detect future incidents as well as make MCEN protection recommendations to enhance 
passive resistance to future attack. 

x. Maintain the deployable CND toolkit and stand prepared to support the DCOS fly-away 
team to conduct onsite support (approximately once every six months) to respond to 
critical CND incidents in accordance with SECNAVINST 5239.19 “Department of the 
Navy Computer Network Incident Response and Reporting Requirements”, dated 18 Mar 
2008 or later. 

y. Provide support required to maintain the MCCOG’s CNDSP accreditation per the 
standards set forth in the CNDSP program manual, DOD O-8530.1-M, (dated 17 Dec 03 
or later) to include documentation and technical writing support as needed. 

 
C.4.2.1.2 ADVANCED INCIDENT HANDLING 
The Contractor shall provide 24 x 7 x 365 support and is responsible for the technical execution 
of incident handling functions as well as directly responding to severe network incidents. The 
Contractor shall deploy various techniques to discover and resolve evidence of malicious activity 
and open vulnerabilities on the MCEN. Technical execution shall align with CJCSM 6510.01B, 
“Cyber Incident Handling Program,” dated 10 Jul 2012 or later. The Contractor shall be 
responsible for continuity of services as data sources, analysis tools, and techniques evolve to 
changes in the Marine Corps’ technical computing environment as well as by mandates from 
USCYBERCOM. 

 
The Contractor shall: 

a. Maintain the body of documentation that describes DCOS CND Senior Analyst tactics, 
techniques and procedures (Section F, Deliverable 16). 

b. Support the implementation of the latest CND policies, regulations, and compliance 
documents specifically related to network protections policies of the USMC, Department 
of the Navy (DON) and DoD. 

c. Prepare detailed recommendations for network defense improvements to close or mitigate 
incidents on the MCEN. 

d. Review and validate incidents tracked on the MCD. 
e. Provide incident reports, summaries, and other situational awareness information as 

required. 
f. Directly manage severe network incidents (e.g., coordinate documentation, work efforts, 

resource utilization within the organization) from inception to final after action reporting. 
g. Conduct event trend analysis to identify breaches of the MCEN and coordinate with 

DCOS Incident Response to resolve compromises of the network. 
h. Review incident reporting and intelligence products from adjacent and higher DoD 

CNDSP organizations to develop new methods of identifying attacks against the MCEN. 



SECTION C – PERFORMANCE WORK STATEMENT 

GSQ0016AJ0074 PO16 PAGE C-8 

 

 

 

i. Make recommendations to the DCOS Sensor Grid Support Section to enhance network 
defense configurations on a daily basis. 

j. Coordinate with certification and accreditation authorities, network managers, and system 
administrators and IA managers to correct policy infractions. 

k. Make recommendations concerning the overall improvement of network security posture 
through changes in IT service provisioning on a weekly basis (Section F, Deliverable 37). 

l. Interface with external organizations (e.g., public affairs, law enforcement, Command or 
Component Inspector General) to ensure appropriate and accurate dissemination of 
incident and other CND information. 

m. Recommend enterprise protection measures based on incident trends. 
n. Maintain a deployable CND toolkit and stand prepared to lead the DCOS fly-away team 

in conducting onsite support (approximately once every six months) during critical 
incidents as required per SECNAVINST 5239.19 “Department of the Navy Computer 
Network Incident Response and Reporting Requirements,” dated 18 Mar 2008 or later. 

o. Provide support required to maintain the MCCOG’s CNDSP accreditation per the 
standards set forth in the CNDSP program manual, DoD O-8530.1-M, (dated 17 Dec 03 
or later) to include documentation and technical writing support as needed. 

 
C.4.2.2 SUBTASK 2 –HUNT TEAM 
The DCOS Hunt Team is responsible for defensive cyber counter-infiltration operations against 
Advanced Persistent Threats (APT) within the MCEN. The Contractor shall be responsible for 
operations and sustainment functions to DCOS Hunt Team operations to include Server/Host, 
Network, and Planning. On average, 10 operations are executed per year at a length of 4-6 weeks 
each. 

 
The Contractor shall: 

a. Maintain the body of documentation that describes the tactics, techniques and procedures 
that comprise the Hunt team (Section F, Deliverable 16). 

b. Assess and identify Advanced Persistent Threat (APT) activities within an Operating 
System (OS). 

c. Develop and document tactics, techniques, and procedures (TTPs) for resource planning, 
operations, and analysis. 

d. Research, identify, and verify new APT TTPs to strengthen the overall security posture of 
the MCEN. 

e. Conduct Hunt planning utilizing the Marine Corps Planning Process, per the standards set 
forth in the Marine Corps Planning Process, MCWP 5-1 (dated 24 August 2010) to 
include documentation and planning support as needed. 

f. Directly manage Hunt operations (e.g., coordinate documentation, work efforts, resource 
utilization within the organization) from inception to final after action reporting by 
leading the technical efforts of the Hunt Team. 

 
C.4.2.3 SUBTASK 3 - CYBER THREAT ANALYSIS CELL (CTAC) 
The Contractor is responsible for providing support to the CTAC, which serves as the principle 
supporting entity to all tailored incident response operations.  This analytical cell, which consists 
of the malware and forensic analysis and exploit analysis teams, executes all advanced analysis 
for Marine Corps defensive operations. 

 
C.4.2.3.1 MALWARE AND FORENSICS SUPPORT 
The Contractor is responsible for responding to incidents using appropriate techniques in Surface 
Analysis, Runtime Analysis, and Static Analysis. The Contractor shall adhere to the procedures 
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outlined in CJCSM 6510.01B, “Cyber Incident Handling Program,” dated 10 Jul 2012 or later 
for disk/drive image dissection processes. Additionally, the Contractor shall support the 
transition of network defense configurations as informed by resolved incidents in order to 
prevent future occurrences. The Contractor is responsible for maintaining currency as data 
sources, analysis tools, and techniques evolve to changes in the Marine Corps’ technical 
computing environment as well as by mandates from USCYBERCOM. During calendar year 
2014, the MCCOG team completed over 132 forensic investigations and analyzed over 371 
malicious files. 

 
The Contractor shall: 

a. Maintain the body of documentation that describes DCOS CND Incident Response 
tactics, techniques and procedures, to include an emphasis on Malware and Forensic 
Analysis (Section F, Deliverable 16). 

b. Support post-mortem analysis of the magnetic and optical media collected from 
compromised systems. 

c. Perform initial, forensically sound collection of system images and inspect same to 
discern possible mitigation and remediation of network incidents on the MCEN. 

d. Perform remote incident handling support such as forensics collections, intrusion 
correlation tracking, threat analysis and direct system remediation tasks to on-site 
responders. 

e. Develop and publish malware and forensic analysis guidance and high-quality incident 
reports to appropriate audiences. 

f. Provide sound forensic analysis on all devices during malware identification and provide 
feedback in relation to findings. 

g. Provide surface and runtime analysis on newly acquired malware to develop new 
indicators in support of security posture changes to the MCEN. 

h. Provide malware analysis to develop incident timelines to include: the dates and times of 
significant events, command and control domains, and call back addresses; threat 
objective; and compromised hosts and data. 

i. Support custom signature and correlation rules creation to enhance MCEN protections. 
j. Support the creation of a ‘big data’ analysis program through the identification of 

attributes and indications of targeted activity for profile development within the deployed 
DCOS sensor grid. 

k. Analyze Malware to determine its capabilities, intent, indicators and origin. 
l. Reverse engineer the sequence of events of a breach or attack. 
m. Reverse engineer malware, using Dynamic and Static analysis. 
n. Create alerts and identify indicators of compromise to facilitate detection and prevention 

of similar attacks. 
o. Research new attacks and exploits. 
p. Identify trends in incidents and malware to DCOS leadership. 
q. Safeguard evidence, remediate and report incidents in accordance with approved USMC 

and DoD procedures. 
r. Document findings; provide reports which incorporate intelligence information provided 

by the MCCOG Intelligence branch, historical attack information, as well as current and 
future (projected/possible) threats targeting the MCEN. 

s. Provide support required to maintain the MCCOG’s CNDSP accreditation per the 
standards set forth in the CNDSP program manual, DoD O-8530.1-M, (dated 17 Dec 03 
or later) to include documentation and technical writing support as needed. 
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C.4.2.3.2 EXPLOIT ANALYSIS 
The Contractor shall be responsible for providing capabilities necessary to review exploit code, 
their associated vulnerabilities, discover enterprise security discrepancies, assessing associated 
risk and assisting in the development of remedial action in coordination with the Mitigation 
Action Team. This team will conduct a thorough analysis of the capabilities and effects of 
adversary tactics, techniques, and procedures within the MCEN in order to improve the overall 
defense posture.  This team will also support the discovery of vulnerabilities in the production 
environment including no-notice external security assessments. 

 
The Contractor shall: 

a. Create and maintain the body of documentation that describes the tactics, techniques and 
procedures that comprise the MCEN Exploit Analyst team (Section F, Deliverable 16). 

b. Personnel supporting this task shall obtain a certification in MCCOG Red Team Level 1 
course (See Table 1 Training Requirements) to further develop expertise on network 
attack methods. 

c. Prioritize mitigation actions based on assessed risk upon discovery of critical exploits and 
vulnerabilities within the lab and production environments. 

d. Conduct, analyze and review penetration tests and MCCOG/Joint Red Team assessment 
results to develop recommendations to protect the MCEN. 

e. Analyze and review application, system, and network security postures across the MCEN 
in both lab and production environments through active scanning, application-layer 
protocol fingerprinting or traffic analysis. 

f. Evaluate identified targeted environments in the MCEN for compliance with applicable 
DoD, DON, and USMC IT Security Policies (i.e. Secure Technical Implementation 
Guides) 

g. Support the development and implementation of enterprise mitigation actions in response 
to complex vulnerabilities. 

h. Develop the processes and procedures for and maintain a lab environment with current 
MCEN network and defensive configurations in order to test adversary tactics, 
techniques, and procedures against a mock MCEN (space, software, hardware and 
relevant configurations provided by government). 

i. Develop the processes and procedures for replaying network attacks/compromises within 
a lab environment in order to scope the situation and develop recommended mitigation 
actions. 

j. Support the creation of a repeatable data analysis process which identifies attributes and 
indications of targeted activity for profile development within the DCOS sensor grid. 

k. Provide support required to maintain the MCCOG’s CNDSP accreditation per the 
standards set forth in the CNDSP program manual, DoD O-8530.1-M, (dated 17 Dec 03 
or later) to include documentation and technical writing support as needed. 

 
C.4.3 TASK 3 –SENSOR GRID SUPPORT (SGS) 
The Contractor shall be responsible for providing support to the Sensor Grid Support (SGS) 
team. Activities in support of this task include Host Security, Sensor Management, Signature 
Management and supporting development roles.  The Contractor shall be responsible for the 
installation, operation, and maintenance of all defensive cyber infrastructure on the MCEN. The 
MCEN currently includes approximately 9,500 SIPRNet hosts and approximately 115,000 
NIPRNet Hosts.  There are 85 sites connected to the NIPRNet portion of the MCEN and 35 sites 
with SIPRNet connectivity.  There are total of 200 network sensors within the MCEN sensor 
grid.  Additionally, 22 Web Application Firewalls (WAF) are implemented in key locations 
across the enterprise network. 



SECTION C – PERFORMANCE WORK STATEMENT 

GSQ0016AJ0074 PO16 PAGE C-11 

 

 

 

C.4.3.1 SUBTASK 1 –HOST BASED SECURITY (OPTIONAL TASK) 
The Contractor shall leverage the host protection software directed for use by the 
USCYBERCOM to review events and logs to detect anomalies. The Contractor shall scan 
systems for vulnerabilities and indications of compromise. The Contractor shall be responsible 
for providing reports to the appropriate compliance mandated by USCYBERCOM. The 
Contractor shall be responsible for overall compliance, identification of anomalies and 
coordination with Signature Management personnel to develop custom host-based signatures to 
automate the detection of events of interest. 

 
The Contractor shall: 

a. Maintain and refine the body of documentation that describes DCOS Host Based Security 
section tactics, techniques and procedures (Section F, Deliverable 16). 

b. Monitor host-based detection consoles for events of interest on end systems and provide 
anomaly reports to the DCOS Incident Management. 

c. Assess endpoints on the enterprise network to meet DoD malware scanning and HBSS 
compliance requirements. 

d. In coordination with the MCCOG CND Plans office, participate in the planning and 
implementation of new host based technology on the enterprise network. 

e. Provide daily reports to DCOS leadership detailing trends in host compliance, anomaly 
activity and vulnerability statistics. 

f. Maintain a test environment with all host assessment applications and innovate 
techniques to detect events of interest across the MCEN. 

g. Maintain and ensure DCOS ePolicy Orchestrator servers are configured, analyzed, 
monitored and adequately patched in accordance with applicable DoD directives. 

h. Install, operate, maintain, and troubleshoot HBS agents, modules, extensions, deployment 
tasks, and tags in order to provide required functionality to defend the MCEN. 

i. Support the Host Assessment Team (HAT) on a weekly basis to analyze systems on the 
MCEN to identify vulnerabilities, anomalous host behavior, compromised network 
hardware and advanced malware. 

j. Provide support required to maintain the MCCOG’s CNDSP accreditation per the 
standards set forth in the CNDSP program manual, DoD O-8530.1-M, (dated 17 Dec 03 
or later) to include documentation and technical writing support as needed. 

k. Maintain compliance with the standards required by DISA Command Cyber Readiness 
Inspection (CCRI) in accordance with DISA and USCY guidelines. 

 
C.4.3.2 SUBTASK 2 – NETWORK SENSOR SUPPORT 
The Contractor shall ensure system availability, and conduct system administration, installation, 
troubleshooting and configuration support for MCEN network defense sensors and scanners, 
including all hardware and software used to conduct CNDSP functions throughout the MCEN. 
The Contractor shall provide 24 x 7 x 365 Network Sensor Support coverage from the primary 
site in Quantico, VA. Additional on-site support is required at the secondary location in Camp 
Pendleton, CA (see F.5 for shift schedule). 

 
The Contractor shall: 

a. Maintain and refine the body of documentation that describes DCOS Network Sensor 
Support Technicians’ tactics, techniques and procedures (Section F, Deliverable 16). 

b. Perform system administration of specialized network defense systems to include 
installation, configuration, maintenance, backup and restoration. 

c. Identify potential conflicts with implementation and integration of specialized network 
defense systems within the network to protect the overall availability of the MCEN. 
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d. Maintain a network defense test environment to evaluate new applications, signatures, 
rules, filters and configurations of managed network defenses systems. 

e. Create, maintain, and refine network traffic flow diagrams for the enterprise network 
which reflect the current state of all security applications. 

f. Manage user accounts and permissions on MCEN network defense sensors and scanners. 
g. Provide network defense system implementation, installation and configuration support 

to USMC installations and forces operating in deployed environments. 
h. Provide detailed and near real time reporting on the status and availability of network 

sensors deployed across the MCEN. 
j. Conduct life-cycle management on the body of enterprise defensive configurations. 
k. Provide SIEM subject matter expertise leveraging McAfee’s NitroSecurity (or Enterprise 

Security Manager) toolset for administration, operations, and advanced correlation. 
l. Support the Host Assessment Team (HAT) to analyze systems on the MCEN to identify 

vulnerabilities, anomalous host behavior, compromised network hardware and advanced 
malware. 

m. Provide support required to maintain the MCCOG’s CNDSP accreditation per the 
standards set forth in the CNDSP program manual, DoD O-8530.1-M, (dated 17 Dec 03 
or later) to include documentation and technical writing support as needed. 

 
C.4.3.3 SUBTASK 3 – SIGNATURE MANAGEMENT AND DEVELOPMENT 
The Contractor shall be responsible for the continuous development and refinement of 
signatures, policies, configurations, scripts and indicators used to identify malicious or 
unauthorized activity via network, host, and scanning based detection on the MCEN. The 
Contractor shall directly maintain and evolve the MCEN’s network defense detection strategy to 
keep pace with emerging threats and adversarial techniques, for both internal and external 
networks, as well as host based security. 

 
The Contractor shall: 

a. Create and maintain and refine the body of documentation that describes DCOS 
Signature Maintenance and Development tactics, techniques and procedures (Section F, 
Deliverable 16). 

b. Provide subject matter expertise in creation, editing, and management of signatures, rules 
and filters for specialized network defense systems including but not limited to network 
and host-based IDS, IPS, firewall, web application firewall, proxy and SIEM systems. 

c. Coordinate with the DCOS Incident Management Section to manage required changes to 
the signatures, rules and filters of specialized network defense systems. 

d. Identify potential conflicts with implementation and integration of specialized network 
defense systems within the network to protect the overall availability of the MCEN. 

e. Using a government provided facility and government provided hardware, the Contractor 
shall administer and develop a test environment to evaluate new applications, signatures, 
rules, filters and configurations of managed network defenses systems. 

f. Perform life-cycle configuration management of applications, signatures, rules, filters and 
configurations of managed network defenses systems. 

g. Support enterprise mitigation efforts based on the specific monitoring and filtering 
capabilities of existing network defense infrastructure. 

h. Conduct in-depth traffic analysis of documented covert channels to create tailored 
response signatures. 

i. Provide a visual baseline display of CND events of interest from all applicable data 
sources, to enable the detection of significant events for the Watch Analysts. 
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j. Improve SIEM correlation rules employing events from multiple data sources to provide 
more reliable CND alerts. 

k. Maintain a test environment with all DCOS signature-based applications and innovate 
techniques to detect events of interest in the MCEN. 

l. Manage and improve the Marine Corps’ defensive detection strategy through the 
deployment of new signature policies and robust correlation rules for the SIEM (prioritize 
the network event view for the Watch Analyst team). 

m. Provide Database Administrators and Developers to support Marine Corps network 
defense databases and supporting systems, including administer, maintain (backups, stigs, 
patches, etc), and develop and implement custom capabilities in structured query 
language (SQL), .NET and VB .NET 

n. Support the Host Assessment Team (HAT) in a weekly analysis of systems on the MCEN 
to identify vulnerabilities, anomalous host behavior, compromised network hardware and 
advanced malware. 

o. Provide support required to maintain the MCCOG’s CNDSP accreditation per the 
standards set forth in the CNDSP program manual, DoD O-8530.1-M, (dated 17 Dec 03 
or later) to include documentation and technical writing support as needed. 

 
C.4.3.4 SUBTASK 4 – INFORMATION ASSURANCE (HOST ASSESSMENT) 
The Contractor shall perform all functions in executing vulnerability management, to include the 
operation of the MCEN’s Information Assurance Vulnerability Management (IAVM) program 
for DCOS-maintained systems. The Contractor shall be responsible for DCOS’ operation of the 
IAVM program and shall align with the CJCSM 6510.01B, “Cyber Incident Handling Program,” 
dated 10 July 2012 or later. 

 
The Contractor shall: 

a. Perform weekly vulnerability audits (Section F, Deliverable 20), submit Plans of Action 
and Milestone (POA&M) and assist with patching for all DCOS systems in order to 
maintain compliance with operational directives. 

b. Conduct malicious file scanning and report findings monthly for identification of 
potentially compromised systems (Section F, Deliverable 18). 

c. Maintain the certification and accreditation documentation (DoD IA Certification and 
Accreditation Process / Risk Management Framework) for all specialized network 
defense systems and software used on the MCEN in accordance with applicable DoD 
policies. 

d. Support the Host Based team to identify anomalous network and host activity across the 
MCEN. 

 
C.4.4 TASK 4 – DCOS SUPPORT OPERATIONS 
The Contractor shall be responsible for support and sustainment functions to DCOS operations to 
include, Knowledge Management and Portal Administration, Mitigation Action, and Training. 

 
C.4.4.1 SUBTASK 1 – KNOWLEDGE MANAGEMENT AND PORTAL 
ADMINISTRATION 
The Contractor shall be responsible for knowledge management activities in support of DCOS 
operations. The Contractor shall develop and refine DCOS standard operating procedures, design 
and improve information sharing throughout DCOS, and coordinate training/exercise planning 
for all DCOS personnel (Military, Civilian, and Contractor).  The Contractor shall be responsible 
for continuity of services as data sources evolve to changes in the Marine Corps’ technical 
computing environment as well as by mandates from USCYBERCOM. 
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The Contractor shall: 

a. Maintain the body of documentation that describes the tactics, techniques and procedures 
that comprise the DCOS Knowledge Management team (Section F, Deliverable 16). 

b. Create, edit, and manage a DCOS collaborative SharePoint site to coordinate operations, 
documentation, and training. 

c. Coordinate schedule and logistics for all DCOS training, exercise, and travel in support 
of operational requirements. 

d. Coordinate and manage internal training calendars via NIPRNET EKO, post and 
advertise available classes (See attachment T for a Sample Training Calendar). 

e. Advise and assist all personnel with their applicable position training requirements and 
assist all personnel in registration of training classes via DCOS training calendar and/or 
through a third-party vendor. 

f. Administer all aspects of the DCOS web presence, to include development and 
refinement of the current Sharepoint instances and any future requirements. 

g. Maintain format and content for the existing DCOS Training and Exercise Employment 
Plan (TEEP); Collect internal updates and publish weekly for internal information 
awareness. 

h. Maintain the DCOS personnel recall roster and POC databases. 
i. Track the DCOS personnel training; collect internal updates and publish weekly for 

internal awareness. 
j. Format correspondence, briefs, and operational products per the standards set forth in the 

Secretary of the Navy Manual (SECNAV-M) 5216.5, “Department of the Navy 
Correspondence Manual,” dated March 2010 or other organizational standard. 

k. Develop and manage the methods to capture, share, and better utilize DCOS 
organizational knowledge. 

 
C.4.4.2 SUBTASK 2 – MITIGATION ACTION 
The Contractor shall be responsible for providing a capability to develop and execute enterprise 
remediation measures that reduce the impact of vulnerabilities and mitigate risk to the enterprise 
network.  Historically, MCCOG processes approximately 2000 intelligence reports and 360 
waivers for access to Internet web sites per year.  Approximately 1 briefing and 2 reports 
documenting mitigation actions are developed per week. 

 
The Contractor shall: 

a. Create and maintain the body of documentation that describes the tactics, techniques and 
procedures that comprise the Mitigation Action Team (Section F, Deliverable 16). 

b. Coordinate and track requirements levied upon the DCOS from external commands / 
agencies and internal MCCOG sections to ensure actions are completed as required. 

c. Develop and implement enterprise mitigation actions in response to intelligence reports, 
complex vulnerabilities, threats and risks. 

d. Manage, prioritize and resolve all open enterprise mis-configurations, by tasking and 
supervising actions necessary per DoD policy and IA / CND best practices. 

e. Perform trend analysis of all available reporting within the DCOS to include review of 
open/closed incidents, identified exploits, and scan results. 

f. Provide reports and briefings documenting mitigation actions in appropriate 
organizational templates. 

g. Maintain a historical record detailing existing network boundary policy configurations 
and network perimeter security compliance. 
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h. Review and recommend updates to network/system configurations in response to changes 
in the threat environment (identified trends, IA vulnerability alerts / bulletins / technical 
advisories, known malicious files, zero day exploits, etc.), as appropriate. 

i. Develop and maintain usable strategies that leverage existing infrastructure to provide 
improved defenses to the MCEN. 

j. Document and maintain the cross-organizational tactics, techniques, and procedures 
required to implement these strategies. 

k. Develop and implement strategies to compress the software vulnerability life-cycle. 
l. Identify, monitor, and audit relevant enterprise cyber key terrain to protect the MCEN. 
m. Conduct defensive cyber operations planning utilizing the Marine Corps Planning 

Process, per the standards set forth in the Marine Corps Planning Process, MCWP 5-1 
(dated 24 August 2010) to include documentation and planning support as needed. 

n. Provide support required to maintain the MCCOG’s CNDSP accreditation per the 
standards set forth in the CNDSP program manual, DoD O-8530.1-M, (dated 17 Dec 03 
or later) to include documentation and technical writing support as needed. 

 
C.4.4.3 SUBTASK 3 – RED TEAM (MCIART) 
The Contractor shall be responsible for providing operational network exploitation and cyber 
threat emulation testing support towards local area network and wide area network systems and 
components and shall align with the NIST 800-115 (dtd 30 Sep 2008 or later) and the CJCSM 

 (dtd 28 Feb 2013).  The MCIART conducts approximately 10-15 full scale Red Team 
operations per year and 15 remotely executed and short duration small scale “sprint” 
operations. This support consists of the development of custom malware in support of 
targeted operations that range from two weeks in duration to operations that last 
approximately four to six weeks in duration.  These operations evaluate and assess the 
security posture of individual units both in garrison and deployed (small scale 
operations) as well as assessments of the Marine Corps Enterprise Network (large scale 
operations). Additionally, the MCIART participates in approximately 8 DOD cyber 
exercises per year. 

 
The Contractor shall: 

a. Create and maintain the body of documentation that describes MCCOG Red Team’s 
formal network penetration methodology (Section F, Deliverable 16). 

b. Review and refine methodologies to successfully conduct Red Team operations. 
c. Develop plans to successfully conduct network exploitation, penetration testing, cyber 

threat emulation and Red Team operations. 
d. Conduct no-notice and cooperative Red Team assessments and operations. 
e. Develop and submit detailed reports of findings, analysis and recommendations. 
f. Research existing exploit code and/or develop proof-of-concept or exploit code for test 

and evaluation of mitigations solutions. 
g. Develop and maintain custom applications (malware development) to support mission 

requirements to ensure Command and Control during Red Team operations. 
h. Identify potential network and system vulnerabilities and mis-configurations through the 

use and expert employment of all available MCEN scanning and discovery systems 
(Section F, Deliverable 32). 

i. Provide the support required to maintain the MCCOG’s NSA 
certification/USCYBERCOM accreditation per the standards set forth in the CJCSM 
6510.03 (dtd 28 Feb 2013), to include documentation and technical writing support as 
needed. 
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C.4.5 TASK 5 – TRAINING (OPTIONAL TASK) 
The MCCOG has implemented a workforce training program aligned to the DOD Directive 
8570.01-M “Information Assurance Workforce Improvement Program” (dated 24 Jan 2012 or 
later). The workforce training program supports adherence to the manual for obtaining 
appropriate certifications, training and ongoing skills development required of the information 
assurance workforce.  The Contractor is a partner in accomplishing the program’s objectives and 
is responsible for maintaining a qualified workforce and supporting delivery of the MCCOG 
training program.  The Contractor is expected to identify, develop, and implement additive 
defensive cyber training that advances the workforce’s efficacy beyond initial training 
requirements.  The Contractor shall assist the MCCOG in constantly updating the training 
standard in order to keep pace with the maturation of defensive cyber operations. In addition, the 
Contractor may be required to attend cyber-related training events/conferences in support of the 
cyber defense program. 

 
The Contractor shall: 

a. Develop and implement a training plan (referred to as Training Management Plan in 
Section F, Deliverable 09) that complies with the requirements of each position as 
outlined by the training requirements in Table 1 below (also refer to DoD Directive 
8570.01-M “Information Assurance Workforce Improvement Program” (dated 24 Jan 
2012, or succeeding DoD training directive)). The Training Management Plan shall 
describe how the Contractor will achieve the DCOS training described in Table 1 (DCOS 
Internal Training, DoD 8570 Information Assurance track and DoD 8570 CNDSP track) 
for each contractor employee. The offeror’s plan shall ensure that the three applicable 
training tracks are met within 180 days of employee hire. The Training Management Plan 
shall list all current certifications held by key and non-key personnel and articulate how it 
will maintain a certified workforce through the duration of the TO. 

 
b. Deliver DCOS Internal Training (Table 1, Column B): 

 Provide courseware maintenance and course materials in support of Watch Team, 
Incident Response, Advanced Incident Handling, Hunt, Malware and Forensics, 
Exploit Analysis, Host Based Security, Network Sensor Support, Signature 
Development, Mitigation Action, and Red Team (Section F, Deliverable 22). 

 Provide instructor to deliver courseware from associated task and subtask areas 
(Watch Team, Incident Response, Advanced Incident Handling, Hunt, Malware 
and Forensics, Exploit Analysis, Host Based Security, Network Sensor Support, 
Signature Development, Mitigation Action, and Red Team) for all DCOS 
training. Instructors must be actively supporting the task area for which they 
instruct training. Each course is to be taught approximately once a quarter (See 
attachment T for a Sample Training Calendar). 

 
c. Develop and maintain a Defensive Cyber Operations Training and Readiness (T&R) 

manual per the standards set forth in Marine Corps Order P3500.72A, “Marine Corps 
Ground Training and Readiness (T&R) Program,” dated 18 April 2005 or later (Section 
F, Deliverable 33).  The objective of a DCOS T&R manual is the generation of 
operational standards for defensive personnel and the training regimens which 
accomplish those standards. A final product should provide individual, team, and section 
standards. As DOD and DCOS training requirements change, the T&R shall be updated 
accordingly. 
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C.4.6 TASK 6 – SURGE SUPPORT (OPTIONAL TASK) 

 
The contractor shall provide a surge capability and support for MCCOG Cyber Defense 
requirements and systems.  The contractor shall be prepared to provide staff resource support for 
unanticipated, as-needed surge support requirements for the following sections: cyber watch, 
incident response, advanced incident handling, mitigation action, information assurance, 
signature management and development, network sensor support, host sensor technicians, cyber 
threat analysis cell, hunt team, red team, database administrators, tool development and 
deployment, and training on short notice (i.e. few days to a month based on urgency).  The 
general expectation is for the contractor to respond within 10 to 14 days of the surge request. 

The contractor shall provide a Surge Support Plan (Section F, Deliverable 24) which identifies 
its procedures and timelines for providing surge support to the Government. Surge support shall 
be defined by milestones and last no longer than six months in duration without the approval of 
the CO. The process for initiating surge support shall be completed on a case-by-case basis, 
approved by the Government. 
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SECTION E – INSPECTION AND ACCEPTANCE 
 

E.2 PLACE OF INSPECTION AND ACCEPTANCE 
Inspection and acceptance of all work performance, reports, and other deliverables under this 
TO, shall be performed by the MCCOG TPOC and the FEDSIM COR. 

 
E.3 SCOPE OF INSPECTION 
All deliverables will be inspected for content, completeness, accuracy, and conformance to TO 
requirements by the FEDSIM COR.  Inspection may include validation of information or 
software through the use of automated tools, testing, or inspections of the deliverables, as 
specified in the TO.  The scope and nature of this inspection will be sufficiently comprehensive 
to ensure the completeness, quality, and adequacy of all deliverables. 

 
The Government requires a period NTE 15 workdays after receipt of final deliverable items for 
inspection and acceptance or rejection. 

 
E.4 BASIS OF ACCEPTANCE 
The basis for acceptance shall be compliance with the requirements set forth in the TO, the 
Contractor’s quote and relevant terms and conditions of the contract.  Deliverable items rejected 
shall be corrected in accordance with the applicable clauses. 

 
Reports, documents, and narrative-type deliverables will be accepted when all discrepancies, 
errors, or other deficiencies identified in writing by the Government have been corrected. 
If the draft deliverable is adequate, the Government may accept the draft and provide comments 
for incorporation into the final version. 

 
All of the Government's comments on deliverables must either be incorporated in the succeeding 
version of the deliverable, or the Contractor must demonstrate to the Government's satisfaction 
why such comments should not be incorporated. 

 
If the Government finds that a draft or final deliverable contains spelling errors, grammatical 
errors, or improper format, or otherwise does not conform to the requirements stated within this 
TO, the document may be immediately rejected without further review and returned to the 
Contractor for correction and resubmission.  If the Contractor requires additional Government 
guidance to produce an acceptable draft, the Contractor shall arrange a meeting with the 
FEDSIM COR. 

 
E.5 DRAFT DELIVERABLES 
The Government will provide written acceptance, comments, and/or change requests, if any, 
within 15 workdays (unless specified otherwise in Deliverables or Performance) from 
Government receipt of the draft deliverable. 

 
Upon receipt of the Government comments, the Contractor shall have ten workdays to 
incorporate the Government's comments and/or change requests and to resubmit the deliverable 
in its final form. 

 
E.6 WRITTEN ACCEPTANCE/REJECTION BY THE GOVERNMENT 
The contracting officer (CO) / COR will provide written notification of acceptance or rejection 
of all final deliverables within 15 workdays. All notifications of rejection will be accompanied 
with an explanation of the specific deficiencies causing the rejection. 
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SECTION E – INSPECTION AND ACCEPTANCE 
 

E.7 NON-CONFORMING PRODUCTS OR SERVICES 
Non-conforming products or services will be rejected. Deficiencies will be corrected, by the 
Contractor, within ten (10) workdays of the rejection notice.  If the deficiencies cannot be 
corrected within ten (10) workdays, the Contractor shall immediately notify the FEDSIM COR 
of the reason for the delay and provide a proposed corrective action plan within ten workdays. 
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GSA will carefully consider all of the Contractor’s proposed redactions and associated grounds 
for nondisclosure prior to making a final determination as to what information in such executed 
documents may be properly withheld. 

 
F.8 DELIVERABLES MEDIA 
The Contractor shall deliver all electronic versions by email and removable electronic media, as 
well as placing in the MCCOG designated repository. The following are the required electronic 
formats, whose versions must be compatible with the latest, commonly available version on the 
market. 

 
 
 
 
 
 
 
F.9 PLACE(S) OF DELIVERY 
Copies of all deliverables shall also be delivered to the FEDSIM COR, MCCOG TPOCs, and 
Contract Specialist at the following address: 

GSA Federal Acquisition Service (FAS), Assisted Acquisition Services (AAS), FEDSIM 
Tracey Washington 
1800 F Street, NW 
Washington, D.C. 20405 
Telephone: (703) 589-2610 
Email: tracey.washington@gsa.gov 

 
Technical Point of Contacts (TPOC) 
Marine Corps Cyberspace Operations Group (MCCOG) 
27410 Hot Patch Road 
Quantico, VA, 22134 

 
Samantha Crowell, Primary (TPOC) 
Telephone: (703) 432-6808 
Email: Samantha.Crowell@usmc.mil 

 

Jacqueline Clifton, Alternate TPOC 
Telephone: (703) 432-4857 
Email: Jacqueline.Clifton@usmc.mil 

 

MOCCG Client POCs 
Maj. Grace Janosek Email- Grace.janosek@usmc.mil, Phone: 703-432-6214 
Capt. Kia Logan Email - Kia.logan@usmc.mil, Phone: 703-432-6927 
Mike Yearsley Email - Michael.yearsley@usmc.mil Phone: 703-432-4136 
Terrie Blake Email - Terrie.blake@usmc.mil.        Phone: 703-432-6811 

 

Contract Specialist 
Jeffrey D. Chance 
1800 F Street, NW (QF0B) 
Washington, D.C. 20405 
Telephone:  (703) 615-0371 
Email:  jeffrey.chance@gsa.gov 

 Text MS Word 
 Spreadsheets MS Excel 
 Briefings MS PowerPoint 
 Drawings MS Visio 
 Schedules MS Project 
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F.10 NOTICE REGARDING LATE DELIVERY/PROBLEM NOTIFICATION 
REPORT (PNR) 

 
The Contractor shall notify the FEDSIM COR via a Problem Notification Report (PNR) as soon 
as it becomes apparent to the Contractor that a scheduled delivery will be late. The Contractor 
shall include in the PNR the rationale for late delivery, the expected date for the delivery, and the 
project impact of the late delivery.  The FEDSIM COR will review the new schedule and provide 
guidance to the Contractor.  Such notification in no way limits any Government contractual 
rights or remedies including, but not limited to, termination. 
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G.3.5  CONTRACTING OFFICER’S REPRESENTATIVE 
The CO appointed a COR in writing through a COR Appointment Letter (Section J, Attachment 
A). The COR will receive, for the Government, all work called for by the TO and will represent 
the CO in the technical phases of the work. The COR will provide no supervisory or instructional 
assistance to contractor personnel. 

 
The COR is not authorized to change any of the terms and conditions, scope, schedule, and price 
of the Contract or the TO. Changes in the scope of work will be made only by the CO by 
properly executed modifications to the Contract or the TO. 

 
G.3.5.1   CONTRACT ADMINISTRATION 

 
Contracting Officer: 

Frank Bottalico 
GSA FAS AAS FEDSIM 
1800 F Street, NW 
Washington, D.C. 20405 
Telephone: (202) 674-2886 
Email:  frank.bottalico@gsa.gov 

 

Contracting Officer’s Representative: 
Tracey Washington 
1800 F Street, NW 
Washington, D.C. 20405 
Telephone: (703) 589-2610 
Email: tracey.washington@gsa.gov 

 
Technical Point of Contact 

Samantha Crowell 
Marine Corps Cyberspace Operations Group (MCCOG) 
27410 Hot Patch Road 
Quantico, VA, 22134 
Telephone: (703) 432-6808 
Email: Samantha.Crowell@usmc.mil 

 

Alternate Technical Point of Contact 
Jacqueline Clifton 
Marine Corps Cyberspace Operations Group (MCCOG) 
27410 Hot Patch Road 
Quantico, VA, 22134 
Telephone: (703) 432-4857 
Email: Jacqueline.Clifton@usmc.mil 

 

G.9.6 INVOICE SUBMISSION 
The Contractor shall submit Requests for Payments in accordance with the format contained in 
General Services Administration Acquisition Manual (GSAM) 552.232-25, Prompt Payment 
(NOV 2009), to be considered proper for payment.  In addition, the following data elements shall 
be included on each invoice. 



SECTION G – CONTRACT ADMINISTRATION DATA 

GSQ0016AJ0074 PO16 PAGE G-2 

 

 

 

Task Order Number:  (from GSA Form 300, Block 2) 
Paying Number:  (ACT/DAC NO). (From GSA Form 300, Block 4) 
FEDSIM Project Number: NA00742 / IA 15015NAM 
Project Title: Cyber Defense 

 
The Contractor shall certify with a signed and dated statement that the invoice is correct and 
proper for payment. 

 
The Contractor shall provide invoice backup data in accordance with the contract type, including 
detail such as labor categories, rates, and quantities of labor hours per labor category. 

 
The Contractor shall submit invoices as follows: 

 
The Contractor shall utilize FEDSIM’s electronic Assisted Services Shared Information SysTem 
(ASSIST) to submit invoices.  The Contractor shall submit invoices electronically by logging 
onto the following link (requires Internet Explorer to access the link): 

https://portal.fas.gsa.gov 
 
Log in using your assigned ID and password, navigate to the order against which you want to 
invoice, click the Invoices and Acceptance Reports link in the left navigator, and then click the 
Create New Invoice button.  The AASBS Help Desk should be contacted for support at 877-472- 
4877 (toll free) or by email at AASBS.helpdesk@gsa.gov.  By utilizing this method, no paper 
copy of the invoice shall be submitted to GSA FEDSIM or the GSA Finance Center.  However, 
the FEDSIM COR may require The Contractor to submit a written “hardcopy” invoice with the 
client’s certification prior to invoice payment. 

 
G.9.6.1 INVOICE REQUIREMENTS 
The Contractor shall submit simultaneous copies of the invoice to both GSA and the client POC. 
Receipts are provided on an as requested basis. If the TO has different contract types, each 
should be addressed separately in the invoice submission. The final invoice is desired to be 
submitted within six months of project completion. 

 
G.9.6.1.1 COST-PLUS-FIXED-FEE (CPFF) CLINs 
The Contractor may invoice monthly on the basis of cost incurred for the CPFF CLINs. The 
invoice shall include the period of performance covered by the invoice and the CLIN number 
and title. All hours and costs shall be reported by CLIN element (as shown in Section B), by 
contractor employee, and shall be provided for the current billing month and in total from project 
inception to date. The Contractor shall provide the invoice data in spreadsheet form with the 
following detailed information. The listing shall include separate columns and totals for the 
current invoice period and the project to date. 

 
a. Employee name (current and past employees) 
b. Employee company 
c. Employee Alliant labor category 
d. Employee functional labor category 
e. Task and Subtask supported, indicate Surge employees billing against the Optional Surge 

Support CLIN 
f. Exempt or non-exempt 
g. Monthly and total cumulative hours worked, Dates of Service for Current Invoice 
h. Effective hourly rate 
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i. Fixed fee 
j. Any cost incurred not billed 
k. Labor adjustments (from any previous months (e.g., timesheet corrections)) 
l. Current approved provisional billing rates in support of indirect costs billed 

All cost presentations provided by the Contractor shall also include Overhead charges and 
General and Administrative charges at a minimum at the cost center level and shall also include 
the Overhead and General and Administrative rates being applied. 

 
G.9.6.1.2 OTHER DIRECT COSTS (ODCs) 
The Contractor may invoice monthly on the basis of cost incurred for the ODCs CLINs. The 
invoice shall include the period of performance covered by the invoice and the CLIN number 
and title. In addition, the Contractor shall provide the following detailed information for each 
invoice submitted, as applicable.  Spreadsheet submissions are required. 

a. ODCs purchased 
b. Request to Initiate Purchase number or identifier 
c. Date accepted by the Government 
d. Associated CLIN 
e. Project-to-date totals by CLIN 
f. Cost incurred not billed 
g. Remaining balance of the CLIN 

All cost presentations provided by the Contractor shall also include Overhead charges, General 
and Administrative charges, and Fee (if applicable) in accordance with the Contractor’s DCAA 
cost disclosure statement. 

 
G.9.6.1.3 TRAVEL 
Contractor costs for travel will be reimbursed at the limits set in the following regulations (see 
FAR 31.205-46): 

 
a. Joint Travel Regulation (JTR) - prescribed by the GSA, for travel in the contiguous U.S. 
b. Federal Travel Regulation (FTR) Volume 2, Department of Defense (DoD) Civilian 

Personnel, Appendix A - prescribed by the DoD, for travel in Alaska, Hawaii, and 
outlying areas of the U.S. 

c. Department of State Standardized Regulations (DSSR) (Government Civilians, Foreign 
Areas), Section 925, "Maximum Travel Per Diem Allowances for Foreign Areas" - 
prescribed by the Department of State, for travel in areas not covered in the FTR or JTR. 

 
The Contractor may invoice monthly on the basis of cost incurred for cost of travel comparable 
with the JTR/FTR.  The invoice shall include the period of performance covered by the invoice, 
the CLIN number and title.  Separate worksheets, in MS Excel format, shall be submitted for 
travel. 

 
CLIN/Task Total Travel: This invoice information shall identify all cumulative travel costs billed 
by CLIN/Task.  The current invoice period’s travel details shall include separate columns and 
totals and include the following: 

a. Travel Authorization Request number or identifier, approver name, and approval date 
b. Current invoice period 
c. Names of persons traveling 
d. Number of travel days 
e. Dates of travel for each employee 
f. Number of days per diem charged 
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g. Per diem rate used 
h. Total per diem charged 
i. Transportation costs 
j. Total charges 
k. Explanation of variances exceeding 10% of the approved versus actual costs 
l. Indirect Handling Rate 

 
All cost presentations provided by the Contractor shall also include Overhead charges and 
General and Administrative charges in accordance with the Contractor’s DCAA cost disclosure 
statement. 
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H.1 KEY PERSONNEL 
The following are the minimum personnel who shall be designated as “Key.” The Government 
does not intend to dictate the composition of the ideal team to perform this TO. 

 
a. Program Manager (PM) 
b. Discovery & Counter-Infiltration (D&CI) Technical Lead 
c. Sensor Grid Support Technical Lead 
d. Security Information and Event Manager Subject Matter Expert 
e. Red Team Developer Subject Matter Expert 

 
The Government desires that Key Personnel be assigned for the duration of the TO. 

 
H.1.1 PROGRAM MANAGER 
It is required that the PM has the following qualifications: 

a. Active PMI PMP or DAWIA Level III 
b. Bachelor’s Degree in Computer Science or related IT field 
c. At least five years of experience managing a program of similar in size and scope to that 

outlined in this PWS. 
d. At least ten years of experience supporting a program in a DoD Computing Environment, 

Network Environment, and enclave environment. 
e. Top Secret / Single Scope Background Investigation (SSBI) 

It is desired that the PM has the following qualifications: 
a. Possess IAT Level II or greater 
b. Demonstrated management experience in an enterprise-level (minimum of 50k users) 

Computer Network Defense (CND) environment. 
 
H.1.2 D&CI TECHNICAL LEAD 
It is required that the D&CI Technical Lead has the following qualifications: 

a. At least five years of demonstrated experience with CND tools, tactics, and techniques in 
a computer network defense environment. 

b. At least five years of experience managing personnel in an information assurance 
environment. 

c. Top Secret / Single Scope Background Investigation (SSBI) 
It is desired that the D&CI Technical Lead has the following qualifications: 

a. Possess CNDSP Analyst certification 
b. Possess IAT Level III certification 
c. Demonstrated experience handling national state level intrusions. 

 
H.1.3 SENSOR GRID SUPPORT TECHNICAL LEAD 
It is required that the Sensor Grid Support Technical Lead has the following qualifications: 

a. At least five years of demonstrated experience in supporting CND and/or network 
systems and technology. 

b. At least five years of experience managing personnel in an information assurance 
environment. 

c. Top Secret / Single Scope Background Investigation (SSBI) 
It is desired that the Sensor Grid Support Technical Lead has the following qualifications: 

a. Possess CNDSP Infrastructure Support certification 
b. Possess IAT Level III certification 
c. Demonstrated experience leading operations and maintenance support for an enterprise- 

level (minimum of 50k users) sensor grid. 
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H.1.4 SECURITY INFORMATION AND EVENT MANAGER (SIEM) SUBJECT 
MATTER EXPERT 
It is required that the Security Information and Event Manager Subject Matter Expert has the 
following qualifications: 

a. Experience leveraging McAfee’s NitroSecurity (or Enterprise Security Manager) toolset, 
including maintenance, cyber analytics and correlation use cases. 

b. At least five years overall experience with CND and cyber security tools 
c. Top Secret / Single Scope Background Investigation (SSBI) 

It is desired that the SIEM Manager Subject Matter Expert has the following qualifications: 
a. Demonstrated experience leveraging NitroSecurity to enhance the detection of adversary 

activity. 
b. Possess IAT Level II certification or greater 

 
H.1.5 RED TEAM DEVELOPER SUBJECT MATTER EXPERT 
It is required that the Red Team Developer have the following qualifications: 

a. At least five years of experience performing various assessments (penetrations tests of 
systems and networks within a DoD Network Environment of enclave. 

b. At least five years of experience developing exploit code for network and system 
penetration testing. 

c. At least five years of experience developing and maintaining custom applications that 
exploit known system vulnerabilities or system mis-configurations ensuring successful 
command and control during red team operations. 

d. Top Secret / Single Scope Background Investigation (SSBI) 
It is desired that the Red Team Developer has the following qualifications: 

a. Demonstrated experience developing undetected malware for use in red team assessments 
against enterprise-level networks. 

b. Possess IAT Level III certification 
 
H.2 KEY PERSONNEL SUBSTITUTION 
The Contractor shall not replace any personnel designated as Key Personnel without the written 
concurrence of the CO.  Prior to utilizing other than personnel specified in proposals in response 
to a TOR, the Contractor shall notify the Government CO and the COR of the existing TO. This 
notification shall be no later than ten calendar days in advance of any proposed substitution and 
shall include justification (including resume(s) and labor category of proposed substitution(s)) in 
sufficient detail to permit evaluation of the impact on TO performance. 

 
Substitute personnel qualifications shall be equal to, or greater than, those of the personnel being 
substituted.  If the Government CO and the COR determine that the proposed substitute 
personnel is unacceptable, or that the reduction of effort would be so substantial as to impair the 
successful performance of the work under the TO, the Contractor may be subject to default 
action as prescribed by FAR 52.249-6, Termination (Cost Reimbursement). 

 
H.3 GENERAL PERSONNEL REQUIREMENTS 
The DOD 8570.01-M “Information Assurance Workforce Improvement Program” (dated 24 Jan 
2012 or later) established the guidance for personnel requirements conducting Information 
Assurance (IA) functions. The MCCOG has established training certification requirements for all 
personnel (key and non-key) supporting this contract. The Contractor must be compliant with the 
training certification requirements (DoD 8570 IA Category and CND-SP Specialty) within 180 
days of the start of the task order or employee hire. The applicable courses and certifications for 
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prevention, health and safety; and takes proper care of all Government property in their 
possession. 

 
Upon completion or termination of this Contract, any Government furnished equipment, 
property, or items provided to the Contractor shall be returned to the Government. 

 
H.5 SECURITY REQUIREMENTS 

 
H.5.1 SECURITY CLEARANCES 

i. The primary MCCOG site (Quantico, VA) will be transitioning to a SCIF environment 
during the performance period of this contract which will require Top Secret / SCI access 
for all contractor personnel. The Government will provide a 90-day notice prior to the 
transition to the SCIF environment. Interim clearances for contractor staff may be granted 
for a 90 day period. The contractor shall provide written justification for contractor staff 
exceptions that extend beyond the 90 day period. Final approval will be granted by the 
Government. 

Upon award, the following task areas require personnel with Top Secret / Single Scope 
Background Investigation (SSBI) for access to SCIFs at MCCOG, US Marine Corps Forces 
Cyberspace (MARFORCYBER) and USCYBERCOM: 

 All designated Key Personnel 
 All Advanced Incident Handling (C.4.2.1.3) 
 All Exploit Analysis (C.4.2.3.2) 
 At least 50% of Hunt Team (C.4.2.2) 
 At least 50% of Malware and Forensics Support (C.4.2.3.1) 

The remaining personnel must possess upon award, at a minimum, a valid Secret clearance or 
interim Secret clearance based on an open single scope background investigation 
SCI involvement entails unescorted access into SCI spaces to participate in discussions, meetings 
and planning sessions.  There is no requirement for access to SCI materials or systems; however, 
there could be incidental exposure to SCI. Contract personnel will not create, manipulate or 
store SCI products under this contract. Contract personnel will not be provided SCI network log- 
on or email accounts. The Marine Corps Intelligence Activity (MCIA) SSO provides SCI support 
for required contractor employees. 

 
H.5.2 INFORMATION ASSURANCE 
The Contractor may have access to sensitive (to include privileged and confidential) data, 
information, and materials of the U.S. Government. These printed and electronic documents are 
for internal use only and remain the sole property of the U.S. Government. Some of these 
materials are protected by the Privacy Act of 1974 (AMENDED) and Title 38. Unauthorized 
disclosure of Privacy Act or Title 38 covered materials is a criminal offense. 
H.6 ORGANIZATIONAL CONFLICT OF INTEREST AND NON-DISCLOSURE 
REQUIREMENTS 

 
H.6.1   ORGANIZATIONAL CONFLICT OF INTEREST (OCI) 

a. Offerors are required to provide any potential OCI. The nature of the conflict of interest 
may involve prime contractor, subcontractors of any tier, or contractor team 
arrangements maintaining contractual relationship or potential work with the (insert name 
of client). This includes program solutions pertaining to, but not limited to, the system, 
system components, specifications, work statements, interface resolutions, test 
requirements, test data, management of other contractors or design, evaluation services, 
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and proprietary information. In accordance with FAR Subpart 9.5 the Contractor shall 
immediately disclose this actual or potential OCI. 

b. If any such conflict of interest is found to exist, the CO may (1) disqualify the offeror, or 
(2) determine that it is otherwise in the best interest of the United States to contract with 
the offeror and include the appropriate provisions to avoid, neutralize, mitigate, or waive 
such conflict in the contract awarded. After discussion with the offeror, the CO may 
determine that the actual conflict cannot be avoided, neutralized, mitigated or otherwise 
resolved to the satisfaction of the Government, and the offeror may be found ineligible 
for award. 

c. Disclosure: The offeror hereby represents, to the best of its knowledge that: 
   (1) It is not aware of any facts which create any actual or potential organizational 
conflicts of interest relating to the award of this contract, or 
   (2) It has included information in its proposal, providing all current information 
bearing on the existence of any actual or potential organizational conflicts of interest, and 
has included a mitigation plan in accordance with paragraph (d) of this provision. 
If the offeror represents that it has no actual OCI than it shall include a statement to that 
the best of its knowledge. 

d. Mitigation. If an offeror with a potential or actual conflict of interest or unfair 
competitive advantage believes the conflict can be avoided, neutralized, or mitigated, the 
offeror shall submit a mitigation plan to the Government for review. Award of a contract 
where an actual or potential conflict of interest exists shall not occur before Government 
approval of the mitigation plan. If a mitigation plan is approved, the restrictions of this 
provision do not apply to the extent defined in the mitigation plan. 

e. Other Relevant Information: In addition to the mitigation plan, the CO may require 
further relevant information from the offeror. The CO will use all information submitted 
by the offeror, and any other relevant information known to the General Services 
Administration (GSA), to determine whether an award to the offeror may take place, and 
whether the mitigation plan adequately neutralizes or mitigates the conflict. 

f. Corporation Change. The successful offeror shall inform the CO within thirty calendar 
days of the effective date of any corporate mergers, acquisitions, and/or divestures that 
may affect this provision. 

g. Flow-down. The Contractor shall insert the substance of this clause in each subcontract of 
any tier that exceeds the simplified acquisition threshold. 

 
H.6.2   NON-DISCLOSURE REQUIREMENTS 
If the Contractor acts on behalf of, or provides advice with respect to any phase of an agency 
procurement, as defined in FAR 3.104-4, then the Contractor shall execute and submit a 
Corporate Non-Disclosure Agreement (NDA) Form (Section J, Attachment G) and ensure that 
all its personnel (to include subcontractors, teaming partners, and consultants) who will be 
personally and substantially involved in the performance of the TO: 

 
a. Are listed on a signed Addendum to Corporate Non-Disclosure Agreement (NDA) Form 

(Section J, Attachment G) prior to the commencement of any work on the TO, 
b. Are instructed in the FAR 3.104 requirements for disclosure, protection, and marking of 

contractor bid or proposal information, or source selection information, and 
c. Are instructed in FAR Part 9 for third party disclosures when acting in an advisory 

capacity. 
 
All proposed replacement contractor personnel also must be listed on a signed Addendum to 
Corporate NDA and be instructed in the requirements of FAR 3.104. Any information provided 
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by contractors in the performance of this TO or obtained by the Government is only to be used in 
the performance of the TO. The Contractor shall put in place appropriate procedures for the 
protection of such information and shall be liable to the Government for any misuse or 
unauthorized disclosure of such information by its personnel, as defined above. 

 
H.7 SECTION 508 COMPLIANCE REQUIREMENTS 
Unless the Government invokes an exemption, all Electronic and Information Technology (EIT) 
products and services proposed shall fully comply with Section 508 of the Rehabilitation Act of 
1973, per the 1998 Amendments, 29 United States Code (U.S.C.) 794d, and the Architectural 
and Transportation Barriers Compliance Board’s Electronic and Information Technology 
Accessibility Standards at 36 Code of Federal Regulations (CFR) 1194. The Contractor shall 
identify all EIT products and services provided, identify the technical standards applicable to all 
products and services provided and state the degree of compliance with the applicable standards. 
Additionally, the Contractor must clearly indicate where the information pertaining to Section 
508 compliance can be found (e.g., Vendor’s or other exact web page location). The Contractor 
must ensure that the list is easily accessible by typical users beginning at time of award. 

 
H.8 COST ACCOUNTING SYSTEM 
The adequacy of the Contractor’s accounting system and its associated internal control system, 
as well as contractor compliance with the Cost Accounting Standards (CAS), affect the quality 
and validity of the Contractor data upon which the Government must rely for its management 
oversight of the Contractor and contract performance. The Contractor’s cost accounting system 
shall be adequate during the entire period of performance and shall permit timely development of 
all necessary cost data in the form required by the contract. 

 
H.9 PURCHASING SYSTEMS 
The objective of a contractor purchasing system assessment is to evaluate the efficiency and 
effectiveness with which the Contractor spends Government funds and complies with 
Government policy with subcontracting. 

 
Prior to the award of a TO the CO shall verify the validity of the Contractor's purchasing system. 
Thereafter, the Contractor is required to certify to the CO no later than 30 calendar days prior to 
the exercise of any options the validity of their purchasing system.  Additionally, if reviews are 
conducted of the purchasing system after the exercise of the option, the Contractor shall provide 
the results of the review to the CO within 10 workdays from the date the results are known to the 
Contractor. 
H.10 TRAVEL 

 
H.10.1 TRAVEL REGULATIONS 
Contractor costs for travel will be reimbursed at the limits set in the following regulations (see 
FAR 31.205-46): 

 
a. Federal Travel Regulations (FTR) - prescribed by the GSA, for travel in the contiguous 

U.S. 
b. Joint Travel Regulations (JTR), Volume 2, Department of Defense (DoD) Civilian 

Personnel, Appendix A - prescribed by the DoD, for travel in Alaska, Hawaii, and 
outlying areas of the U.S. 

c. Department of State Standardized Regulations (DSSR) (Government Civilians, Foreign 
Areas), Section 925, "Maximum Travel Per Diem Allowances for Foreign Areas" - 
prescribed by the Department of State, for travel in areas not covered in the FTR or JTR. 
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H.10.2 TRAVEL AUTHORIZATION REQUESTS 
Before undertaking travel to any Government site or any other site in performance of this 
Contract, the Contractor shall have this travel approved by, and coordinated with, the FEDSIM 
COR.  Notification shall include, at a minimum, the number of persons in the party, traveler 
name, destination, duration of stay, purpose, and estimated cost. Prior to any long distance 
travel, the Contractor shall prepare a Travel Authorization Request for Government review and 
approval.  Long distance travel will be reimbursed for cost of travel comparable with the Joint 
Travel Regulations (JTR) and Department of State Standardized Regulations (DSSR).  Requests 
for travel approval shall: 

 
a. Be prepared in a legible manner. 
b. Include a description of the travel proposed including a statement as to purpose. 
c. Be summarized by traveler. 
d. Identify the TO number. 
e. Identify the CLIN associated with the travel. 
f. Be submitted in advance of the travel with sufficient time to permit review and approval. 

 
The Contractor shall use only the minimum number of travelers and rental cars needed to 
accomplish the task(s).  Travel shall be scheduled during normal duty hours whenever possible. 

 
H.11 ODCs 
The Government may require the Contractor to purchase supplies critical and related to the 
services being acquired under the TO. Such requirements will be identified at the time a TOR is 
issued or may be identified during the course of a TO by the Government or the Contractor.  If 
the Contractor initiates a purchase within the scope of this TO and the prime contractor has an 
approved purchasing system, the Contractor shall submit to the FEDSIM COR a Request to 
Initiate Purchase (RIP).  If the prime contractor does not have an approved purchasing system, 
the Contractor shall submit to the CO a Consent to Purchase (CTP). The RIP and CTP shall 
include the purpose, specific items, estimated cost, cost comparison, and rationale. The 
Contractor shall not make any purchases without an approved RIP from the COR or an approved 
CTP from the CO. 

 
H.12 INTELLECTUAL PROPERTY RIGHTS 
The existence of any patent, patent application or other intellectual property right that encumbers 
any deliverable must be disclosed in writing on the cover letter that accompanies the delivery. If 
no such disclosures are provided, the data rights provisions in DFAR 252.227-7013 and 252.227- 
7014 apply. 

 
H.13 CONTRACTOR IDENTIFICATION 
As stated in 48 CFR 211.106, Purchase Descriptions for Service Contracts, contractor personnel 
shall identify themselves as contractor personnel by introducing themselves or being introduced 
as contractor personnel and by displaying distinguishing badges or other visible identification for 
meetings with Government personnel.  Contractor personnel shall appropriately identify 
themselves as contractor employees in telephone conversations and in formal and informal 
written correspondence. 
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H.14 TRAINING FACILITY REQUIREMENTS (OPTIONAL) 
In the event Task 5 – Training is executed, the Contractor shall provide a fixed facility space in a 
classroom or conference room configuration to support the Government with DCOS internal 
training requirements. Class sizes range from 1 to 16 persons total. Therefore, the facility shall: 

 
 Accommodate a minimum of 16 people. 
 Be located within 15 miles driving distance of the MCCOG Quantico location (27410 

Hot Patch Road, Quantico VA 22134). 
 Be equipped with a minimum of 16 laptops (see Attachment U for Training Equipment 

List) to support classroom instructional training. 
 
The cost of the facility and equipment will be reimbursed via the ODC CLINs. The Contractor’s 
facility shall be fully operational within 30 days of Government notice. 
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52.204-21 Basic Safeguarding Of Covered Contractor Information Systems. 
 

BASIC SAFEGUARDING OF COVERED CONTRACTOR INFORMATION SYSTEMS (JUN 2016) 
 

(a) Definitions. As used in this clause– 
“Covered contractor information system” means an information system that is owned or 

operated by a contractor that processes, stores, or transmits Federal contract information. 
“Federal contract information” means information, not intended for public release, that is 

provided by or generated for the Government under a contract to develop or deliver a product or 
service to the Government, but not including information provided by the Government to the 
public (such as on public websites) or simple transactional information, such as necessary to 
process payments. 

“Information” means any communication or representation of knowledge such as facts, data, 
or opinions, in any medium or form, including textual, numerical, graphic, cartographic, 
narrative, or audiovisual (Committee on National Security Systems Instruction (CNSSI) 4009). 

“Information system” means a discrete set of information resources organized for the 
collection, processing, maintenance, use, sharing, dissemination, or disposition of information 
(44 U.S.C. 3502). 

“Safeguarding” means measures or controls that are prescribed to protect information systems. 
(b) Safeguarding requirements and procedures. 

(1) The Contractor shall apply the following basic safeguarding requirements and 
procedures to protect covered contractor information systems. Requirements and procedures for 
basic safeguarding of covered contractor information systems shall include, at a minimum, the 
following security controls: 

(i) Limit information system access to authorized users, processes acting on behalf of 
authorized users, or devices (including other information systems). 

(ii) Limit information system access to the types of transactions and functions that 
authorized users are permitted to execute. 

(iii) Verify and control/limit connections to and use of external information systems. 
(iv) Control information posted or processed on publicly accessible information systems. 
(v) Identify information system users, processes acting on behalf of users, or devices. 
(vi) Authenticate (or verify) the identities of those users, processes, or devices, as a 

prerequisite to allowing access to organizational information systems. 
(vii) Sanitize or destroy information system media containing Federal Contract 

Information before disposal or release for reuse. 
(viii) Limit physical access to organizational information systems, equipment, and the 

respective operating environments to authorized individuals. 
(ix) Escort visitors and monitor visitor activity; maintain audit logs of physical access; 

and control and manage physical access devices. 
(x) Monitor, control, and protect organizational communications (i.e., information 

transmitted or received by organizational information systems) at the external boundaries and 
key internal boundaries of the information systems. 

(xi) Implement subnetworks for publicly accessible system components that are 
physically or logically separated from internal networks. 

(xii) Identify, report, and correct information and information system flaws in a timely 
manner. 

(xiii) Provide protection from malicious code at appropriate locations within 
organizational information systems. 

(xiv) Update malicious code protection mechanisms when new releases are available. 
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(xv) Perform periodic scans of the information system and real-time scans of files from 
external sources as files are downloaded, opened, or executed. 

(2) Other requirements. This clause does not relieve the Contractor of any other specific 
safeguarding requirements specified by Federal agencies and departments relating to covered 
contractor information systems generally or other Federal safeguarding requirements for 
controlled unclassified information (CUI) as established by Executive Order 13556. 

(c) Subcontracts. The Contractor shall include the substance of this clause, including this 
paragraph (c), in subcontracts under this contract (including subcontracts for the acquisition of 
commercial items, other than commercially available off-the-shelf items), in which the 
subcontractor may have Federal contract information residing in or transiting through its 
information system. 

 
52.247-67 SUBMISSION OF TRANSPORTATION DOCUMENTS FOR AUDIT. 

 

SUBMISSION OF TRANSPORTATION DOCUMENTS FOR AUDIT (FEB 2006) 
 

(a) The Contractor shall submit to the address identified below, for prepayment audit, 
transportation documents on which the United States will assume freight charges that were 
paid— 

(1) By the Contractor under a cost-reimbursement contract; and 
(2) By a first-tier subcontractor under a cost-reimbursement subcontract thereunder. 

(b) Cost-reimbursement Contractors shall only submit for audit those bills of lading with 
freight shipment charges exceeding $100. Bills under $100 shall be retained on-site by the 
Contractor and made available for on-site audits. This exception only applies to freight shipment 
bills and is not intended to apply to bills and invoices for any other transportation services. 

(c) Contractors shall submit the above referenced transportation documents to— 
Contracting Officer’s Representative Tracey Washington at tracey.washington@gsa.gov. 

(End of clause) 
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ATTACHMENT B 
MONTHLY STATUS REPORT FOR (MONTH AND YEAR) 

 
Contractor Name 

Task Order Number 
Prepared by: 

Reporting Period: 
Page 1 of    

 
 
Monthly Status Report 

 

Work Planned for the Month 
 
 

Work Completed During the Month 
 
 

Work Not Completed During the Month 
 
 

Work Planned for Next Month 
 
 

Contract Meetings 
Indicate the meeting date, meeting subject, persons in attendance and duration of the meeting. 

 
 

Deliverable Status 
 

Issues/Questions/Recommendations 
 
 

Risks 
Indicate potential risks, their probability, impact, and proposed mitigation strategy. 

 
 

Funds/Hours Expended 
Total hours expended by the contractor during the week. Total funds expended by the contractor 
during the week. 
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ATTACHMENT C 
DEPARTMENT OF DEFENSE (DD) 254 

 

 
Attachment C - 
DD254 (2).doc 
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ATTACHMENT D 

TRAVEL AUTHORIZATION TEMPLATE 
 
 

 
Attachment D - 

Travel Authorization. 
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ATTACHMENT E 
 

Reserved 
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ATTACHMENT F 
REQUEST TO INITIATE PURCHASE TEMPLATE 

 
 

 
Attachment F - 

Request to Initate Pu 
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ATTACHMENT G 

CORPORATE NON-DISCLOSURE AGREEMENT 
 
 

 
Attachment G - 

Corporate Non-Disclo 



(b) (4)

(b) (4)
(b) (4)
(b) (4)
(b) (4)
(b) (4)

(b) (4)

(b) (4)
(b) (4)
(b) (4)
(b) (4)

(b) (4)
(b) (4)
(b) (4)

(b) (4)
(b) (4)
(b) (4)

(b) (4)
(b) (4)

(b) (4)

(b) (4)
(b) (4)

(b) (4)

(b) (4) (b) (4) (b) (4) (b) (4) (b) (4)
(b) (4) (b) (4) (b) (4) (b) (4) (b) (4)
(b) (4) (b) (4) (b) (4) (b) (4) (b) (4)

(b) (4)(b) (4) (b) (4)
(b) (4)
(b) (4)
(b) (4)
(b) (4)
(b) (4)
(b) (4)

(b) (4)
(b) (4)
(b) (4)(b) (4)

(b) (4)
(b) (4)

(b) (4)
(b) (4)

(b) (4)
(b) (4)
(b) (4)
(b) (4)
(b) (4)

(b) (4)

(b) (4) (b) (4)
(b) (4)(b) (4)

(b) (4) (b) (4)

(b) (4) (b) (4)
(b) (4)(b) (4)(b) (4) (b) (4)

(b) (4)
(b) (4)

(b) (4) (b) (4)

(b) (4)
(b) (4)

(b) (4)
(b) (4)
(b) (4)
(b) (4)
(b) (4)
(b) (4)
(b) (4)

(b) (4)
(b) (4) (b) (4)

(b) (4)

(b) (4)

(b) (4)
(b) (4) (b) (4)

(b) (4)(b) (4)
(b) (4)

(b) (4)
(b) (4)

(b) (4) (b) (4)
(b) (4)

(b) (4)
(b) (4) (b) (4) (b) (4)

(b) (4) (b) (4)

(b) (4)
(b) (4)

(b) (4) (b) (4)
(b) (4)
(b) (4)(b) (4)

(b) (4)

(b) (4)
(b) (4)
(b) (4)

(b) (4)
(b) (4)
(b) (4)
(b) (4)

(b) (4)
(b) (4)

(b) (4) (b) (4)
(b) (4)(b) (4) (b) (4)(b) (4)



SECTION J – LIST OF ATTACHMENTS 

GSQ0016AJ0074 PO16 PAGE J-10 

 

 

 
ATTACHMENT I 

QUALITY ASSURANCE SURVEILLANCE PLAN 
 
 

 
Attachment I - 

Quality Assurance Su 
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ATTACHMENT K 
ACRONYM LIST 

 
 

 
Attachment K - 

Acronym List.docx 
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ATTACHMENT L 
PROBLEM NOTIFICATION REPORT 

 
 
TASK ORDER NUMBER: DATE:    

 

1. Nature and sources of problem: 
 
 
2. COTR was verbally notified on: (date)    

 
 
3. Is action required by the Government? Yes   No   

 
 
4. If  YES, describe Government action required and date required: 

 
 
5. Will problem impact delivery schedule? Yes   No   

 
 
6. If YES, identify what deliverables will be affected and extent of delay: 

 
 
7. Can required delivery be brought back on schedule? Yes   No   

 
 
8. Describe corrective action needed to resolve problems: 

 
 
9. When will corrective action be completed? 

 
 
10. Are increased costs anticipated? Yes   No   

 
 
11. Identify amount of increased costs anticipated, their nature, and define Government responsibility 

for problems and costs: 
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ATTACHMENT M 

DELIVERABLE ACCEPTANCE/REJECTION FORM 
 

Dear (insert name of COTR) 
 

Please review the deliverable identified below, sign and date, and provide any comments either in the space provided or on 
an attached form. Comments are due by XX/XX/20XX. 

 
DELIVERABLE NAME: 
AGENCY NAME: 
PROJECT NAME: 
FEDSIM TASK ORDER/CONTRACT NUMBER: 
FEDSIM PROJECT NUMBER: 
DELIVERABLE DUE DATE: 

 
 

I have reviewed the aforementioned document and have: 
 Accepted it without comments 
 Accepted it with comments 
 Rejected it with comments 

COMMENTS: 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

   

(name) (date) 
(title) 
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ATTACHMENT S 

TOOLS AND TECHNOLOGY INVENTORY LIST 
 

 
Attachment S - Tools 
and Technology Inve 
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ATTACHMENT U 
Attachment U – Training Equipment List (Specifications) 

Qty Form Factor Processor Memory Operating 
System 

Applications 

1 Laptop Quad Core 8GB Windows 7 MS Office 
1 Laptop Quad Core 8GB Windows 7 MS Office 
1 Laptop Quad Core 8GB Windows 7 MS Office 
1 Laptop Quad Core 8GB Windows 7 MS Office 
1 Laptop Quad Core 8GB Windows 7 MS Office 
1 Laptop Quad Core 8GB Windows 7 MS Office 
1 Laptop Quad Core 8GB Windows 7 MS Office 
1 Laptop Quad Core 8GB Windows 7 MS Office 
1 Laptop Quad Core 8GB Windows 7 MS Office 
1 Laptop Quad Core 8GB Windows 7 MS Office 
1 Laptop Quad Core 8GB Windows 7 MS Office 
1 Laptop Quad Core 8GB Windows 7 MS Office 
1 Laptop Quad Core 8GB Windows 7 MS Office 
1 Laptop Quad Core 8GB Windows 7 MS Office 
1 Laptop Quad Core 8GB Windows 7 MS Office 
1 Laptop Quad Core 8GB Windows 7 MS Office 

 

Note: Additional software to support training will be provided by the Government. 
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ATTACHMENT V 
DOD POLICY REFERENCE DOCUMENTS 
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ATTACHMENT W 
CYBER INCIDENT SCENARIO (REMOVED AT AWARD) 
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ATTACHMENT X 
CORPORATE EXPERIENCE FORMAT 

(REMOVED AT AWARD) 
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ATTACHMENT Y 

AFTER ACTION REPORT (AAR) TEMPLATE 
 

 
Attachment Y - AAR 

Template.pdf 
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LETTER OF APPOINTMENT 

 
MEMORANDUM FOR SPENCER BURNS, FEDSIM PM 
 
Subject: Appointment as Contracting Officer’s Representative 
 
You are hereby appointed as the Contracting Officer's Representative (COR).  This 
appointment is from the award date through the life of the Contract, to include close out, 
unless rescinded or transferred.  As the COR, your primary duty is to monitor the 
Contractor's performance to ensure that all of the technical requirements under the 
contract are met by the delivery date or within the period of performance, and at the 
price or within the ceiling stipulated in the contract. 
In the performance of the duties delegated to you in this letter, you are cautioned that 
you could be held personally liable for actions taken or directions given by you to the 
Contractor that are beyond the authorities given to you in this letter.  The duties or 
authorities in this letter are not re-delegable; therefore, you must advise the Contracting 
Officer or the Contract Specialist immediately when you are unable to perform these 
duties. 
Your duties and limitations, as applicable to the contract you will be monitoring, are as 
follows: 
 
MONITORING AND EVALUATING PERFORMANCE 
Ensure that the Contractor complies with all of the requirements of the statement of 
work, specifications, or performance work statement.  When requested by the 
Contractor, provide technical assistance within the scope of the contract (e.g., 
interpreting specifications, statement of work, performance work statement, etc.).  When 
a difference of opinion between you and the Contractor occurs, notify the Contracting 
Officer and/or the Contract Specialist immediately for resolution. 
If the contract requires Key Personnel, the COR shall ensure that the personnel being 
used by the Contractor meet the requirements of the position.  Review and approve 
travel and other direct cost (ODC) prior to the Contractor incurring those expenses.  Any 
decrease in or lack of performance shall be brought to the attention of the Contracting 
Officer and/or Contract Specialist. 
If applicable and in accordance with FAR 42.302, the COR shall monitor contractor 
compliance with specifications or other contractual requirements requiring the delivery 
or use of environmentally preferable products, energy-efficient products, products 
containing recovered materials, and bio-based products. 



In accordance in Federal Acquisition Circular (FAC) 2005-34 and OMB Memorandum 
“Improving the Use of Contractor Performance Information” on July 29, 2009, CORs are 
responsible for entering past performance into the Past Performance Information 
Retrieval System (PPIRS) annually. 
 
MONITORING COSTS 
Review and evaluate the Contractor's progress in relation to the expenditures.  When 
the costs expended by the Contractor are not commensurate with the Contractor's 
progress, request a meeting with the Contractor and client in an attempt to resolve.  If a 
resolution cannot be found, bring this to the attention of the Contracting Officer and/or 
Contract Specialist for immediate action. 
Review and approve invoices using the rates and other fees established in the contract.  
Review the Contractor's invoices/vouchers for reasonableness and applicability to the 
contract and recommend approval or rejection for payment.  
 
CHANGES TO THE CONTRACT 
You cannot authorize the Contractor to stop work, and you are not authorized to delete, 
change, waive, or negotiate any of the technical requirements or other terms and 
conditions of the contract.  Should a change (monetary or otherwise) to the contract 
become necessary, it must be made by a contract modification issued by the 
Contracting Officer.  When in doubt, contact the Contracting Officer and/or Contract 
Specialist. 
Any contract change requested by the Contractor must be put in writing by the 
Contractor to the Contracting Officer for action.  If, however, you become aware of an 
impending change, you should immediately advise the Contracting Officer or Contract 
Specialist.  When the proposed change is received by the Contracting Officer, you will 
be required to provide the Contracting Officer with a written analysis and rationale for 
the change and to evaluate any costs associated with the change. 
You must also recognize and report to the Contracting Officer any Government-required 
changes to the contract (e.g., items or work no longer required, changes in the 
specifications, etc.).  
 
INSPECTION OF CONTRACT ITEMS 
Perform, in accordance with the terms of the contract, inspection, acceptance, or 
rejection of the services or deliverables under the contract.  The COR must prepare, in 
writing, a written acceptance or rejection, provide it to the Contractor, and store a copy 
on the FEDSIM common drive.  Immediately notify the Contracting Officer of all 
rejections and the reason for the action. 
Review progress reports from the Contractor and advise the Contracting Officer of any 
Contractor problems or action required to be taken by the Government. 



 
STANDARDS OF CONDUCT AND CONFLICT OF INTEREST 
To avoid improper business practices and personal conflicts of interest and to deal with 
their apparent or actual occurrences, the COR shall sign any applicable non-disclosure 
forms.  The COR shall also immediately report any potential conflict of interest to their 
supervisor. 
 
CONTRACT FILE CONTENT AND MAINTENANCE 
Establish and maintain an organized contract administration file to record all Contractor 
and Government actions pertaining to the contract.  The file must also include a copy of 
the COR Letter of Appointment and other documents describing the COR duties; a copy 
of the contract administration functions delegated to the contract administration office, 
which may not be delegated to the COR; and documentation of COR actions taken in 
accordance with the delegation of authority.  The files should be organized and saved 
on the FEDSIM common drive.   
 
CONTRACT CLOSEOUT 
Within 30 days after the Contractor has met all terms and conditions of the contract, you 
must evaluate the Contractor’s performance using the information contained in General 
Services Administration Regulation (GSAR) 542.1503-71 (sample format attached).  
 
Please acknowledge receipt and acceptance of this appointment by signing below.  
Please direct any questions you may have on this delegation to the Contracting Officer 
or Contract Specialist. 
 
I understand and accept my assignment as the Contracting Officer's Representative 
(COR)  

X

Signed by: Spencer S Burns  
 
 

 
 



GSAR 542.15 – Contractor Performance Information 
542.1503-71 – Information to collect. 

 

Note:  This checklist follows the standard format of GSAM 542.1542.15 and content requirements of 
GSAM 542.15.  The checklist may be tailored for the specific contract type.  Any “NO” responses 
noted below shall be accompanied with a statement explaining the observation(s).  For each 
observation(s) provide a recommendation to correct the non-compliance.  Observations identify 
areas of non-compliance and do require response (and action plans, if applicable).  Positive 
observations may be general or specific and may be suitable for replication across the agency as 
good practices.   

 
Contractor Performance Information 

 
Timeliness of delivery or performance Yes No NA 
(1) Adherence to contract delivery schedules.    
(2) Resolution of delays.    
(3) Number of “show cause” letters and “cure notices” issued.    
(4) Number of delinquent deliveries.    
(5) Number of contract extensions resulting from contractor-caused delays.    
(6) Timely submission or performance or required tests.    
(7) Other.    
Observations (specify item #): 
 
Recommendations: 

 

Conformance of product or service to contract requirements Yes No NA 
(1) Quality of workmanship.    
(2) Reliability.    
(3) Adequacy of correction of defects.    
(4) Number of safety defects.    
(5) Number of product rejections.    
(6) Results of laboratory tests.    
(7) Number and extent of warranty problems.    
(8) Other.    
Observations (specify item #): 
 
Recommendations: 

 
  



GSAR 542.15 – Contractor Performance Information 
542.1503-71 – Information to collect. 

Customer comments Num Qty NA 
(1) Number and quality of positive comments.    
(2) Number and nature of complaints.    
(3) Adequacy of resolving customer complaints.    
(4) Other.    
Observations (specify item #): 
 
Recommendations: 

 

Terminations for default Yes No NA 
    
Observations (specify item #): 
 
Recommendations: 

 

On-the-job safety performance record, including the number of 
lost or restricted workdays due to occupational injuries in 
comparison to the national average 

Yes No NA 

    
Observations (specify item #): 
 
Recommendations: 

 

Adequacy of contractor’s quality assurance system Yes No NA 
    
Observations (specify item #): 
 
Recommendations: 

 

Compliance with other key contract provisions Yes No NA 
(1) Subcontracting program    
(2) Labor standards    
(3) Safety standards.    
(4) Reporting requirements    
Observations (specify item #): 
 
Recommendations: 

 



GSAR 542.15 – Contractor Performance Information 
542.1503-71 – Information to collect. 

Exhibiting customer-oriented behavior Yes No NA 
    
Observations (specify item #): 
 
Recommendations: 

 

Other performance elements identified  Yes No NA 
    
Observations (specify item #): 
 
Recommendations: 

 

 



Industry Partner: Travel#
Client: Date: 

Project Name:
Project ID/IA#
Contract/Task Order:

Last Inv. Submitted 
TO:  FEDSIM Contracting Officer Representative CLIN#  Value:                       $0.00

CUM AMT BILLED:                  $0.00
BALANCE:                               $0.00

FROM: Requestor: ESTIMATE:                                 $0.00
THROUGH: Client POC BALANCE:                                 $0.00

SUBJECT:  

Purpose/Justification 
of Request:

The personnel who will support the above effort at this site is: Please note that a separate travel request form should be submitted for each individual traveler.

Travelers: Name: Company: Subcontractor POC:
Name:
Address:
City:
Phone:
E-Mail:
Subcontract Purchase Order:

Travel Itinerary:
Departure: Destination Return:
Leave Leave
Arrive Arrive

DestinationDate Date

TRAVEL AUTHORIZATION REQUEST

Travel Authorization Request #

Client Point of Contact:  IP Project Manager:

Version 06-12-12



Leave Leave
Arrive Arrive
Leave Leave
Arrive Arrive

ITEM
Travel (CLIN 0000): 

Airfare: @
Per Diem: @
Hotel: @
Other: car rental

Other Direct Costs (CLIN 0000) $0.00
Post Differential Pay
Danger Pay:
War Risk Insurance
Other

$0.00

Remarks:

Please contact me at (area code) 000-0000 if you have any concerns or questions.

Industry Partner Request: FEDSIM Approval: Client Acceptance:

Signature                                                                                    Date

The estimated cost of travel must represent the Government's best estimate.  The amount of obliated for this line item may be 
increased unilateraly by the Government if such action is deeemed advantageous.  Travel costs shall be reimbursed in accordance 
with Federal Travel Regulations (FTR).

SignatureSignature                                                                                      

Total ODC Cost (CLIN 0000):
Total Travel Cost (CLIN 0000):
Total Trip Cost NTE: $0.00

Material Handling Cost:

Subtotal Amount:

General & Administrative (G & A) Cost:

Below is the estimated cost of the trip for the contractors:
COST
$0.00

Version 06-12-12



Date Date Date

Version 06-12-12



Cyber Defense Acronym List 
 
AAR After Action Report 
ANSI American National Standards Institute 
APT Advanced Persistent Threat  
ASSIST Assisted Services Shared Information SysTem 
C2 Command and Control 
C&A Certification and Accreditation 
CAF Contract Access Fee 
CLIN Contract Line Item Number 
CJCSM Chairman of the Joint Chiefs of Staff Manual 
CM Configuration Management 
CMP Communication Management Plan 
CND Computer Network Defense 
CNDSP Computer Network Defense Service Provider  
CO Contracting Officer 
CONUS Continental United States 
COR Contracting Officer Representative 
COTS Commercial-Off-The-Shelf 
COST Cost Database 
CPFF Cost Plus Fixed Fee 
CTAC Cyber Threat Analysis Cell  
CTP Consent To Purchase 
CV Cost Variance 
CYBERCOM Cyber Command 
DAA Designated Approving Authority 
DBA Database Administrators 
DCOS  Defensive Cyber Operations Section 
D&CI Discovery & Counter-Infiltration  
DFAR Defense Federal Acquisition Regulation 
DFARS Defense Federal Acquisition Regulation Supplement 

DIACAP Defense Information Assurance Certification and 
Accreditation Process 

DISA  Defense Information Systems Agency 

DITSCAP DoD Information Technology Security Certification and 
Accreditation Process 

DoD Department of Defense 
DoDD Department of Defense Directive 
DoDI Department of Defense Instruction 
DON Department of Navy 
DSSR Department of  State Standardized Regulations 
DTS Defense Travel System 
EIT Electronic Information Technology 
ECP Engineering Change Proposal 
ETC Estimate to Completion 



FAR Federal Acquisition Regulation 
FEDSIM Federal Systems Integration and Management Office 
FOC Full Operational Capability  
FOIA Freedom of Information Act 
FTE Full-Time Equivalent 
FTR Federal Travel Regulations 
FUOU For Official Use Only 
FY Fiscal Year 
GFI Government-Furnished Information 
GFP Government-Furnished Property 
GOTS Government Off-The-Shelf Software 
GSA General Services Administration 
GSAM GSA Acquisition Manual 
HAT Host Assessment Team  
IA Information Assurance 
IAM Information Assurance Manager 
IAT Information Assurance Technical level 
IAVA Information Assurance Vulnerability Alert 
IAVM  Information Assurance Vulnerability Management 
IAW In accordance with 
IDS Intrusion Detection Systems 
IMS Integrated Master 
INFOSEC Information Security 
IOC Initial Operational Capability  
IPR In Progress Review 
IR Incident Response  
ISO International Organization for Standardization 
IT Information Technology 
JTR Joint Travel Regulation 
LAN Local Area Network 
LOE Level Of Effort 
NLT No Later Than 
MAC Moves, Adds, Changes 
MCD Marine Collections Database  
MCEN Marine Corps Enterprise Network 
MCIA  Marine Corps Intelligence Activity 
MCNOSC Marine Corps Network Operations and Security Center 
MSR Monthly Status Report 
NAC National Agency Check 
NIST National Institute of Standards and Technology  
NTE Not to Exceed 
OCI Organizational Conflict of Interest 
OCONUS Outside the Continental United States 
ODC Other Direct Cost 
OEM Original Equipment Manufacturer  



OS Operating System 
PDF Portable Document Format 
PII Personally Identifiable Information 
POA&M  Plans of Action and Milestone  
RIP Request to Initiate Purchase 
RMP Risk Management Plan 
PM Program Manager 
PMP Project Management Plan 
PNR Problem Notification Report 
POA&M Plan of Action and Milestones 
POC Point Of Contact 
POP Period of Performance 
QA Quality Assurance 
QASP Quality Assurance Surveillance Plan 
QC Quality Control 
QCP Quality Control Plan 
Q&A Questions and Answers 
RDBMS Relational Database Management System 
RIP Request to Initiate Purchase 
SA Senior Analyst 
SCI Sensitive Compartmented Information 
SECNAVINST Secretary of the Navy Instruction 
SECNAV-M Secretary of the Navy Manual 
SIEM  Security Information and Event Manager 
SIR Software Improvement Request 
SME Subject Matter Expert 
SOP Standard Operating Procedure 
SQL System Query Language 
SSBI Single Scope Background Investigation 
TA Travel Authorization 
TCP/IP Transmission Control Protocol / Internet Protocol 
TEB Technical Evaluation Board 
TEEP Training and Exercise Employment Plan 
TMP Training Management Plan 
TO Task Order 
TOS Tracking and Ordering System 
TOA Task Order Award 
TOR Task Order Request 
TPOC Technical Point of Contact 
TTP Tactics, Techniques, and Procedures 
TWA Travel Web Application 
VAC Variance at Completion 
VBA Visual Basic Application 
VM Virtual Machine 
VPN Virtual Private Network 



WA Watch Analyst 
WAN Wide Area Network 
WBS Work Breakdown Structure 
 



 

 

DELIVERABLE ACCEPTANCE/REJECTION FORM 
 
 
Dear (insert name of COTR) 
 
Please review the deliverable identified below, sign and date, and provide any comments 
either in the space provided or on an attached form.  Comments are due by 
XX/XX/20XX. 
 
DELIVERABLE NAME: 
AGENCY NAME: 
PROJECT NAME: 
FEDSIM TASK ORDER/CONTRACT NUMBER: 
FEDSIM PROJECT NUMBER: 
DELIVERABLE DUE DATE: 
 
 
I have reviewed the aforementioned document and have: 
 Accepted it without comments 
 Accepted it with comments 
 Rejected it with comments 
 
 
COMMENTS: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
_________________________     ______________ 
(name)          (date) 
(title) 



ATTACHMENT Q
Questions and Answers Template

Company Name:
Solicitation Number: GSC-QF0B-16-32968

Note to Offerors: Please provide the specific paragraph reference using the Section/Sub-Section numbers in the solicitation.

PARAGRAPH # PARAGRAPH TITLE QUESTION GOVERNMENT RESPONSE
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r) DoD Directive 5000.01, “The Defense Acquisition System,” 

May 12, 2003, certified current 20 Nov 2007 

s) Joint Publication 3-12 (R), “Cyberspace Operations,” 5 

February 2013 

t) DoD Instruction O-8530.2, “Support to Computer Network 

Defense (CND),” March 9 2001 

u) DoD Directive 5205.02-M, “DOD Operations Security (OPSEC) 

Program,” November 3 2008 

v) DoD Manual O-8530.1-M, “Department of Defense Computer 

Network Defense (CND) Service Provider Certification and 

Accreditation Program,” December 17, 2003 (NOTAL) 

w) CJCS CM-0363-08, Updated Definition of Cyberspace, July 10 

2008  

x) CJCSI 6510.01F, “Information Assurance (IA) and Support to 

Computer Network Defense (CND),” October 10 2013 

y) DoD Directive 8570.01, “Information Assurance (IA) Training, 

Certification, and Workforce Management,” April 23 2007 

z) SECNAVINST 5239.19, “DON Computer Network Incident Response 

and Reporting Requirements,” March 18, 2008 

aa) DoD Instruction 5230.29, “Security and Policy Review of DOD 

Information for Public Release,” August 13 2014 

bb) SECNAVINST 5211.5E, “DON Privacy Program,” December 28, 

2005 

cc) MCO 3070.2A, The Marine Corps (OPSEC) Program, 2 Jul 2013 

dd) ALNAV 070/07 “DON PII Annual Training Policy,” October 4 

2007 

ee) SECNAVINST 3030.4C, “DON Continuity of Operations Program,” 

July 22 2009 

ff) DoD 8570.01-M CH 3, “Information Assurance Workforce 

Improvement Program,” January 24 2012 

gg) DoD 5500.7-R, “Joint Ethics Regulations (JER),” November 17 

2011 

hh) DoD Directive 1344.10, “Political Activities by Members of 

the Armed Forces,” February 19 2008 

ii) SECNAV M-5210.1, “DON Records Management Program Records 

Management Manual,” January 2012 (Rev 1 incorporated May 

2012) 

jj) HQMC C4 MCIENT Strategy, October 2011 

kk) CJCSM 6510.01A: “Information Assurance and Computer Network 

Defense Volume 1 (Incident Handling Program)”, June 24 2009 

ll) CJCSM 6510B, “Cyber Incident Handling Program” July 12 2012 

mm) DoD Instruction 8520.03, “Identity Authentication for 

Information Systems”, May 13 2011 

nn) NIST Special Publication 800-37,” Guide for Applying the 

Risk Management Framework to Federal Information Systems: A 

Security Life Cycle Approach,” June 10, 2014 

oo) MCO 3100.4, Cyberspace Operations, July 27 2013 
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pp) DoDM 5200.01, “DoD Information Security Program: Marking of 

Classified Information”, March 19 2013 

qq) SECNAV M-5239.2, DON IA Workforce Management Manual IA 

Workforce Improvement Program”, May 2009 
       

Encl:  (1) Definitions 

       (2) Acronyms 

(3) Appendix A - MARINE CORPS COMMAND CYBER READINESS      

  INSPECTION (CCRI) PREPARATION PROCESSES AND   

  REQUIREMENTS 

 

1.  Situation   

 

 a.  Our adversaries continue to become more technically and 

tactically sophisticated.  They are utilizing low-cost attack 

tools making them a formidable and dangerous threat.  Others are 

far more sophisticated with financial backing and nation state 

support.  The implementation and adherence to policies and 

guidelines that support strong protection, detection, response, 

restoration, remediation, and mitigation activities are key to 

achieving and maintaining dominance on the cyber battlefield.  

It is imperative to implement timely, cost-effective, and 

proactive cybersecurity practices to increase the Marine Corps’ 

ability to identify and mitigate vulnerabilities and threats 

before exploitation can occur.   

 

 b.  Marine Corps Cybersecurity takes an enterprise-wide 

approach to protect United States Marine Corps critical 

information and intelligence from internal and external threats 

and attacks. This ensures that our Warfighters and Supporting 

Organizations are able to achieve and maintain information 

dominance across the full spectrum of military operations.  The 

Marine Corps Cybersecurity plan will be implemented in a unified 

approach to ensure the confidentiality, integrity, and 

availability of unclassified, sensitive, and classified 

information that is received, stored, processed, displayed, or 

transmitted by Marine Corps information systems; consolidates 

and focuses Marine Corps efforts in securing the information, 

including its associated systems and resources; increases the 

level of trust of this information and the originating source; 

and provides identity assurance to all users accessing the 

Marine Corps Enterprise Network (MCEN).   

 

 c.  Operationally, failure to implement the proactive or 

corrective cybersecurity measures identified in this Order may 

result in critical information loss, capture, corruption, or 

lack of timely access which may potentially lead to mission 



  MCO 5239.2B MARINE CORPS CYBERSECURITY  

   

                                  4                            
 

failure.  Administratively, it may prevent system or enclave 

accreditation, installation, or operation.  System 

administrators or network personnel may block access to 

information systems that have been determined to adhere to poor 

cybersecurity practices or fail to implement identified 

corrective measures.  Additionally, systems on the MCEN 

processing intelligence information are required to adhere to 

the provisions of this Order.   

 

 d.  The Marine Corps Sensitive Compartmented Information 

(SCI) networks and systems are protected under the Marine Corps 

Director of Intelligence (DIRINT) SCI Enterprise Office (SEO).  

The SEO provides an enterprise-wide approach to protect Marine 

Corps critical SCI residing within Marine Corps Intelligence 

Surveillance and Reconnaissance Enterprise (MCISR-E) from 

intended or unintended malicious attacks from internal and 

external threats.  The SEO Cybersecurity responsibilities are 

governed by policies and directives from the Office of the 

Director of National Intelligence (ODNI), Defense Intelligence 

Agency (DIA) and the National Security Agency (NSA). 

 

2.  Cancellation.  MCO 5239.2A, MARADMIN 333/08 

 

3.  Mission.  This Order provides cybersecurity policy, 

procedures, tasks, conditions, and standards implementation 

guidance applicable to enhance and enable command and control on 

the MCEN.  An Annex providing the policy, procedures, and 

standards implementation guidance for Marine Corps SCI Networks 

will be published 180 days from the issuance of this Order.  

Supplemental cybersecurity guidance, updates, or revisions will 

be provided through Enterprise Cybersecurity Manuals (ECSMs), 

Marine Administration (MARADMIN) messages, and Marine Corps 

Bulletins (MCBUL).  

 

 a. This order delineates all organizational actions required 

to ensure the security of voice video, and data communications, 

digital information in all of its forms, and the security of the 

systems and networks where information is stored, accessed, 

processed, and transmitted.  This includes precautions taken to 

guard against cyber attacks in order to provide an end-to-end 

secure networking capability to protect and deliver secure 

information at the right time, to the right place, and in a 

useable format, enabling commanders to exercise freedom of 

command and control.   

 

 b. The MCEN is the Marine Corps network-of-networks and 

approved interconnected network segments supporting the Marine 
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Corps Command, Control, and business process communications.  It 

comprises people, processes, logical and physical infrastructure, 

architecture, topology, and Cyberspace Operations that operate 

according to Marine Corps policy.  The MCEN is both, the Marine 

Corps Enterprise Network - NIPRNet (MCEN-N) and the Marine Corps 

Enterprise Network - SIPRNet (MCEN-S); however, this document 

will refer to both networks as one MCEN.   

 

4.  Execution 

 

 a.  Commander’s Intent and Concept of Operations 

 

        (1) Commander’s Intent.   The Marine Corps will employ a 

comprehensive cybersecurity program designed to protect and 

defend the MCEN and the data in transit and the data at rest on 

the MCEN to ultimately support the commander’s information needs.  

New technologies such as web services and portals are emerging 

in support of developmental, training, testing, exercise, and 

operational deployments.  This Order contains a comprehensive 

framework for security governance and controls over information 

resources and will facilitate the rapid assimilation of new 

technologies and information processing methodologies.  A 

professional cyber workforce will execute this framework in a 

flexible, proactive manner and will continue to improve efforts 

to effectively manage and monitor network performance and system 

activities.  The Marine Corps must employ a cybersecurity 

capability that supports a robust, enterprise-wide, “best 

network security practices”, and posture to improve 

cybersecurity implementation and situational awareness across 

the MCEN.  In accordance with this Order, the Marine Corps will 

incorporate proactive protection, detection, reaction, disaster 

recovery, and restoration capabilities to include the detection 

of, reporting on, and employment of countermeasures against 

unauthorized activities.  Concurrently, the effectiveness of 

cybersecurity programs, policies, and procedures will be 

reviewed by means of established procedures (i.e., Headquarters 

Marine Corps Command, Control, Communication, and Computer 

Cybersecurity Division (C4 CY) monthly security evaluations; 

Marine Corps Operational Test and Evaluation (MCOTEA) 

operational Information Assurance (IA) assessments; Command 

Cyber Readiness Inspections (CCRI); Inspector General of the 

Marine Corps (IGMC)).  

 

        (2) Concept of Operations.  The Marine Corps will adopt 

an information system “life-cycle management” approach in 

applying uniform standards for the protection of Marine Corps 

Information Technology (IT) resources that display, transact, 
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transmit, or receive information.  The Marine Corps will 

iteratively assess threats, vulnerabilities, risks, and a 

spectrum of cybersecurity practices to identify, document, and 

implement appropriate countermeasures to effectively mitigate 

risks to an acceptable operational level. 

 

        (3) Responsibilities 

 

            (a) Director, Command, Control, Communications, and 

Computers (C4)/Deputy Department of the Navy Chief Information 

Officer Marine Corps (DON Deputy CIO MC) shall: 

 

 1.  Exercise oversight authority and CIO 

governance for all matters and programs regarding Marine Corps 

Cybersecurity and be responsible directly to the CMC for all 

cybersecurity policies and programs enacted throughout the 

Marine Corps (excluding SCI networks) as outlined in reference 

(k).   

 

  2.  Establish a comprehensive program to 

implement, document, and manage a standard Configuration 

Management Program (CMP) across the MCEN for all non POR systems. 

 

  3.  Ensure Marine Corps networks are Public Key-

enabled and User-based Enforced in accordance with reference (mm) 

and USCYBERCOM directives. 

 

  4.  Execute the duties as the Marine Corps 

Authorizing Official (AO) (excluding SCI systems) for the MCEN 

in accordance with references (a) through (f).  

 

  5.  Designate a Marine Corps Senior Information 

Security Officer (SISO) for the MCEN (as defined in Title 40 § 

11331, Title 10 §2223, and Title 44 §3544(a)(2) & (3)) 

references (a) and (c). 

                 

            (b) Marine Corps Senior Information Security Officer 

(SISO).      

 

  1. Carry out the Director C4/DDONCIO (MC)’s 

cybersecurity responsibilities in accordance with reference k. 

 

  2. Pocesses professional qualifications, 

including training and experience, required to administer the 

functions and tasks listed in this Order. 
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  3. Create, promulgate, inspect, validate, 

oversee, and execute cybersecurity processes throughout the 

Marine Corps.  

 

  4. Develop, issue, validate, and maintain Marine 

Corps cybersecurity policies and procedures to implement 

cybersecurity throughout the Marine Corps and serve as the focal 

point for Marine Corps cybersecurity programs, tasks, standards, 

and prioritize cybersecurity resource requirements in the 

planning, programming, budgeting and execution (PPBE) process 

for the MCEN. 

 

  5. Standardize Marine Corps’ cybersecurity 

policies, procedures, directives, and guidance to adhere to 

applicable Federal, Department of Defense (DoD), Department of 

the Navy (DON), and Marine Corps cybersecurity directives. 

 

 6. Coordinate with the Director of Intelligence 

(DIRINT) to ensure Sensitive Compartmented Information (SCI) 

Enterprise Office (SEO) representation in the cybersecurity 

working groups, the Cross Domain Solution (CDS) Office, and the 

Cybersecurity Steering Group (CSSG) to adequately represent SCI 

networks. 

 

  7. Chair the CSSG, chartered under the C4 

Operational Advisory Group (C4 OAG), responsible to coordinate 

and standardize cybersecurity standards and practices 

implemented throughout the MCEN. 

 

  8. Ensure Marine Corps cybersecurity 

requirements are developed, validated, and forwarded for 

inclusion in appropriate Federal, DoD, and DON cybersecurity 

directives.  

 

  9. Ensures Marine Corps representation to DoD, 

Joint, and DON cybersecurity panels and working groups. 

 

  10. Establish and maintain a standardized Marine 

Corps Security, Test, and Evaluation (ST&E) methodology, 

Certification and Accreditation (C&A) Program, and security 

requirements as part of the Marine Corps C&A Process (MCCAP). 

 

  11. Establish and maintain a Marine Corps 

Institutional Cybersecurity Enterprise Defense Monitoring Team 

(Marine Corps ICE DEMon aka “White Team”) with perisistant 

enterprise privileges and credentials to independently identify 

and validate  vulnerabilities on all systems and network devices 
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in order to reduce the overall risk to the MCEN in a 

collaborated effort. 

 

  12. Document, develop, coordinate, advocate, and 

prioritize Marine Corps cybersecurity program resource 

requirements in the planning, programming, budgeting and 

execution process. 

 

  13. Coordinate with the Naval Communications 

Security (COMSEC) Management Service (NCMS) for policy 

development and dissemination, support, tactics, techniques, and 

procedures (TTPs) for the design, implementation, and operation 

of the Key Management Infrastructure (KMI) and systems to 

support Marine Corps cryptographic requirements. 

 

  14. Provide program oversight for Marine Corps 

implementation of the KMI and funding aspects of the Electronic 

Key Management System (EKMS) and provide cybersecurity guidance 

to Marine Corps elements to identify and incorporate 

requirements consistent with the KMI in project development. 

 

  15. Represent the Marine Corps as a voting 

member on the Key Management Executive Committee (KMEC) and 

Joint Key Management Infrastructure Working Group (JKMIWG). 

  

  16. Provide program oversight for the Marine 

Corps implementation of the Public Key Infrastructure (PKI) as 

directed by DoD.  

 

  17. Prepare the annual Marine Corps 

Cybersecurity Readiness Report and Marine Corps input to the 

annual DON Cybersecurity Report to include Federal Information 

Systems Management Act (FISMA) data collection and reporting in 

accordance with reference (c) and reporting to DoD IT Portfolio 

Repository – Department of the Navy (DITPR-DON). 

 

  18. Manage the Inspector General of the Marine 

Corps (IGMC) Functional Area Checklist (405) "Information System 

Management" program and provide technical and operational 

assistance to the Naval Audit Service (NAS) and the Marine Corps 

Inspector General in audits and reviews of Marine Corps 

information systems. 

 

  19. Evaluate technological trends in 

cybersecurity and sponsor research activities to identify, 

define, and develop requirements and standards for inclusion 

into the Marine Corps capability sets of cybersecurity. 
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  20. Provide Marine Corps voting representation 

for the following:  

 

(a) Committee on National Security Systems 
(CNSS) and the Subcommittees for Telecommunications Security 

(STS) and Information System Security (SISS). 

 

(b) Defense/IA Security Accreditation Working 
Group (DSAWG). 

 

(c) DoD Enterprise-wide IA and DCO Solutions 
Steering Group (ESSG). 

 

(d) C4/Cybersecurity Leadership Board (C5LB). 
 

  21. Provide policy, guidance, and oversight to 

employ the National Institute of Standards and Technology (NIST) 

approved cryptography standards to protect unclassified and 

sensitive information. 

 

  22. Provide oversight and direction for Marine 

Corps Web Risk Assessment Cell (MWRAC) cybersecurity and support 

to OPSEC programs and initiatives.  

 

  23. In conjunction with CS and CR Divisions 

coordinate with Commanding General, Training and Education 

Command (TECOM) to ensure cybersecurity training requirements 

are identified, developed, met, and provided to all military 

members, government civilians, and contract personnel who have 

access to any portion of the DoD Information Network (DoDIN) and 

the MCEN.  

 

  24. Coordinate with Commander, Marine Corps 

Systems Command (MARCORSYSCOM) and Deputy Commandant, Combat 

Development and Integration (CD&I) to validate Marine Corps 

COMSEC and cybersecurity capabilities are advocated for during 

the development of the DON Program Objective Memorandum (POM). 

 

  25. Coordinate with Commander, Marine Corps 

Installation Command and Deputy Commandant, Installations and 

Logistics (I&L) to validate Marine Corps communication 

facilities, structure, and spaces to ensure they are fully 

defined and resourced during the development of the DON POM. 

 

  26. Evaluate IT procurement requests (ITPRs) 

within the ITPR Review and Approval System (ITPRAS) for 
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compliance with cybersecurity policies and MCEN authorized 

configuration requirements prior to approval. 

 

  27. Represent the Marine Corps on the DoD Ports, 

Protocols, and Services Configuration Control Board (CCB) and 

provide oversight for Marine Corps Ports, Protocols, and 

Services Management program. 

 

  28. Provide Marine Corps voting member 

representation to the DOD Information Assurance Workforce 

Improvement Program. 

 

  29.  Provide member participation in the HQMC 

PP&O Contigency Planning working group as the lead for IT 

Contingency Planning and Disaster Recovery. 

 

  30.  Provide Marine Corps C4 representation to 

the National Insider Threat Task Force, and coordinate Marine 

Corps Insider Threat policies, programs, and capability 

implementations with PP&O. 

 

  31.  Establish skill requirements and appoint 

Marine Corps Validators. 

 

            (c) Deputy Commandant for Combat Development and 

Integration (CD&I) shall: 

  

  1. Ensure cybersecurity requirements are 

incorporated into applicable Joint Capabilities Integration and 

Development System (JCIDS), Military Construction (MILCON) and 

other facilities documentation (e.g., Installation Master Plan, 

Base Facilities Request, Urgent Universal Needs Statement (UUNS)) 

for all facilities, structures, and spaces that have information 

technology requirements. 

 

  2. Ensure that throughout the Doctrine, 

Organization, Training, Materiel, Leadership and Education, 

Personnel, Facilities (DOTMLPF) process includes Cybersecurity 

requirements. 

 

  3. Coordinate with the Director C4/DDONCIO (MC), 

Commander MARFORCYBER, Commander Naval Facilities Command and 

Army Corps of Engineers and the Commander, Marine Corps Systems 

Command (MARCORSYSCOM) for the integration of enterprise level 

cybersecurity interoperability requirements. 
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  4.  Coordinate with the SEO for integration of 

SCI level systems, capabilities, requirements and 

interoperability. 

 

(d) Commander, MARFORCYBER shall: 
 

1. Coordinate with Director C4/DDONCIO (MC) and 

the Marine Corps SISO regarding the operations and defense of 

Marine Corps computer systems and networks on the MCEN as 

directed by the United States Cyber Command (USCYBERCOM). 

 

 2. Coordinate Cyber Conditions (CYBERCON) with 

Director C4/DDONCIO (MC) and the Marine Corps SISO in response 

to Offensive Cyber Operations (OCO) and report the Marine Corps 

CYBERCON status to USCYBERCOM. 

 

 3. Aggregate MCEN Intrusion Detection/Prevention 

Systems (IDS/IPS) data and key network device logs and provide 

incident trend and correlation analysis of network traffic 

across the MCEN and make this information available to 

organizations with a valid need to know. 

 

 4. Integrate Defensive Cyber Operations (DCO), 

Operations Security (OPSEC), and CYBERCON activities into cyber 

and other applicable information related capabilities (IRC) in 

accordance with references (g), (o), (p), and (v) through (z) in 

coordination with Director C4/DDONCIO (MC) and the Deputy 

Commandant for Plans, Programs, and Operations (DC PP&O). 

 

 5.  Develop and maintain a Marine Corps 

Defensive Cyberspace Operations (DCO) vulnerability and threat 

database for situational awareness monitoring, reporting, event 

correlation, and trend analysis. 

 

 6.  Develop tactics, techniques, and procedures 

(TTPs) for a threat warning and notification process. 

 

 7.  Develop procedures to issue DCO lessons 

learned identified from incidents, intrusions, forensic analyses, 

or other technical processes in coordination with Director 

C4/DDONCIO (MC) and the Marine Corps SISO to higher, adjacent, 

and supporting cybersecurity organizations. 

 

 8.  Coordinate and collaborate with Director 

C4/DDONCIO (MC), HQMC Intelligence (HQMC I), adjacent MARFORs, 

MCCDC, and Marine Corps Installation Command (MCICOM), to 

conduct, receive and/or provide technical analyses and studies 
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concerning cyber threats in order to support cybersecurity 

decision makers. 

 

 9. Coordinate with Intel Department to provide 

intelligence support to cybersecurity decision makers. 

 

 10. Coordinate with Director C4/DDONCIO (MC) to 

execute Cyber Red Team Operations against MCEN targets through 

effective employment of remote network operations, wireless 

exploitation, and close access to validate and test the MCEN 

security posture. Ensure operation plans are provided 90 days in 

advance to the Marine Corps SISO to coordinate with DoD CIO, as 

directed in [ref aa] 

 

 11. Coordinate with the Director C4/DDONCIO (MC) 

and the Marine Corps SISO to ensure Marine Corps Network 

Operations and Security Center (MCNOSC) provides persistent 

enterprise access and credentials to the C4 ICE DEMons in 

accordance with 4.a.(3)(b)11 of this order. 

    

 12. In coordination with the Marine Corps SISO, 

monitor Marine Corps Information Assurance Vulnerability 

Management (IAVM) program compliance and act as the Marine Corps’ 

reporting agent and clearinghouse for Information Assurance 

Vulnerability Alert (IAVA) compliance and Information Assurance 

Vulnerability Bulletins (IAVBs). 

 

 13. Coordinate, as required, with Combatant 

Command (COCOM), Commander MCICOM, and Marine Force Commanders 

to provide DCO support for deployed units. 

 

 14. Coordinate vulnerability assessments on the 

MCEN with Marine Corps SISO to maintain the highest security 

posture.  

 

 15. Coordinate with Marine Corps Public Affairs 

to ensure Marine Corps websites are configured and maintained in 

compliance with prescribed Federal, DoD, DON, and Marine Corps 

website administration policies and procedures.  

 

 16. Monitor network traffic between MCEN Point 

of Presence (POP) sites, the DoDIN, and all network layers from 

external boundary to host level for intrusions, incidents, and 

anomalies. Provide real time and appropriate impact assessments 

and responses to cyber security organizations who have a valid 

need to know.   
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 17. Provide Commanders via Regional Network and 

Operations Security Centers (RNOSCs) and Marine Air Ground Task 

Force (MAGTF) Information Technology Centers (MITSCs) with 

threat related information relevant to their particular Area of 

Responsibility (AOR) so incident response actions can be 

initiated as required. 

 

 18. In addition to the appropriate chain of 

command or law enforcement/counter intelligence agencies, report 

to Director C4/DDONCIO (MC) via the Marine Corps SISO all major 

impacts on Marine Corps operations; unusual network activities; 

violations of Federal, DoD, DON, and Marine Corps cybersecurity 

policies; and criminal acts conducted on Marine Corps IT 

resources.  

 

 19. Establish TTPs for the Defensive Cyber 

Operation Section (DCOS) personnel in coordination with Marine 

Corps SISO as required for cyberspace operations. 

 

 20. Integrate computer incident response, impact 

assessment capabilities, cybersecurity, and DCO service provider 

activities into network operations (NETOPS), network management, 

and information dissemination to ensure timely situational 

awareness across the MCEN. 

 

           (e) Director, Intelligence shall: 

 

 1. As the Marine Corps principal for 

intelligence, special access, and SCI programs to include Marine 

Corps SCI Facilities (SCIFs), networks and systems, adhere to 

the cybersecurity directives, policies, and guidance from ODNI, 

DIA, and NSA. 

 

 2. Exercise oversight authority for all SCI 

matters and programs regarding the MCCSP and be responsible 

directly to the CMC for SCI cybersecurity policies and programs 

enacted throughout the Marine Corps.   

 

 3. The DIRINT will publish an ANNEX 180 days 

from the issuance of this Order, in coordination with the 

Director C4/DDONCIO (MC), providing the policy, procedures, 

standards and implementation guidance for Marine Corps SCI 

Networks. 

 

 4. Provide Director C4/DDONCIO (MC) and the 

MARFORs with service-level intelligence support of foreign cyber 

intelligence threats. 
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          (f) Commander, Marine Corps Systems Command shall:  

 

 1. Execute Technical Authority responsibilities 

as delegated to MARCORSYSCOM under reference (u) to ensure 

cybersecurity execution for Program of Record (POR)/Centrally 

Managed Programs.  

 

 2. Acquire and field validated materiel 

solutions in support of defined capability requirements 

compliant with DoD, DON, and Marine Corps cybersecurity policy 

and guidance applicable to the particular materiel solutions.  

The information systems and products will be developed and 

supported per this Order.  

 

 3. Integrate cybersecurity, identity management, 

COMSEC, and TEMPEST into the entire system lifecycle.  This will 

ensure that the use of market-driven/industry-developed (MDID), 

commercial-off-the-shelf (COTS), government-off-the-shelf (GOTS), 

or other products that are consistent and tested will comply 

with cybersecurity requirements and do not introduce 

unacceptable levels of risk. 

 

 4. Ensure cybersecurity requirements are 

engineered, embedded, and incorporated in the earliest phases of 

the system acquisition, contracting, and development life cycles 

in accordance with reference (s). 

 

 5.  Ensure program managers acquire systems in 

accordance with the provisions of this Order to establish timely, 

cost-effective, and proactive cybersecurity capabilities.  

Included in this effort are identity management and 

cybersecurity measures which are designed to identify 

vulnerabilities and threats.   

 

 6.  Identify cybersecurity funding requirements 

needed to ensure the security design, implementation, and 

maintence of security configuration for Programs of Record used 

within the Marine Corps. Report the amount and percentage of 

Program Manager (PM)-programmed funding allocated to Marine 

Corps cybersecurity processes and implementations quarterly to 

the Marine Corps SISO.  The report will include current and 

planned MCEN cybersecurity investments and will be included in 

annual budgetary reports from Director C4/DDONCIO (MC) to DoD 

and DON. 
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 7.  Ensure Programs of Record systems and 

networks have an accreditation package developed and submitted 

to the Marine Corps SISO, or SEO for SCI Systems, for approval. 

Provide a copy of the final system security documentation via 

the directed automated Marine Corps C&A Support Tool (MCCAST) 

for accreditation approval before operational deployment of the 

system in accordance with references (c) through (k) and (t).  

For UUNS or officially designated urgent requirements, 

coordinate with the Marine Corps AO no less than 90 days prior 

to operational deployment to ensure an accreditation approval 

can be completed within 30 days.  

 

 8.  Ensure the establishment Configuration 

Management Program (CMP) standards for programs of record across 

the MCEN.  This includes ensuring integrated readiness reviews 

and compliance processes are in accordance with references (r) 

through (w).  

 

 9.  In coordination with DC CD&I, and the 

DOTMLPF process, ensure appropriate manpower studies are 

conducted which reflect the addition of IT/cybersecurity 

personnel required to operate, administer, or maintain a new or 

expanded information system or network. 

 

 10.  Integrate cybersecurity engineering 

practices into pre-Milestone A through Milestone C activities 

and events as defined in references (h), (i), (k), (q), and (s). 

 

 11.  Assume responsibility for IT system life 

cycle management per references (q) through (s). 

 

 12.  Perform acquisition and life cycle 

management of materiel in support of the acquisition IA strategy. 

 

 13.  Adhere to cybersecurity standards for 

equipment per the DoD IT Standards, the DoDIN cybersecurity 

architecture, and Marine Corps Enterprise Network Cybersecurity 

Architecture and maintain an systems configuration inventory of 

each fielded information systems products, equipment, locations, 

and contact information. 

 

 14.  Adhere to USCYBERCOM, Marine Corps SISO, 

and  MARFORCYBER patching requirements for all applications that 

support Programs of Record, by enacting timely Information 

Assurance Vulnerability Management (IAVM) compliance measures 

(e.g., testing, patching, compliance reporting, and program 

management).  Incorporate them into life cycle management and 
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sustainment procedures to ensure compliance actions are reported 

to MARFORCYBER through the MCNOSC in accordance with USCYBERCOM 

task orders. 

 

 15.  Ensure cryptographic life cycle management 

is implemented during the system design phase for applicable 

capabilities. 

 

 16.  Submit Marine Corps COMSEC POM requirements 

to support cybersecurity programs to Director C4/DDONCIO (MC) 

via DC CD&I, for validation and endorsement. 

 

 17. Coordinate with the Marine Corps SCI 

Enterprise Office to ensure SCI systems and capabilities comply 

with SEO and IC enterprise initiatives. 

 

 18. Ensure Program Managers appoint Information 

System Security Managers (ISSMs) and forward appointment letters 

to the Marine Corps AO for endorsement. 

    

 19. Develop and maintain an Approved Products 

list (APL) and Approved Software List (ASL) for the MCEN to 

standardize the Enterprise Network.  

 

          (g) Commanding General, Training and Education Command 

shall: 

 

 1.  Coordinate with Director C4/DDONCIO (MC) and 

MARFORCYBER to develop appropriate Military Occupational 

Specialty (MOS) Training and Readiness (T&R) events that 

integrate approved cybersecurity tools, doctrine, and TTPs into 

applicable programs of instruction to meet or exceed validated 

MCCSP requirements.  

 

 2.  Incorporate cybersecurity training and 

education into all pertinent Marine Corps formal schools and 

distance learning classrooms from entry level training and 

continuing throughout a Marine’s career to meet or exceed 

validated MCCSP requirements.  

 

 3.  Coordinate with DC CD&I, Director C4/DDONCIO 

(MC), and MARFORCYBER to develop and maintain current and timely 

Marine Corps-wide cybersecurity training literature and training 

aids that leverage secure electronic distribution and remote 

access capabilities.  
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(h) Commanding General, Marine Corps Installations 

Command (MCICOM) shall: 

 

 1. In conjunction with MARFORCYBER, coordinate 

with Director C4/DDONCIO (MC) and the Marine Corps SISO 

regarding the operations and defense of Marine Corps computer 

systems and networks on the MCEN as directed by the United 

States Cyber Command (USCYBERCOM). 

 

 2. Acquire and field validated materiel 

solutions in support of defined capability requirements 

compliant with DoD, DON, and Marine Corps cybersecurity policy 

and guidance applicable to the particular materiel solutions.  

The information systems and products will be developed and 

supported per this Order. 

 

 3. Coordinate with Director C4/DDONCIO (MC) and 

the Marine Corps SISO to ensure MITSCs under MCICOM purview and 

Marine Corps bases provide persistent enterprise access and 

credentials for all systems and networks to the C4 ICE DEMons in 

accordance with 4.a.(3)(b)11 of this order. 

 

 4. Adhere to cybersecurity standards for 

equipment per the DoD IT Standards, the DoDIN cybersecurity 

architecture, and Marine Corps Enterprise Network Cybersecurity 

Architecture and maintain an accountability inventory of each of 

the information systems and their components, locations, and 

contact information. 

 

 5.  Adhere to USCYBERCOM, Marine Corps SISO, and  

MARFORCYBER patching requirements for all applications that 

support Programs of Record, by enacting timely Information 

Assurance Vulnerability Management (IAVM) compliance measures 

(e.g., testing, patching, compliance reporting, and program 

management).  Incorporate them into life cycle management and 

sustainment procedures to ensure compliance actions are reported 

to MARFORCYBER through the MCNOSC in accordance with USCYBERCOM 

task orders. 

 

 6.  Coordinate with DC I&L and establish 

sustainment support capability for each information system and 

network assigned at each Marine Corps Base and Station. 

            

  (h) Commanding Generals and Commanding Officers shall: 

 

 1. Be responsible for cybersecurity practices 

for all information systems and networks within their purview 
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and to ensure systems’ site C&A is in accordance with reference 

(j).   

 

 2. Appoint, in writing, an Information Systems 

Security Manager (ISSM) for the MCEN and another for the SCI 

network capabilities within the command.  Ensure the ISSM 

receives applicable certifications in accordance with reference 

(gg) and can perform required duties.  The ISSM functions as the 

Command focal point and principal advisor for all cybersecurity 

matters on behalf of the Commander.  The ISSM reports to the 

Commander or appointed representative and implements the overall 

cybersecurity program within their area of responsibility.  

 

 3. Ensure an Information Systems Security 

Officer (ISSO) is designated, as appropriate, for each 

information system and network in the organization. Ensure the 

ISSO receives applicable training in accordance with reference 

(gg) to carry out their duties.  The ISSO acts on behalf of the 

ISSM to ensure compliance with cybersecurity procedures at the 

operational site or facility.  

 

  4. Ensure all personnel performing privileged 

user functions (e.g., system administrators, network 

administrators, and operators) receive initial basic 

cybersecurity and system specific training as well as annual, 

refresher, and follow-on cybersecurity training.  Ensure that 

all personnel with privileged user capabilities are certified in 

accordance with reference (gg). 

 

 5. Ensure cybersecurity awareness indoctrination 

and annual refresher training is conducted and documented down 

to the user level and is tailored to specific site requirements 

in accordance with reference (y). 

 

 6. Ensure current cybersecurity standard 

operating procedures are available, used, and updated regularly 

to include each IT resource.  

 

 7. Report as directed all security incidents 

(e.g., intrusions, malware, breaches, spillages, etc.) and 

incident suspicions to MARFORCYBER via the MCNOSC or SEO for SCI 

systems, in accordance with  reference (aa).  Incident response, 

handling, and reporting requirements shall be conducted in 

accordance with reference (y). 

 

 8. Review certification documentation for 

systems under their purview, including Urgent Universal Needs 
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Statements (UUNS), to evaluate and determine an acceptable level 

of risk and recommend accreditation to the Marine Corps AO 

accordingly.  Ensure the proper Plan of Actions and Milestones 

(POA&Ms) are generated for documentation and monitoring purposes. 

 

 9. Ensure compliance with Federal, DoD, DON, and 

Marine Corps information systems and web site administration 

policies and implement content-approval procedures to minimize 

the occurrence of cybersecurity, OPSEC, or Personally 

Identifiable Information (PII) violations in accordance with 

references (g), (v), and (bb) through (ff). 

 

  10. Develop a Disaster Recovery/Contingency Plan 

(DR/CP) in accordance with references (a), (u), and (ad) to 

ensure recovery and sustainment of information systems and 

services following an event, incident, or disaster. Provide a 

copy of the DR/CP for Marine Corps AO signature, as required in 

reference ff, and maintain annually as required in reference c.  

 

 11. Ensure the implementation of a privacy 

program in accordance with reference (cc) which provides 

guidance regarding the collection, safeguarding, maintenance, 

use, access, amendment, and dissemination of PII maintained by 

DOD, DON, and the Marine Corps in Privacy Act programs and 

systems of records. 

 

  12. Ensure the establishment and implementation 

of a Configuration Management Program (CMP), consistent with 

Information Technology Infrastructure Library (ITIL) that 

includes a CCB for command-owned information systems.  

Additionally, ensure the local configurations are consistent 

with command configurations.  It is a command responsibility to 

update the Configuration Management Database (CMDB) and ensure 

that the Enterprise Configuration Control Board (ECCB) is aware 

of any system or network issues).  

 

  13. Ensure that all information technology users 

are properly and completely trained on the legitimate and 

authorized use of systems, have signed user agreements, and have 

a valid need to access Marine Corps IT systems per reference (y), 

(bb)and (jj). 

 

 14. Ensure that only validated materiel 

solutions are acquired in support of defined capabilities 

compliant with DoD, DON, and Marine Corps cybersecurity policy 

and guidance applicable to the particular materiel solutions. 
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         (i) Marine Corps Information Systems Security Managers 

(ISSMs):  

 

 1.  ISSMs are privileged users, which are 

defined as individuals who have access to system control, 

monitoring, or administration functions. Individuals having 

privileged access require training and certification to IA 

Technical levels I, II, or III depending on the functions they 

perform. They must also be trained and certified on the 

operating system (OS) or computing environment (CE) they are 

required to maintain. They should be a U.S. citizen and must 

hold local access approvals commensurate with the level of 

information processed on the system, network, or enclave. They 

must have IT-I security designation. A person with privileged 

access must have a National Agency Check with Inquiries (NACI) 

and/or an initiated Single Scope Background Investigation (SSBI) 

per reference (e) and reference (rr). 

  

   2.  Establish and manage the cybersecurity 

program within a command, site, system, or enclave in accordance 

with DoD, DON, and Marine Corps cybersecurity guidance and 

policies. 

 

    3.  Manage the command, site, system, or enclave 

Risk Management Framework (RMF)/DIACAP process to ensure that 

information systems within their purview are approved, operated, 

and maintained throughout its life cycle in accordance with the 

information system’s accreditation package. 

 

  4.  Serve as the principal advisor to the local 

G6 for site, system, or enclave cybersecurity matters on behalf 

of the Marine Corps AO. 

 

  5.  Assess the cybersecurity program 

effectiveness and mitigate deficiencies in accordance with the 

references (e) through (j).  

 

  6.  Ensure information systems are compliant 

with the IAVM Program (i.e., IAVAs, and IAVBs) and all 

applicable Security Technical Implementation Guide (STIG) in 

addition to accurate compliance information reporting in 

accordance with references (e), (y), and (aa). 

 

  7.  Ensure cybersecurity workforce personnel 

receive required security training commensurate with their 

security duties in accordance with reference (gg). 
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  8.  Report all issues/concerns regarding POR, 

CMP, and UUNS via appropriate report chain to the appropriate 

MARCORSYSCOM program offices, MCNOSC Vulnerability Management 

Team (VMT), or DC CD&I CDD integration division for resolution. 

 

  9.  Ensure that security incidents (e.g., 

malicious code, attacks, intrusions, violations, spillages, PII 

breaches, etc.) are reported to the MCNOSC DCOS in a timely 

manner in accordance with references (y) and (aa). 

 

  10.  Ensure MCNOSC DCOS directed 

protective/corrective actions are implemented for security 

incident remediation or mitigation in accordance with the 

timelines provided, regardless of overtime costs or issues in 

accordance with references (y), (ff), and (ll). 

 

  11.  Serve as an active member of CCBs to affect 

control and security management of all information systems, 

devices, configurations, and cybersecurity implementations 

within their purview. 

 

  12. Ensure users and system support personnel 

have the required security clearances, authorization, and need-

to-know, and are indoctrinated on command security practices 

before granting access to information systems.  

 

  13. Report directly to the Marine Corps AO on 

compliancy requirements. 

 

          (j) Marine Corps Information Systems Security Officers 

(ISSO): 

 

  1. ISSOs are privileged users, which are 

defined as individuals who have access to system control, 

monitoring, or administration functions. Individuals having 

privileged access require training and certification to IA 

Technical levels I, II, or III depending on the functions they 

perform. They must also be trained and certified on the 

operating system (OS) or computing environment (CE) they are 

required to maintain. They should be a U.S. citizen and must 

hold local access approvals commensurate with the level of 

information processed on the system, network, or enclave. They 

must have IT-I security designation. A person with privileged 

access must have a National Agency Check with Inquiries (NACI) 

and/or an initiated Single Scope Background Investigation (SSBI) 

per reference (e) and reference (rr). 
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  2.  Report to the ISSM and ensure an appropriate 

cybersecurity posture is maintained for a command, site, system, 

or enclave in accordance with reference (y). 

  

  3.  Provide direct support to the ISSM for all 

cybersecurity matters. 

 

  4.  Assist the ISSM in updating, creating, and 

reviewing accreditation packages. 

 

  5.  Enforce system-level cybersecurity controls 

in accordance with the proper program and policy guidance in 

accordance with references (e) through (i), and (y). 

 

  6.  Evaluate risks, threats, and vulnerabilities 

to determine if additional safeguards are needed to protect the 

command, site, system, or enclave in accordance with reference 

(y). 

 

  7.  Ensure that all information systems and 

networks within their purview are planned, installed, operated, 

maintained, managed, and accredited within the security 

requirements of the information system or network. 

 

  8.  Develop and issue any additional specific 

cybersecurity policies, guidance, and instructions as needed.  

 

  9.  Assist the ISSM in monitoring, reporting, 

and enforcing the Command, site, system, or enclave IAVM program. 

 

          (k) Marine Corps System and Network Administrators 

(SYSADMIN/NTWKADMIN):  

 

  1.  SYSADMIN/NTWKADMINs are privileged users, 

which are defined as individuals who have access to system 

control, monitoring, or administration functions. Individuals 

having privileged access require training and certification to 

IA Technical levels I, II, or III depending on the functions 

they perform. They must also be trained and certified on the 

operating system (OS) or computing environment (CE) they are 

required to maintain. They should be a U.S. citizen and must 

hold local access approvals commensurate with the level of 

information processed on the system, network, or enclave. They 

must have IT-I security designation. A person with privileged 

access must have a National Agency Check with Inquiries (NACI) 

and/or an initiated Single Scope Background Investigation (SSBI) 

per reference (e) and reference (rr). 
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  2. Monitor user account activity and establish 

procedures for investigating, deactivating, and deleting 

accounts that do not show activity over time.  

 

  3.  Provide cybersecurity safeguards and 

assurances to the data under their control as well as their 

personal authentication and authorization mechanisms, reporting 

to the ISSM.  

 

  4.  Analyze patterns of non-compliance or 

unauthorized activity and take appropriate administrative or 

programmatic actions to minimize security risks and insider 

threats, reporting to the ISSM.  

 

  5.  Recognize potential security violations, 

take appropriate action to report the incident as required by 

regulation, and remediate or mitigate any adverse impact.  

 

  6.  Implement applicable patches, including 

IAVAs and IAVBs and critical security updates in a timely manner 

to avoid potential compromise or loss of functionality.  

 

  7.  Manage accounts, network rights, and access 

to information systems and equipment.  

 

  8.  Configure, optimize, and test hosts (e.g., 

servers and workstations) and network devices (e.g., hubs, 

routers, and switches) to ensure compliance with security policy, 

procedures, and technical requirements.  

 

  9.  Install, test, maintain, and upgrade 

operating systems, software, and hardware to comply with 

prescribed cybersecurity requirements.  

 

  10.  Ensure that hardware, software, data, and 

facility resources are archived, sanitized, or disposed of in a 

manner compliant with system security plans, requirements, and 

regulations. 

 

  11. Perform audit log review on network, systems 

and applications in accordance with the applicable STIGs. 
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 (l) MCEN Information Systems Users:  

 

  1.  A user is defined as any military, 

government civilian, or contractor who has authorized access to 

the DoDIN or Marine Corps IT resources.  

 

  2.  Users shall obtain a favorable background 

investigation and hold a security clearance or access approvals 

commensurate with the level of information processed or 

available on the system.   

 

   3.  Users shall comply with this Order and other 

cybersecurity directives, policies, and guidance as established 

by higher headquarters.  Supplemental cybersecurity guidance, 

updates, or revisions will be provided through Enterprise 

Cybersecurity Manuals (ECSMs), Marine Administration (MARADMIN) 

messages, and Marine Corps Bulletins (MCBUL). 

 

  4.  Users shall comply with the guidelines 

established in accordance with reference (y) and submit a DD 

2875 System Authorization Access Request (SAAR) along with an 

Acceptable Use Agreement when using Government-owned information 

systems.  One SAAR is required for NIPR, SIPR, and JWICS access. 

The SAAR is good for three years or until the individual is 

issued a new common access card (CAC). No additional SAAR 

requirements within the Marine Corps are authorized.   

 

  5.  Users shall receive cybersecurity 

indoctrination training and attend annual cybersecurity 

refresher training in accordance with references (y) and (bb). 

 

  6.  Users shall mark, label, and safeguard all 

media, devices, peripherals, and information systems at the 

security level for which they are intended and in accordance 

with DoD, DON, and Marine Corps policies and procedures.  

Dissemination shall only be made to individuals with a valid 

need to know and clearance level at or above the classification 

level of the shared media, device, or peripheral in accordance 

with references (pp). 

 

  7.  Users shall protect all media, devices, 

peripherals, and information systems located in their respective 

area of responsibility in accordance with physical security and 

data protection requirements. 

 

  8.  Users shall practice safe Intranet and 

Internet operating principles and take no actions that threaten 
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the integrity of the system or network in accordance with 

reference (gg) and this Order. 

 

  9.  Users shall report incidents or suspicious 

events regarding suspected intrusions or unauthorized access; 

circumvention of security procedures; presence of suspicious 

files or programs; receipt of suspicious email attachments, 

files, or links; spillage incidents; and malicious logic (e.g., 

viruses, trojan horses, worms, spamming, phishing, chain letters, 

etc.) to the ISSM, ISSO, or SYSADMIN in accordance with 

reference (aa) and this Order. 

 

  10.  Users shall report the receipt or discovery 

of unfamiliar or unauthorized removable media (e.g., CD-ROM, 

thumb drives, external hard drives, etc.) to the ISSM, SYSADMIN, 

or NTWKADMIN in accordance with in accordance with reference 

(aa), applicable directives, and this Order. 

 

  11.  User shall use anti-virus (AV) products on 

all files, attachments, and media before opening or introducing 

them into the information system. 

 

12.  Users shall report suspicious, erratic, or anomalous 

information systems operations; missing or added files; and non-

approved services or programs to the SYSADMIN or NTWKADMIN in 

accordance with local policy and cease operations on the 

affected information system until authorized to start operations 

again by higher authority in accordance with reference (aa), 

applicable directives, and this Order. 

 

  13.  Users shall comply with cryptographic log-

in requirements and password or pass-phrase policy directives, 

and protect information systems from unauthorized access in 

accordance with references (y), (mm), and this Order. 

 

  14.  Users shall logoff and secure the 

information system and work environment (i.e., secure For 

Official Use Only [FOUO]/Controlled Unclassified [CUI] media, 

remove Common Access Card (CAC), etc.) at the end of each 

workday or when out of the immediate area in accordance with 

references (y), (mm), (pp), and this Order. 

 

  15.  User shall access only data, controlled 

information, software, hardware, and firmware for which they are 

authorized access and have a need to know.  Assume only 

authorized roles and privileges. 
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  16.  Users shall ensure government-provided and 

installed cybersecurity products (e.g., anti-virus, virtual 

private networks [VPNs], personal firewalls, etc.) will not be 

altered, circumvented, or disabled on Marine Corps information 

systems. 

 

  17.  Users are encouraged to install and update 

authorized Government-provided cybersecurity products (e.g., AV, 

VPNs, personal firewalls, etc.) on personal systems as required 

by the Marine Corps AO for approved remote access. 

 

  18.  Users shall digitally sign and encrypt all 

sensitive information on external media or in email exchanges, 

using FIPS 140-2 validated encryption (e.g., DoD CAC, DoD 

Alternate Token). Such information includes marked FOUO/CUI 

information, financial data, contract related information, 

health information, personally identifiable information, network 

or technical diagrams with identifiable labels (e.g., IP 

addresses) or other information that may have an operational 
security impact if compromised. 

 

 (m) Prohibited activities. The following activities are 

specifically and expressly prohibited: 

 

  1. Users will not use any personally owned 

devices on the MCEN, or use official Government information 

systems for commercial gain or conduct illegal activities or in 

any manner that interferes with official duties, undermines 

readiness, reflects adversely on the Marine Corps, or violates 

standards of ethical conduct. 

 

  2. Users will not intentionally send, store, or 

propagate sexually explicit, threatening, harassing, prohibited 

partisan political, or unofficial public (e.g., “spam”) 

communications.  

 

  3. Users will not participate in on-line 

gambling or other activities inconsistent with public service. 

     

  4. Users will not participate in, install, 

configure, or use unauthorized peer-to-peer (P2P) technologies.  

 

  5. Users will not release, disclose, or alter 

information without the consent of the data owner, the original 

classification authority (OCA), the individual’s supervisory 

chain of command, Freedom of Information Act (FOIA) official, 
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Public Affairs Officer (PAO), or the disclosure officer’s 

approval. 

 

  6. Users will not attempt to strain, test, 

circumvent, or bypass security mechanisms, perform unauthorized 

network line monitoring or keystroke monitoring, share personal 

accounts and passwords, or allow remote access to non-privileged 

users. 

 

  7. Users will not modify system or software, use 

it in any manner other than its intended purpose, introduce 

malicious software or code, add user-configurable or 

unauthorized software, disable or remove security or protective 

software or mechanisms, or misuse/abuse a privileged account. 

 

  8. Users will not relocate or change information 

system equipment or information system equipment, or change 

network connectivity without proper security authorization. 

 

  9. Users will not acquire commercial or 

unauthorized internet service provider (ISP) network access into 

Marine Corps operational facilities, or implement commercial 

wireless components (e.g., access points, base stations, clients, 

etc.) without approval from the Marine Corps AO. 

 

  10. Users will not use wireless technologies for 

storing, processing, and transmitting unclassified information 

in areas where classified information is discussed, stored, 

processed, or transmitted without the express written consent of 

the Marine Corps AO. 

 

  11. Users will not auto forward email from 

government accounts to commercial ISP email services, engage in 

the creation or forwarding chain mail, or open email attachments 

or internet links received from unknown sources. 

 

  12. Users will not use removable secondary 

storage media on government IS without prior written approval 

from the G-6. This includes, but is not limited to: removable 

flash media, thumb drives, smartphones, camera memory cards, and 

external hard disk drives, or any device that is capable of 

being inserted into and removed from an IS that can store data. 

 

  13. Users will not connect any IS to a network 

of higher or lower classification than the IS’s own 

classification level, commonly known as a cross domain violation, 

without using an approved cross domain solution. 
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  14. Users shall not introduce classified 

information onto an IS of a lower classification level, commonly 

known as a spillage, or expose personally identifiable 

information to unauthorized recipients, commonly known as a 

breach. 

 

 (n) Coordinating Instructions 

 

 1.  Military users in violation of DoD, DON, and 

Marine Corps cybersecurity policies and procedures may be 

subject to disciplinary actions under the Uniform Code of 

Military Justice (UCMJ), Federal, or State criminal statutes and 

laws.  

 

  2.  Violation of this Order by government or 

contractor civilian personnel may result in personnel actions 

under 5 CFR 2635.101(b)(9) and (14), the Federal Acquisition 

Regulation (FAR), or referral of criminal violations to 

appropriate civilian authorities.     

   

5.  Administration and Logistics 

 

 a.  This Order shall not alter or supersede existing 

authoritative policies issued by the ODNI regarding the 

protection of SCI and special access programs (SAPs) for 

intelligence.  The application of the provisions and procedures 

of this Order to SCI or other intelligence information systems 

is encouraged where they may complement or address areas not 

otherwise specifically identified. 

 

b.  Detailed cybersecurity practices and procedures 

supporting this order will be published and released by Director  

C4/DDONCIO (MC), or HQMC I/SEO (for SCI systems).   

 

 c.  Recommendations for changes to this Order should be 

submitted to HQMC C4 via the appropriate chain of command. 

 

 d.  All developers, owners, and users of information systems 

and applications within MCEN have the responsibility to 

establish and implement adequate operation and information 

technology controls including records management requirements to 

ensure the proper maintenance and use of records, regardless of 

format or medium, to promote accessibility and authorized 

retention per the approved records schedule and reference (oo). 

 



(b) (6)
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DEFINITIONS 

 

Authorizing Official (AO) - The Authorizing Official is a 

senior official or executive with the authority to formally 

assume responsibility for operating in information system at an 

acceptable level of risk to organizational operations and assets, 

individuals, other organizations, and Nation.  Authorizing 

officials typically have budgetary oversight for an information 

system or are responsible for the mission and/or business 

operations supported by the system.  Through the security 

authorization process, authorizing officials are accountable for 

security risks associated with information system operations.  

Accordingly, authorizing officials are in management positions 

with a level of authority commensurate with understanding and 

accepting such information system-related security risks. 

Authorizing officials also approve security plans, memorandums 

of agreement or understanding, and plans of action and 

milestones and determine whether significant changes in the 

information systems or environments of operation system or if 

the system is operational, halt operations, if unacceptable 

risks exist.  Authorizing officials coordinate their activities 

with the risk executive (function), chief information officer, 

senior information security officer, common control providers, 

and other interested parties during the security authorization 

process. With the increasing complexity of mission/business 

processes, partnership arrangements, and the use of 

external/shared services, it is possible that a particular 

information system may involve multiple authorizing officials.  

If so, agreements are established among the authorizing 

officials and documented in the security plan.  Authorizing 

officials are responsible for ensuring that all activities and 

functions associated with security authorization that are 

delegated to authorizing officials designated representatives 

are carried out.  The role of authorizing official has inherent 

U.S. Government authority and is assigned to government 

personnel only.  This term has replaced Designated Accrediting 

Authority (DAA).  (REF CNSSI 4009) 

 

Configuration Control Board (CCB) - The purpose of the CCB 

is to ensure each proposed change to an item's performance or 

physical characteristics is thoroughly evaluated with respect to 

technical, logistics, cost, and schedule impacts and benefits.  

Review and input by the CCB allows the approval authority to 

make sound, informed management decisions.  (REF CNSSI 4009) 

 

 Configuration Management Database (CMDB) – A database that 

contains relevant details (e.g., settings, firmware revisions,
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 etc.) of Configuration Items (CIs) and the relationships 

between them.  For example, information about a network switch 

might include the software release installed on it, and the 

servers that connect directly to it, all of which would also be 

CIs.  (REF ITIL Version 2.0) 

 

Configuration Management Program (CMP) – Applies 

appropriate processes and tools to establish and maintain 

consistency between the product and the product requirements and 

attributes defined in product configuration information.  

Configuration Management shall be applicable to all hardware, 

software, and firmware items and associated documents.  A 

disciplined CM process ensures that products conform to their 

requirements and are identified and documented in sufficient 

detail to support the product life cycle.  (Defense Acquisition 

Guidebook) 

 

Cyberspace domain – A global domain within the information 

environment consisting of the interdependent network of 

information technology infrastructures, including the internet, 

telecommunications networks, computer systems, and imbedded 

processors and controllers.  (REF CNSSI 4009 and NIST IR 7298.) 

 

Cybersecurity – Prevention of damage to, protection of, and 

restoration of computers, electronic communications systems, 

electronic communications services, wire communication, and 

electronic communication, including information contained 

therein, to ensure its availability, integrity, authentication, 

confidentiality, and nonrepudiation.  (DoD Instruction 8500.01) 

 

Cybersecurity Steering Group (CSSG) – Established under the 

C4 OAG to facilitate the timely formulation of security 

solutions to meet current and future force objectives.  The CSSG 

will address, mitigate, and validate security issues in order to 

protect the Marine Corps to an acceptable level. Core members of 

the CSSG include HQMC C4, MARCORSYSCOM, MARFORCYBER, DC CD&I, 

Marine Corps Operational Test and Evaluation Activity (MCOTEA), 

Marine Corps Training and Education Command (TECOM), Marine 

Corps Intelligence Activity (MCIA), and Marine Corps Community 

Services (MCCS). 
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     Enterprise Configuration Control Board (ECCB) - The ECCB 

exists to approve or otherwise act on Requests for Change (RFC) 

to established or nominated configuration items that operate 

within the MCEN.  RFCs may contain a range of capabilities from 

minor changes to major system projects.  It will be the concern 

of the ECCB to enforce good practices, enforce DoD, DON, and 

Marine Corps standards and accepted industry methodologies when 

considering configuration changes.  

 

Identity Assurance – The capability to affix, verify, 

and/or determine the identity of a person (living, deceased, 

unconscious, non-functioning, uncooperative, or unaware), an 

organization, or other entity.  Identity Assurance can 

facilitate intelligence collection, targeting, combat 

identification, and analysis on individuals, groups, and their 

activities.  It can also be referenced as part of Supply Chain 

Protection.  (REF NIST SP 800-63.) 

 

Information Systems - These include, but are not limited to, 

computers, processors, devices, or environments (operating in a 

prototype, test bed, training, stand-alone, integrated, embedded, 

or networked configuration) that receive, process, store, 

display, or transmit government or government supporting 

information, regardless of mission assurance category, 

sensitivity or classification, with or without handling codes 

and caveats.  This includes information systems used for 

teleworking and telecommuting; contractor owned or operated 

information systems residing on the MCEN; information systems 

obtained with Non-Appropriated Funds; Urgent Universal Need 

Statements (UUNS), automated tactical systems (ATSs); automated 

weapons systems (AWSs); platform information technology (PIT); 

and distributed computing environments (DCEs). Systems 

processing intelligence information are required to adhere to 

the provisions of this Order.  (REF CNSSI 4009) 

 

Information Systems Security Manager (ISSM) - The roles and 

responsibilities of the Information Systems Security Manager, as 

referenced in this document, are aligned to the roles and 

responsibilities of the DoD 8500.1 and DoDI 8510.01 Information 

Assurance Manager and the CJCSI 6510.01F Information Systems 

Security Manager.  This term has replaced IAM.  (REF CNSSI 4009)
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Information Systems Security Officer (ISSO) - The roles and 

responsibilities of the Information Systems Security Officer, as 

referenced in this document, are aligned to the roles and 

responsibilities of the DoDI 8500.2 Information Assurance 

Officer and the CJCSI 6510.01F Information Systems Security 

Officer.  This term has replaced IAO.  (REF CNSSI 4009) 

 

Marine Corps Certification and Accreditation Process (MCCAP) 

- Marine Corps Enterprise Cybersecurity Directive 018, 12 July 

2012, established the MCCAP to provide a comprehensive and 

uniform approach to the certification and accreditation process 

for the Marine Corps, to include all subordinate commands, bases, 

and organizations.  

 

MCEN – Marine Corps network-of-networks and approved 

interconnected network segments supporting the Marine Corps 

Command, Control, and business process communications.  It 

comprises people, processes, logical and physical infrastructure, 

architecture, topology, and Cyberspace Operations that operate 

according to Marine Corps policy.  The MCEN is both, the Marine 

Corps Enterprise Network - NIPRNet (MCEN-N) and the Marine Corps 

Enterprise Network - SIPRNet (MCEN-S); however, this document 

will refer to both networks as one MCEN. 

 

Marine Corps Intelligence, Surveillance, Reconnaissance – 

Enterprise (MCISR-E) – The MCISR-E is a framework to develop an 

ISR enterprise to meet the specified and implied tasks 

identified in the Marine Corps Service Campaign Plan. 

 

Marine Corps Sensitive Compartmented Intelligence (SCI) 

Enterprise Office (SEO) - The SEO administers and operates the 

Marine Corps SCI Enterprise by providing policy implementation, 

governance, technical support, and assistance in establishing 

and sustaining Marine Corps SCI activities. The SEO coordinates 

strategic and enterprise initiatives in support of MCISR-E to 

meet operational requirement for Distributed Operations, Net-

Centric Operations, Interoperability, Enterprise Architectures, 

Service-oriented Architecture, and Information Management. The 

SEO provides Enterprise Management, Network Operations, Network 

Security, Information Assurance and Asset Management across the 

Marine Corps in accordance with relevant directives and guidance 

from the ODNI, Department of Defense Intelligence Information 

Systems (DODIIS), Defense Intelligence Agency (DIA), and 

National Security Agency (NSA)
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Marine Corps Web Risk Assessment Cell (MCWRAC) - The MCWRAC 

conducts Web Risk Assessments (WRAs) of Marine Corps 

organizational web sites to identify Operations Security (OPSEC) 

and Cybersecurity vulnerabilities, issues, and/or concerns.  The 

MCWRAC mission is to ensure that publicly accessible, non-

restricted, Marine Corps World Wide Web (WWW) sites are 

protected against malicious activities intended to deny, degrade, 

or disrupt public access to Marine Corps web sites or modify the 

content in any way. 

 

Point of Presence (POP) - A demarcation point or interface 

point between network or communications entities.  (REF CJCSI 

6211.02D.) 

 

Ports, Protocols, and Services Management (PPSM) - Are the 

different processes utilized to move data across the network.  

The management of them will help to improve both the 

interoperability of joint applications, systems, and the 

security of the overall DoD information infrastructure.  (REF DoDI 
8551.01) 

 

Vulnerability Management Team (VMT) – The primary reporting 

agent within the MCNOSC designated to manage the Marine Corps 

vulnerability management programming support of the USCYBERCOM 

and DoD IAVM program. The VMT is responsible to maintain access 

and administration of the Marine Corps Vulnerability Management 

System (VMS) and ensure dissemination or availability of IAVM 

notifications for personnel responsible for implementing and 

managing responses to information system vulnerabilities. 
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ACRONYMS 

 

AO   Authorizing Official 

AV   Anti-Virus 

C4   Command, Control, Communications, and Computers 

C&A   Certification and Accreditation 

CAC   Common Access Card 

CCB   Configuration Control Board 

CD&I   Combat Development and Integration 

CDS   Cross Domain Solution 

CI   Counter Intelligence 

CIO   Chief Information Officer 

CMC   Commandant of the Marine Corps 

CMDB   Configuration Management Database 

CMP   Configuration Management Program 

CND   Computer Network Defense 

CNSS   Committee on National Security Systems 

COCOM  Combatant Command 

COMSEC  Communication Security 

COTS   Commercial Off the Shelf 

CSSG   Cybersecurity Steering Group 

CYBERCON  Cybersecurity Condition 

DAA   Designated Accrediting Authority 

DC PP&O  Deputy Commandant Plans, Policy, and Operations 

DCO   Defensive Cyberspace Operations 

DIA   Defense Intelligence Agency 

DIACAP DOD Information Assurance Certification and 

Accreditation Process 

DIRINT  Director of Intelligence 

DISN   Defense Information Systems Network 

DITPR-DON Department of Defense Information Technology 

Portfolio Repository Department of the Navy 

DITS Digital Integrated Transport Suites 

DoD   Department of Defense 

DoDIN  Department of Defense Information Network 

DON   Department of the Navy 

DOTMLPF Doctrine, Organization, Training, Materiel, 

Leadership and Education, Personnel, Facilities 

DR/COOP Disaster Recovery/Continuity of Operations Plan 

DSAWG Defense/Information Assurance Security 

Accreditation Working Group 

ECCB   Enterprise Configuration Control Board 

ECSM   Enterprise Cybersecurity Manual 

EIAD   Enterprise Information Assurance Directive 

EKMS   Electronic Key Management System
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ESSG Enterprise-wide Information Assurance and 

Computer Network Defense Solutions Steering Group 

FAR Federal Acquisition Regulation 

FISMA  Federal Information Security Management Act 

FOIA   Freedom of Information Act 

FOUO   For Official Use Only 

GOTS   Government Off the Shelf 

IA   Information Assurance 

IASG   Information Assurance Steering Group 

IAVA   Information Assurance Vulnerability Alert 

IAVB   Information Assurance Vulnerability Bulletin 

IAVM   Information Assurance Vulnerability Management 

IDS   Intrusion Detection System 

IGMC   Inspector General of the Marine Corps 

IO   Information Operations 

IPS   Intrusion Prevention System 

ISP   Internet Service Provider 

IT   Information Technology 

ITIL   Information Technology Infrastructure Library 

JCIDS  Joint Capabilities Integration Development 

   Systems 

JKMIWG  Joint Key Management Infrastructure Working Group 

KMEC   Key Management Executive Committee 

KMI   Key Management Infrastructure 

LE   Law enforcement 

MAIS   Major Automated Information System 

MARADMIN  Marine Corps Administrative Messages 

MARCERT  Marine Corps Computer Emergency Response Team 

MARFOR  Marine Forces 

MARFORCYBER Marine Corps Forces Cyber Command 

MARCORSYSCOM Marine Corps Systems Command 

MCBUL  Marine Corps Bulletin 

MCCAP  Marine Corps Certification and Accreditation 

   Process 

MCCAT  Marine Corps Cyber Assessment Team 

MCCSP  Marine Corps Cybersecurity Program 

MCEN   Marine Corps Enterprise Network 

MCISR-E Marine Corps Intelligence, Surveillance, 

Reconnaissance – Enterprise. 

MCNOSC  Marine Corps Network and Operations Security 

   Center 

MDAPS  Mandatory Procedures for Major Defense 

   Acquisition Programs 

MDID   Market-Driven/Industry-Developed 

MOS   Military Occupational Specialty
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MWRAC  Marine Corps Web Risk Assessment Cell 

NAS   Naval Audit Service 

NCIS   Naval Criminal Investigative Service 

NCMS   Naval Communications Security Management Service 

NETOPS  Network Operations 

NIST   National Institute of Standards and Technology 

NTWKADMIN  Network Administrator 

NSA   National Security Agency 

OAG   Operational Advisory Group 

OCA   Original Classification Authority 

ODNI   Office of the Director of National Intelligence 

OCO   Offensive Cyber Operations 

OPSEC  Operations Security 

P2P   Peer to Peer 

PAO   Public Affairs Officer 

PII   Personally Identifiable Information 

PKI   Public Key Infrastructure 

POA&M  Plan of Action and Milestones 

POM   Program Objective Memorandum 

POP   Point of Presence 

POR   Program of Record 

PM   Program Manager 

PPSM   Ports, Protocols, and Services Management 

RMF   Risk Management Framework 

RDT&E  Research, Development, Test, and Evaluation 

SAP   Special Access Program 

SCI   Sensitive Compartmented Information 

SCIF   Sensitive Compartmented Information Facility 

SEO   Sensitive Compartmented Information (SCI) 

   Enterprise Office  

SISO   Senior Information Security Officer 

SISS   Subcommittee for Information Systems Security 

STIG   Security Technical Information Guidelines 

ST&E   Security, Test, and Evaluation 

STS   Subcommittee for Telecommunications Security 

SYSADMIN  Systems Administrator  

T&R   Training and Readiness 

TTP   Tactics, Techniques, and Procedures 

UCMJ   Uniform Code of Military Justice 

USCYBERCOM United States Cyber Command 

UUNS   Urgent Universal Needs Statement 

VMT   Vulnerability Management Team 

VPN   Virtual Private Network 
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APPPENDIX A  MARINE CORPS COMMAND CYBER READINESS INSPECTION 

(CCRI) PREPARATION PROCESSES AND REQUIREMENTS. 

 

A.1. This appendix is to outline the process used to assess 

cyber security readiness at specified service organizations.  

These processes will serve to inform service organizations of 

their requirements and responsibilities and to define the end 

goal of these processes which is a successful completion of both 

the scheduled CCRI and corrective/remediation actions required 

IOT preserve and maintain the Marine Corps C2. 

 

Listed below are the responsibilities and tasks for the named 

organizations with regard to the CCRI process. 

 

A.2. MARFORCYBER. 

 

a. Notify subordinate commands to be inspected of CCRI and 
CCRI tasking. 

 

b. Participate in pre-CCRI, final coordination brief, and 
Defense Information Systems Agency (DISA) CCRI SVTCs out briefs. 

 

c. Conduct analysis of CCRI results to include Category (CAT) 
I, II, and III findings, overall scores (pre/actual), and trends. 

 

d. Track status of post CCRI deliverables (through completion), 
including, (1) risk assessment plan, (2) after action plan, and 

(3) mitigation of CAT I, II, and III findings. 

 

A.3. MCNOSC.   

 

a. Provide inspected commands with technical support and 
review of DISA required CCRI documents (scoping document, 

architecture diagrams, site accreditation documentation, etc.).   

 

b. Provide sites with subject matter expert for host based 
security system secure configuration guidance.   

 

c. Perform analysis of weekly site vulnerability scan files 
and provide sites with a detailed vulnerability report.     

 

d. Upon receipt of requests create Vulnerability Management 
System (VMS) user accounts.
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e. Within two business days of DISA CCRI out-brief release 
site specific MCEN direct tasking message (MDTM) detailing 

required post CCRI requirements with nlt completion dates. 

 

f.  Participate in Pre-CCRI, final coordination brief, and 
DISA CCRI SVTCS out briefs.    

 

A.4. HQMC C4 CY. 

 

a. No Later Than (NLT) 90 Days Prior To Inspection, Coordinate 
Pre-CCRI Inspection Scheduling And Execution (conducted NLT 60 

Days prior to the DISA CCRI Date). 

 

b. Conduct Pre-CCRI inspections to identify current network 
configuration, accreditation, security readiness, traditional 

and physical security, and compliance with Department Of Defense 

(DoD) policies and regulations. 

 

c. NLT 75 days prior to the CCRI, approve and submit to DISA 
DoD Information Network Readiness Inspections, CCRI Branch all 

CCRI scoping documents submitted from inspected commands. 

scoping documents identify detailed configuration, Internet 

Protocol (IP) space, topology and layout of the circuit(s) to be 

inspected. 

 

d. Conduct reviews of the effectiveness of other technical 
security policies as required, recommend or direct changes, and 

provide insight into operational readiness. 

 

e. As the service lead for CCRI, participate in pre-CCRI, 
final coordination brief, and DISA CCRI Secure Internet Protocol 

Routing Network Video Telecommunications Conference (SVTC) out 

briefs.  

 

A.5. Marine Forces Command. Notify subordinate commands to be 

inspected of CCRI dates and CCRI taskings. 

 

A.6. Marine Forces Pacific. Notify subordinate commands to be 

inspected of CCRI dates and CCRI taskings. 

 

A.7. Marine Corps Installation Command. Notify subordinate 

commands to be inspected of CCRI dates and CCRI taskings. 
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A.8. Marine Forces Reserve. Notify subordinate commands to be 

inspected of CCRI dates and CCRI taskings. 

 

A.9. Marine Corps Recruiting Command. Notify subordinate 

commands to be inspected of CCRI dates and CCRI taskings. 

 

A.10. Inspected Commands. Commanders, working with the G-3, G-6, 

and security personnel must meet the following requirements:    

 

a. NLT 90 Days Prior To CCRI date perform the following 

actions: 

 

1. Provide the inspection primary point of contact (POC) 
info to message POCs. Include POC rank (Military Or Civilian), 

Full Name, Commercial Phone Number, Unclassified E-Mail Address, 

And Classified E-Mail Address. 

 

2. Submit All CCRI related correspondence and deliverable 
documents (i.e., scoping document, architecture diagrams, site 

accreditation documentation, etc.) to HQMC C4 CY Assessments 

Branch and carbon copy (cc) the MCNOSC Vulnerability Management 

Team (VMT) Operational Mail Box (OMB).     

 

b. NLT 75 Days Prior to CCRI date perform the following 

actions: 

 

1. Identify at least (1) and not more than (4) personnel 

that will require VMS user accounts.  Submit a completed System 

Authorization Access Request (SAAR DD 2875) and current copies 

of Information Assurance and Privacy Identifiable Information 

training completion certificates (no older than one year at time 

of submission) to the HQMC C4 CY Assessments Branch and cc 

MCNOSC VMT OMB. 

 

2. Submit network(s) to be inspected IP space (to 

generate coverage) and subnet coverage queries to the MCNOSC and 

cc the VMT OMB. 

 

3. Submit current all audit/vulnerability scan files to 

the MCNOSC VMT for each network classification to be inspected.  

Continue to provide the MCNOSC VMT with updated vulnerability 

scan each week thereafter up to the actual DISA CCRI inspection 

date. 
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4. At the conclusion of the Pre-CCRI conducted by HQMC C4 

CY, all commands will receive guidance on the allowed reduction 

of online assets for the CCRI.  Commands will not exceed seven 

percent decrease of online assets for the CCRI.   

 

  c.  NLT 30 days prior to inspection date:  provide the MCNOSC 

VMT with either a Plan Of Action And Milestones (POA&M) or a 

waiver request for any CAT I Vulnerability that cannot be 

remediated, and a POA&M or MCEN Authorizing Official (AO) 

approved waiver for any CAT II or III vulnerability that cannot 

be mitigated.  

 

d.  NLT 14 days prior to the inspection date:  provide 

MARFORCYBER And HQMC C4 CY with a final coordination brief 

status of all Pre-CCRI out brief findings.  Commands are to 

identify Pre-CCRI findings which have and have not been 

remediated. The command must report all online assets and 

compare that number with the Pre-CCRI online asset number.  If 

there is a difference of seven percent between the two numbers, 

the command must provide justification for all assets. 

 

e.  NLT 14 working days POST DISA CCRI:  Comply with all 

MCNOSC site specific MDTM requirements through completion.  

MCNOSC MDTMS will be released within two business days after the 

DISA CCRI out brief.  

 

f.  Participate in Pre-CCRI, Final Coordination Brief, and 

DISA CCRI SVTC Out Briefs. 

 













(b) (6)





































































































































































































































































































ATTACHMENT X 
 

CORPORATE EXPERIENCE FORMAT 
Prime Contractor  
Project Title   
Contract Number   
Period of Performance  
Total Contract Amount  
Total Dollar Value of 
Scope Referenced as 
Similar   

 

Client Company/Agency 
Name 

 

Client Contracting 
Official Name, Phone, 
E-mail 

 

Client Technical Official 
Name, Phone, E-mail 

 

Project Overview 
Discuss overall project description and objectives (Expand Cell as Needed) 
 
 
 
 
 

Similarities in Size, Scope and Complexity  
Discuss project similarities to the Tasks and Subtasks of Section C (Expand Cell as 
Needed) 
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GSA Federal Acquisition Service 
 

 
 

GENERAL SERVICES ADMINISTRATION 
(GSA) 

FEDERAL SYSTEMS INTEGRATION AND MANAGEMENT CENTER 
(FEDSIM) CYBER DEFENSE COVER LETTER 

 
 

 
To Alliant GWAC Contract Holders: 

 
This letter transmits the General Services Administration (GSA), Federal Systems and 
Integration Management Center (FEDSIM), TOR GSC-QF0B-16-32968. The solicitation will 
provide support to the Marine Corps Network Operations and Security Center (MCNOSC) in 
carrying out the technical subset of the doctrinal DoD CNDSP functions of protection, detection 
and response in order to disrupt, deny and degrade network adversaries’ ability to influence the 
confidentiality, integrity, availability, authentication and non-repudiation of IT services 
provided to users on the MCEN and joint networks. 

 
In accordance with Section L of the Request for Proposal (RFP), Offerors shall submit their 
proposal in three Parts.  

 
• PART I: Written Cost/Price Proposal  

A paper original, one paper copy, and one electronic copies (CD). 
  

• PART II: Written Technical Proposal 
A paper original, six paper copies, and one electronic copies (CD). 

 
• PART III: Oral Technical Proposal Presentation 

The oral technical proposal presentation will be given at facilities designated by the CO. The 
time, location, and any other relevant information will be provided when the presentations are 
scheduled.   

 
All proposal materials shall be delivered to the following address: 

 
Marius Morgan 

Contract Specialist 
GSA FAS AAS FEDSIM 

1800 F Street NW 
Suite 3100 (QF0B) 

Washington, DC 20405 
 
 



2 
 

 
 
 
 

Deliver all materials outside the E Street entrance of the building at 1800 F Street NW. Upon arrival, 
call Marius Morgan, Contract Specialist, at 703.603.8330.  The Contract Specialist will meet you 
outside the E Street entrance for proposal receipt. Delivery confirmation will be given prior to 
processing proposal submissions through security. Any proposal box is subject to security scanning 
after proposal receipt. 

 
Written questions in reference to the RFP may be submitted in accordance with Section 
L.3. Questions shall be submitted electronically via email only to Carmen Parker, 
Contracting Officer, and Marius Morgan, Contract Specialist, at carmen.parker@gsa.gov 
and marius.morgan@gsa.gov.  Questions are due no later than (NLT) March 8, 2016, at 
11:00AM Eastern Time.  Questions received after this deadline may not be considered. 
Final Proposals are due NLT March 31, 2016 at 11:00AM Eastern Standard Time. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Respectfully,  

 
 
 
 
 

Contracting Office, GSA FEDSIM 
 

 
 
 
 
 

 

CARMEN 
PARKER

Digitally signed by CARMEN PARKER 
DN: c=US, o=U.S. Government, ou=General 
Services Administration, cn=CARMEN 
PARKER, 
0.9.2342.19200300.100.1.1=47001001105123 
Date: 2016.03.02 07:15:54 -05'00'
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